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Bachelor’s in Computer Application (BCA)

Program Name:

a)
b)
c)

Bachelor’s in Computer Application (3 Years)
Bachelor’s in Computer Application (Honours) (4 Years)
Bachelor’s in Computer Application (Honours with Research) (4 Years)

Program Level/Duration/System: Undergraduate / Three or Four years/6 or 8 Semesters with multiple
entry and exit. The following option will be made available to the students joining BCA Research

Program:
a) Oneyear: Under Graduate Certificate in Computer Application
b) Two years: Under Graduate Diploma in Computer Application
c) Threeyears: Bachelor’s in Computer Application (BCA)
d) Fouryears: Bachelor’s in Computer Application with Honours: BCA (Honours) and Bachelor in

Computer Application Honours with Research: BCA (Honours with Research)

Minimum eligibility criteria for opting the course in the fourth year will be as follows:

a)

b)

Note:
a)

b)

c)

BCA (Honours with Research): Minimum 75% marks or equivalent CGPA in BCA Degree up to
Sixth Semester.
For BCA (Honours): BCA Degree

The students who are eligible for BCA (Honours with Research) shall have the choice to pursue
either BCA (Honours) or BCA (Honours with Research).

Minor will be continuing for the BCA (Honours) students till 8"" semester (32 credits in total).
However, BCA (Honours with Research) are exempted from this to provide dedicated and quality
time for research.

The scheme is designed as per NEP 2020 guidelines.

Semester Wise Credit Distribution of Proposed BCA [BCA (HONOURS) and BCA (Honours with
Research)] Program:

Core E?lll)liallirfz’e _ lV!ul_ti- Value Skill Discip_line
Semester Courses ment Dlsc1p11n?ry added Enhancement Spec1_ﬁc Total
course/Minor | Courses courses Elective
Courses
I 14 - 4 2 - - 20
II 9 1 4 3 5 - 22
I1 14 - 4 - 2 - 20
v 14 - 4 2 - - 20
\% 5 - 5 2 5 4 20
VI 5 2 4 - 5 4 20
BCA (Honours)

VII 8 - 4 2 2 4 20
VIII 16 - 4 - - - 20
BCA (Honours with Research)

VII 12 - - 2 2 4 20
VIII 20 - - - - - 20




SEMESTER I

Core Ability Multi-Disc Value Skill Discipline
Code Subject Enhance . added Enhance | Specific Total
Courses Course/Minor .
Courses Courses | Courses | Elective
MA103A1 | MATHEMATICS -1 4 4
HTML AND
CA101A1 | SCRIPTING FOR 4 4
WEB PAGE DESIGN
CA102A1 | CPROGRAMMING 4 4
FUNDAMENTALS OF
BA112A1 | BUSINESS 2 2
MANAGEMENT
CA***A2/ | OPEN ELECTIVE 4 4
CA***A8 I/MINOR/NCC
HTML AND
SCRIPTING FOR
CA103A4 WEB PAGE DESIGN 1 1
LAB
C PROGRAMMING
CA104A4 LAB 1 1
Semester I Total 14 4 2 20
SEMESTER II
Ability . e Value Skill Discipline
Code Subject Core Enhance Multl-DlSC. added Enhance | Specific Total
Courses Course/Minor .
Courses Courses | Courses | Elective
MA104A1 | MATHEMATICS - 11 4 4
DATABASE
CA105A1 | MANAGEMENT 4 4
SYSTEM
WEB
CA106A9 | DEVELOPMENT 4 4
USING PHP
UNIVERSAL HUMAN
CA107A3 VALUES 1 1
CA***A2/ | OPEN ELECTIVE 4 4
CA***A8 II/MINOR/NCC
FUNDAMENTALS OF
CA111A3 | ENVIRONMENTAL 2 2
STUDIES
DATABASE
CA108A4 | MANAGEMENT 1 1
SYSTEM LAB
CA109A4 | PHP LAB 1 1
PROJECT BASED
CA110A5 LEARNING LAB 1 1
Semester II Total 9 1 4 3 5 22
SEMESTER III
Ability e Value Skill Discipline
Code Subject Core Enhance Multi DlSC- added Enhance | Specific Total
Courses Course/Minor .
Courses Courses | Courses | Elective
MA211A1 | MATHEMATICS III 4 4
FUNDAMENTALS OF
CA201A1 DATA STRUCTURES 4 4
OBJECT ORIENTED
CA202A1 | PROGRAMMING 4 4
USING C++
COMMUNICATION
BA212A1 SKILL 2 2
CA***A2/ | OPEN ELECTIVE 4 4
CA***A8 III/MINOR/NCC




DATA STRUCTURES

CA204A4 LAB 1 1
CA205A4 | C++LAB 1 1
Semester III Total 14 2 4 2 20
SEMESTER IV
Ability A Value Skill Discipline
Code Subject Core Enhance Multl-DlSC. added Enhance | Specific Total
Courses Course/Minor .
Courses Courses | Courses | Elective
DESIGN & ANALYSIS
CA206A1 | OF ALGORITHMS 4 4
(DAA)
JAVA
CA207A1 PROGRAMMING 4 4
RECENT TRENDS IN
CA208A3 | COMPUTER 2 2
APPLICATIONS
DATA
CA209A1 | COMMUNICATION & 4 4
NETWORKING
CA***A2/ | OPEN ELECTIVE 4 4
CA***A8 IV/MINOR
CA210A4 | DAA LAB 1 1
JAVA
CA211A4 | PROGRAMMING 1 1
LAB
Semester IV Total 14 4 2 20
SEMESTER V
Ability I Value Skill Discipline
Code Subject Core Enhance Multi DlSC. added Enhance | Specific Total
Courses Course/Minor .
Courses Courses | courses | Elective
OPERATING
CA301A1 SYSTEMS 4 4
IT LAW AND
CA302A3 PRACTICES 2 2
NET
CA303A9 PROGRAMMING 4 4
PROG. ELECTIVE
CA***A3 I/SKILL BASED 4 4
COURSE
CA***A2/ | OPEN ELECTIVE 4 4
CA***A8 V/MINOR
OPERATING
CA304A4 SYSTEMS LAB 1 1
CA305A4 | .NET LAB 1 1
Semester V Total 5 4 2 5 4 20
SEMESTER VI
Ability e Value Skill Discipline
Code Subject Core Enhance Multi DlSC- added Enhance | Specific Total
Courses Course/Minor -
Courses Courses | Courses | Elective
SOFTWARE
CA306A1 ENGINEERING 4 4
PYTHON
CA307A9 PROGRAMMING 4 4
PROG. ELECTIVE
CA***A3 11/SKILL BASED 4 4
COURSE
CA***A2/ | OPEN ELECTIVE 4 4
CA***A8 VI/MINOR




SOFTWARE
CA308A4 ENGINEERING LAB 1 1
PYTHON
CA309A4 | PROGRAMMING 1 1
LAB
CA310A5 | MINOR PROJECT 2 2
Semester VI Total 5 2 4 5 4 20
SEMESTER VII [For BCA (HONORS)]
Ability o Value Skill Discipline
Code Subject Core Enhance Multl-DlSC' added Enhance | Specific Total
Courses Course/Minor .
Courses Courses | Courses | Elective
LEADERSHIP AND
CA401A3 | BEHAVIOUR 2 2
MANAGEMENT
CA***A3 PROG. ELECTIVE III 4 4
CA***A2/ | OPEN ELECTIVE 4 4
CA***A8 VII/MINOR
INDUSTRIAL
CA402A9 TRAINING 2 2
INDUSTRIAL
CA403A6 PROJECT PHASE -1 8 8
Semester VII Total 8 4 2 2 4 20
SEMESTER VIII [For BCA (HONORS)
Ability S Value Skill Discipline
Code Subject Core Enhance Multl-Dlsc_ added Enhance | Specific Total
Courses Course/Minor .
Courses Courses | courses | Elective
CA***A2/ | OPEN ELECTIVE 4 4
CA***A8 VIII/MINOR
INDUSTRIAL
CA404A6 PROJECT PHASE - II 16 16
Semester VIII Total 16 4 20
SEMESTER VII [For BCA (HONORS with RESEARCH)]
Ability s Value Skill Discipline
Code Subject Core Enhance Multi Dl.s N added | Enhance Specific | Total
Courses Course/Minor .
Courses Courses | courses Elective
RESEARCH
CA405A1 METHODOLOGY 4 4
PUBLICATION
CA406A3 ETHICS 2 2
CA407A4 | PROG. ELECTIVE III 4 4
RESEARCH BASED
CA408A7 SEMINAR I 2 2
RESEARCH BASED
CA409A6 PROJECT [Phase I] 8 8
Semester VII Total 12 2 2 4 20
SEMESTER VIII [For BCA (HONORS with RESEARCH)]
Ability s Value Skill Discipline
Code Subject Core Enhance Multi D1_s N added | Enhance Specific Total
Courses Course/Minor .
Courses Courses | courses Elective
RESEARCH BASED
CA410A6 PROJECT [Phase II] 20 20
Semester VIII Total 20 20




Program Elective Subjects

Code Subjects Credit
CA341A3 | FUNDAMENTALS OF DIGITAL ELECTRONICS 4
CA342A3 | E- COMMERCE 4
CA343A3 | WEB TECHNOLOGIES 4
CA344A3 | C# PROGRAMMING 4
CA345A3 | UNIX AND SHELL PROGRAMMING 4
CA346A3 | MOBILE APPLICATION DEVELOPMENT 4
CA347A3 | BLOCKCHAIN & WEB 3.0 4
CA348A3 | FULL-STACK SOFTWARE ENGINEERING 4
CA441A3 | MICROSERVICES AND EVENT-DRIVEN SOFTWARE ARCHITECTURE (MSA & EDA) 4
CA442A3 | 5G COMMUNICATION 4
CA443A3 | DEVOPS AND PLATFORM ENGINEERING 4
CA444A3 | METAVERSE 4
Minors (06 Specializations):
Specialization - DATA SCIENCE
Code Subjects Credit
CA151A2 / CA151A8 | FUNDAMENTALS OF DATA SCIENCE 4
CA152A2 / CA152A8 STATISTICAL FOUNDATIONS OF DATA SCIENCE 4
CA251A2 / CA251A8 | DATA WAREHOUSING AND DATA MINING 4
CA252A2 / CA252A8 | DATA ANALYTICS USING PYTHON 4
CA351A2 / CA351A8 MACHINE LEARNING 4
CA352A2 / CA352A8 | SECURITY AND PRIVACY FOR DATA SCIENCE 4
CA451A2 / CA451A8 | IMAGE ANALYTICS AND VISUALIZATION 4
CA452A2 / CA452A8 NATURAL LANGUAGE PROCESSING 4
Specialization - CLOUD TECHNOLOGY
Code Subjects Credit
CA153A2 / CA153A8 | FUNDAMENTALS OF CLOUD COMPUTING 4
CA154A2 / CA154A8 | SCHEDULING IN CLOUD COMPUTING 4
CA253A2 / CA253A8 | CLOUD ARCHITECTURE AND TECHNOLOGY 4
CA254A2 / CA254A8 | BIG DATA AND ITS APPLICATIONS IN CLOUD 4
CA353A2 / CA353A8 | DISTRIBUTED SYSTEM 4
CA354A2 / CA354A8 | CLOUD COMPUTING AND SECURITY 4
CA453A2 / CA453A8 | EDGE AND FOG COMPUTING 4
CA554A2 / CA454A8 | VIRTUALIZATION CONCEPTS 4
Specialization - NETWORK & INFORMATION SECURITY
Code Subjects Credit
CA155A2 / CA155A8 | CRYPTOGRAPHY FUNDAMENTALS 4
CA156A2 / CA156A8 | NETWORK AND INFORMATION SECURITY 4
CA255A2 / CA255A8 INTERNET SECURITY AND PRIVACY 4
CA256A2 / CA256A8 SYSTEM AND NETWORK ADMINISTRATION 4
CA355A2 / CA355A8 | BLOCKCHAIN TECHNOLOGY 4
CA354A2 / CA354A8 CLOUD COMPUTING AND SECURITY 4
CA356A2 / CA356A8 | IOT SECURITY AND PRIVACY 4
CA455A2 / CA455A8 | NETWORK SECURITY MANAGEMENT 4




Specialization - ARTIFICIAL INTELLIGENCE

Code

Subjects

Credit

CA157A2 / CA157A8

FUNDAMENTALS OF ARTIFICIAL INTELLIGENCE

CA158A2 / CA158A8

FUNDAMENTALS OF SOFT COMPUTING

CA257A2 / CA257A8

MACHINE LEARNING

CA258A2 / CA258A8

COMPUTER VISION

CA357A2 / CA357A8

ARTIFICIAL NEURAL NETWORK

CA358A2 / CA358A8

Al FOR MEDICAL IMAGE ANALYSIS

CA457A2 / CA457A8

AI AND ML IN CYBER SECURITY

CA458A2 / CA458A8

APPLICATIONS OF AI' IN MEDICINE

Y IFNY INNG N [N (G IS

Specialization - DIGITAL MARKETING

Code

Subjects

Credit

CA159A2 / CA159A8

INTRODUCTION TO MARKETING ESSENTIALS

4

CA160A2 / CA160A8

BASICS OF DIGITAL MARKETING

CA251A2 / CA251A8

DATA WAREHOUSING AND DATA MINING

CA259A2 / CA259A8

DECISION MAKING WITH SPREADSHEET

CA351A2 / CA351A8

MACHINE LEARNING

CA359A2 / CA359A8

BUSINESS ANALYTICS FOR MANAGEMENT DECISION

CA459A2 / CA459A8

SOCIAL MEDIA MARKETING

CA460A2 / CA460A8

MARKETING ANALYTICS

Y IFNY NG G NG YIRS

Specialization - MACHINE LEARNING

Code

Subjects

Credit

CA161A2 / CA161A8

MACHINE LEARNING FUNDAMENTALS

4

CA162A2 / CA162A8

STATISTICS FOR MACHINE LEARNING

CA261A2 / CA261A8

PYTHON FOR MACHINE LEARNING

CA262A2 / CA262A8

MATHEMATICAL FOUNDATIONS FOR MACHINE LEARNING

CA361A2 / CA361A8

DEEP LEARNING

CA362A2 / CA362A8

COMPUTER VISION

CA457A2 / CA457A8

AI AND ML IN CYBER SECURITY

CA452A2 / CA452A8

NATURAL LANGUAGE PROCESSING

B S

Minimum Numbers of Credits to be Earned for Promotion

Bachelor of Computer Applications

Min. Credits to be Earned for
From To Continuation For Lateral Exit
I Year Il Year 21/42 42
Il Year III Year 49.2/82 82
I1l Year IV Year 85.4/122 122
Final Final 162/162 162
Credits:
Theory paper 4/2/1 each
Lab paper 1 each

Promotion criteria are applicable for year-wise promotion.
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MA103A1 (BL+1T Hrs./week)
MATHEMATICS 1
Questions to be set: 05 (All Compulsory)

Objectives: Algebra is a consistent computational framework for computer programming. The
importance of differentiation as a mathematical tool is obvious in computer application. The use of a
symbolic differentiation package such as Maple or Mathematica can solve the problem of obtaining
expressions for computer applications.

Pre-requisites: Set theory, permutation and combination, basic concepts of differential calculus and
integral calculus, concepts of polynomial

Course Outcome:

CO1 Apply the laws of indices, surds, logarithms, and binomial expansions to simplify algebraic
expressions and solve related problems.
CcO2 Determine and analyze terms, means, and summations of Arithmetic and Geometric
Progressions and solve real-life problems involving sequences and series.
CO3 Solve quadratic equations using standard methods and apply the relationships between roots
and coefficients in problem-solving.
CO4 Demonstrate understanding of permutations and combinations to solve counting problems
involving arrangements and selections.
CO5 Use limits, derivatives, and integrals to analyze functions, solve optimization problems, and
interpret the geometrical significance of calculus concepts.
Module Topics to be Topics Hrs
covered
Module 1: AP in Laws of indices, Surds, Arithmetic progression: General | [8]
&GP class Term, Arithmetic Mean Summation of A.P. series,
Geometric Progression: General term of G.P.,
Geometric Mean, Summation of G.P.
Assignment AP & GP
Topics
Module 2: in Quad‘ratic Equation: Roots of ngdratic Equatiqn [8]
Quadratic class Relat{ons between rgots and coefﬁmqnts of quadrat}c
Equation equation. Problems in each case. Basic knowledge in
Permutation and Combination, nPr, nCr.
Assignment Quadratic equations
Topics
Module 3: in Binomial Theorem; Genergl Term ip the Exprgssion: [6]
Binomial' class (x+ y}", (x—y)" B1n9m1al Coefﬁc1§nts. Logarithms:
Theorem & Deﬁm‘tlon and Properties of Logarithms, Common
Logarithms - Lanrl‘Fhms. . .
Assignment Binomial expansion and its general terms.
Topics
Module 4- in Function of. regl Varigblg, differegt 'typeshof functions, | [10]
Function of real class exar.nplgts; limit, ?ontlnqlty? deﬁnltlog with examples.
Derivative by First principle for simple functions;




variable and simple examples, Geometrical Interpretation. Derivative
Differentiation of sum, product and quotient of two functions,
Logarithmic differentiation, simple examples, second
order derivative of a simple function. Max. & Min. of a
function; simple problems.
Assignment Application of derivatives.
Topics
in Integration as inverse of differentiation for different | [8]
class types of functions, method of substitution, integration by
Module 5: parts. Definite Integral, properties of definite integral.
Integration Simple problems, geometrical interpretation of definite
integral.
Assignment Integration by substitution and definite integrals.
Topics
Textbooks:

1. S.N. De: H S Mathematics, U N Dhur Publication.

2. Das and Mukherjee: Differential Calculus, U N Dhur Publication
3. Das and Mukherjee: Integral Calculus, U N Dhur Publication.

4. Hall & Knight: Higher Algebra, Arihant Publications

Reference Books:

1. Shanti Narayan: Differential Calculus, S. Chand and Co.




CA101A1 (BL+1T Hrs./week)
HTML AND SCRIPTING FOR WEB PAGE DESIGN

Questions to be set: 05 (All Compulsory)

Objectives: In this course, the students will be introduced to the concept of web page designing
using HTML, Java scripts. The knowledge of this subject will familiarise the students with web
page designing using html and Java scripts.

Pre-requisites: Hands-on with Web pages and basic understanding of programming concepts.

Course Outcome:

Design and structure HTML documents using various block-level and inline elements to

COl X .

create well-organized and visually formatted web pages.
Create interactive and navigable web pages by incorporating hyperlinks, multimedia
elements (images), lists, tables, and forms to collect user feedback.
Demonstrate the ability to split a page using frames and iframes, and understand frame-
targeting techniques and fallback content design.
Implement dynamic web page behavior using JavaScript and DHTML features such as
DOM manipulation, dynamic effects, event handling, and variable management.
Develop server-side dynamic web content using JSP scripting elements, directives, and

CO2

CcOo3

CO4

CO3 actions, and explain the interaction between JSP and client-side technologies.
Topics to .

Module be cI())vere d Topics Hrs
Module 1: in An overview of HTML, Adding Some Structure to a | [10]
Introducing Web | class Page, Formatting Text and Pages, Linking Pages to the
Pages and World, Including Pictures in a Page, Creating Lists,
understanding Arranging Items within Tables, Getting Feedback with
HTML documents Forms, Splitting a Page into Frames.

Understanding the HTML Document Life Cycle:
Developing Documents, Planning Document, planning
for Maintenance, organizing your Documents, Creating
Documents, Testing Documents before Publication.
Assignment | To be provided by the concern faculty members
Topics
in Using Block-Level Elements to Structure your | [11]
class Documents, Using Text-Level Elements, Using Font-
Style Elements, Using Phrase Elements. Understanding
Module 2: .
Formatting the the‘ Use of Framqs, Creatmg 'Frameset Documents,
Body Section of Ugmg Targeted Links, Prov1d1ng. Alternate Content
with the No Frames Element, Using INLINE Frame
your Pages Element to Create Inline Frames.
Assignment | To be provided by the concern faculty members
Topics




in Using DHTML in Internet Explorer: Heading and | [6]
Module 3: class Horizontal Line, Hiddep Messages, Messages at the
Exploring' and Centre of the Page, MoYlng boxes, Changeable Box, A
Navigating Word abput Co'lour, Scrlptlng and Dynamlc Effect, The
Dynamic HTML Whole File, Using DHTML in Navigator.

Assignment | To be provided by the concern faculty members

Topics

in JavaScript and Browsers, JavaScript and Servers, [6]
Module 4: class Embedding JavaScript in HTML, JavaScript
Introducing Comments, Generating HTML, and Variables-Value
JavaScript [6 store houses.
Hrs.] Assignment | To be provided by the concern faculty members

Topics
Module 5: in Dynamic Web Pag@, .Introduction of J SP, Pages | [6]
Creation c; ¢ class Oyerﬁew, JSP Sc‘rlptlpg, Standard Action, Page
Dynamic Web . Directive, Include Directive.
pages using JSP Assignment | To be provided by the concern faculty members

Topics

Textbooks:

1. Sybex, HTML Complete, BPB Publication.
2. Wrox Author Team, Java Server Side Programming -WROX Publication

Reference Books:

1. David Flanagan, Javascript: The Definitive Guide, O’Reily.
2. Jon Duckett, Beginning Web Programming with HTML, XHTML, CSS & JavaScript, Wiley

Dreamtech.

3. David R.Brooks, An Introduction to HTML and JavaScript, Springer.
4. Ann Navarro & Todd Stauffer, HTML by Example, PHI.


http://www.goodreads.com/author/show/5700474.Wrox_Author_Team

CA102A1

(BL+1T Hrs./week)

C- PROGRAMMING

Questions to be set: 05 (All Compulsory)

Objectives:

This course covers the fundamentals of computer programming and the basics of the C

language. This course covers the fundamental concepts of C such as structure of a C program, variables,
constants, data types, storage class, operators, expressions, predefined functions, formatted input/output, logic
design and arrays as derived data types. The completion of this course will enable the learners to write
programs in C language with basic commands to solve their problems of interest.

Pre-requisites: Knowledge of computers.

Course Outcome:

Explain the evolution of programming languages, types of system/application software, and
COl e 7
the structure of a C program with historical context and significance.
Cco2 Apply fundamental programming concepts such as variables, data types, constants, storage
classes, and operators to develop basic C programs.
CcO3 Demonstrate proficiency in using formatted and unformatted input/output functions to
interact with users in C programs.
Develop programs using decision-making and looping constructs (if, switch, while, do-
CO4 . . .
while, for) to solve real-life logical problems.
CO5 Implement and manipulate arrays (1D, 2D, multidimensional) and perform operations using
loops and expressions for data processing tasks.
Module Topics to be Topics Hrs
covered
Method 1: in Levels of Programming Language, Application | [10]
Introduction to | class Programs, System Programs- Operating Systems,
Programming Editor, Translator, Linker, Loader. Structured and
Language with Object-oriented Programming, Algorithms and
C Flowcharts. History of C, Importance of C, Basic
Structure of a C Program, Sample C Programs,
Programming Style, Executing a C Program.
Assignment To be provided by the concern faculty members
Topics
n Introduction, Character Set, Tokens, Keywords and | [10]
class Identifiers, Constants, Variables, Data Types,
Declaration of Variables, Declaration of Storage
Module 2: Class, Assigning of Storage Class, Defining Symbolic
Constants, Constants, declaring a Variable as Constant,
Variables, Data Declaring a Variable as Volatile, Overflow and
Types, Underflow of Data, Introduction, Different Categories
Operators and of Operators in C Language, Arithmetic Expressions,
Expressions Evaluation of Expressions, Precedence of Arithmetic
Operators, Type Conversions in Expression, Operator
Precedence and  Associativity, = Mathematical
Functions.




Assignment To be provided by the concern faculty members

Topics
Module 3: in Introduction, Reading a Character, Writing a | [5]
Managing class Character, Formatted Input, Formatted Output.
Input Output Assignment To be provided by the concern faculty members
Operations Topics

in Introduction, Decision Making with IF Statement, | [10]

class Simple IF Statement, the IF---ELSE Statement,
Module 4: Nesting'of IF---ELSE Statement, the ELSE IF Ladder,
Decision ‘ the Switch Statemel}t, the?: Operator, the GOTO
Making and Statement, Introduction, the WHILE Statement, the

. DO Statement, the FOR Statement, Jumps in Loops,
Branching Concise T )
oncise Test Expressions.

Assignment To be provided by the concern faculty members

Topics

in Introduction, One-Dimensional Array, Declaration | [5]

class and [Initialization of 1-D Array, 2-D Array,
Moule 5: Initialization of 2-D Array, Multidimensional Array,
Arrays Dynamic Arrays.

Assignment To be provided by the concern faculty members

Topics

Textbooks:

1. E. Balagurusamy, Programming in ANSI C, Tata McGraw Hill.

2. Kanetkar Y., Let Us C, BPB.

Reference Books:

1. Ashok N. Kamthane, Programming with ANSI and Turbo C, Pearson Education.

2.
3.
4

B.S. Gottfried, Programming with C, Tata McGraw Hill
Kernighan and Ritchie, The C Programming, Pearson Education.
K. Venugopal, Mastering C, Tata McGraw Hill.




BA1138A

(BL+1T Hrs./week)

FUNDAMENTALS OF BUSINESS MANAGEMENT

Questions to be set: 05 (All Compulsory)

Objectives: The objective of this course is to familiarize the students with the basic management

concepts and description of managerial functions in an organization.

Prerequisites: No Departmental Prerequisites required

Course Outcome:

COl

Explain the basic concepts, functions, levels, roles, and skills of management and analyze
the nature of management as a science and an art.

CO2

Compare and contrast classical, neo-classical, and modern management theories, and
evaluate their relevance in contemporary business practices.

CcOo3

Demonstrate understanding of planning and decision-making processes, including
objectives, strategies, types of plans, and Management by Objectives (MBO).

CO4

Analyze organizational structures, staffing processes, and leadership styles; apply
motivational theories and effective communication techniques for managerial success.

CO5

Evaluate the significance of corporate social responsibility, performance auditing, control
mechanisms, and the role of internal audit in modern organizations.

Topics to

Introduction to

Module Topics Hrs
be covered
Module 1: in Concept and definition of management, Management | [4]
Philosophy and | class Functions, Roles of a Manager, Levels of Management,
Development of Managerial Skills, Management and Administration, Is
Management Management a science or an art?
thought Assignment | To be provided by the concern faculty members
Topics
in Early Classical Approaches, Neo-Classical Approaches (4]
Module 2:
Pioneers in clas§ Modern Approaches
Assignment | To be provided by the concern faculty members
Management .
Topics
Module 3: in Human Behaviour, Social System, Systems approach, [4]
Schools of class management process school.
Management Assignment | To be provided by the concern faculty members
Thought Topics
in Meaning of  Social = Responsibility, Social
Module 4: Social | class Responsibilities of Business towards different groups, | [4]
Responsibilities Social Performance of Business in India, Social Audit.
of Business Assignment | To be provided by the concern faculty members
Topics
Module 5: i:;ass Introduction to Functions of Management [4]




Functions of Assignment | To be provided by the concern faculty members
Management Topics
in Nature and purpose of planning objectives, Different | [4]
class types of Plans (Strategic Planning, Long, medium- and
Module 6: short-term planning), Steps in planning; Decision
Planning Making, Management by Objectives.
Assignment | To be provided by the concern faculty members
Topics
in Principles of Organizing, Steps in Organizing, Formal
class and Informal Organization Organizational Structure, | [4]
Types of Organizational Structure (Line organizational,
functional Organization & Staff Organization),
Module 7: Elements of Organizational Structure (span of
Organizing management, departmentation, centralization and de-
centralization, responsibility and authority, delegation,
unity of command, division of work).
Assignment | To be provided by the concern faculty members
Topics
in Manpower Planning, Recruitment & Selection process, | [4]
class Orientation, Training and Development, Performance
Module 8: .
Staffing ‘ Appraisal. ‘
Assignment | To be provided by the concern faculty members
Topics
in (a) Leadership: Qualities of an effective leader,
class Styles of Leadership, Managerial Grid.
(b) Motivation: Theories of Motivation. (4]
(©) Communication: Process, Types, Barriers,
Module 9: . o
Leading Measures to have an effec'tlve communication.
(d) Interpersonal relations: Johari Window.
(e) Personality: Determinants, Theories.
Assignment | To be provided by the concern faculty members
Topics
in Concept, nature and purpose, process, methods and | [4]
Module 10: class practice of control, role of internal audit.
Controlling Assignment | To be provided by the concern faculty members
Topics

Reference Books:

1. H. Koontz and H. Weihrich, Management, McGraw Hill.

2. Dobler W.D. Purchasing & Materials Management, Tata McGraw Hill.

3. Personnel Management, C,B mamoria & S.V. Gankar, Himalaya Publishing House.
4. Principles of Management, P.C.Tripathi & P.N. Reddy, Tata McGraw Hill.




CA***A2/ CA***A8 (BL+1T Hrs./week)

OPEN ELECTIVE I/MINOR/NCC

[To be chosen from list of minor courses/open electives offered by other departments/NCC]



CA103A4 (2Hrs./week)

HTML AND SCRIPTING FOR WEB PAGE DESIGN LAB

Objective: At least 10 experiments covering the entire syllabus of the corresponding theory paper
to be carried out using the theory studied /programming skill of the subject concerned to get insight
into the practical applications of the theoretical studies. The outcome of the lab classes must lead to a
skilled and self-sustained program developer.

Pre-requisites: Corresponding theory paper CA101A1 — HTML and Scripting for web page design



CA1402A (2Hrs./week)

C PROGRAMMING LAB
Objective: At least 10 experiments covering the entire syllabus of the corresponding theory paper
to be carried out using the theory studied/programming skill of the subject concerned to get insight
into the practical applications of the theoretical studies. The outcome of the lab classes must lead to a

skilled and self-sustained program developer.

Pre-requisites: Corresponding theory paper CA102A1 - C Programming and associated prerequisites.



MA104A1 (BL+1T Hrs./week)
MATHEMATICS -I11
Questions to be set: 05 (All Compulsory)

Objectives: Linear algebra is used in computer graphics. Basic knowledge of linear algebra such as
row-echelon form, LU deposition, linear combination/system, etc. are used in computer programming.
Infinite series is used in computer graphics and visual basic. The topics of differential calculus such
as, radius of curvature, polar curve, evolute etc are used in artificial intelligence, computer graphics.
Differential equations play a prominent role in computer programming such as java, dot net etc.

Pre-requisites: Basic concepts of differential calculus and integral calculus, set theory.

Course Outcome:

CO1 Apply successive differentiation and Leibnitz’s theorem to solve higher-order derivative
problems; analyze polar curves and determine angles between curves and tangents.
Evaluate curvature, radius of curvature, and evolutes for Cartesian and polar curves, and
solve related geometric problems.

Apply Rolle’s theorem, Cauchy’s and Lagrange’s mean value theorems; evaluate partial
CO3 | derivatives, Euler’s theorem, and determine maxima and minima of functions of two
variables.

Solve first-order differential equations including homogeneous, non-homogeneous, exact,
and Bernoulli’s equations; classify order and degree of differential equations.

Use matrix algebra to solve systems of linear equations using Gauss elimination, Gauss-
COS5 | Jordan, inverse method, and Cramer’s Rule; determine rank, existence and uniqueness of

CO2

CO4

solutions.
Module Topics to be Topics Hrs
covered
Module 1: in Successive Differentiation, Leibnitz's Theorem, Polar | [8]
Differential class curve, Angle between radius vector and tangent, Angle of
Calculus intersection between two curves, Derivative of arc
(Cartesian and polar), Curvature, Radius of curvature,
related problems.
Assignment | Evolute.
Topics
Rolle's Theorem, Mean value theorem (Cauchy's and | [8]
Lagrange's), Partial derivatives, Euler's theorem, Maxima
Module 2: d Minima of functions of two variables
Theorems ; an - -
Assignment | Indeterminant form.
Topics
Module 3: in Definition of order, degree and solutions. Solutions of | [8]
Ordinary class equation - Homogeneous and non-homogeneous equation,
Differential Exact equation, Bernoulli equation.
Equations I Assignment | Linear equations.
Topics




in Basic Concepts, Matrix Addition, Scalar Multiplication, | [8]
Module 4: class Matrix Multiplication, Linear System of Equations, Gauss
Linear Elimination, Rank of a Matrix, Solution of Linear
Algebra Systems: Existence, Uniqueness, Determinants, Inverse of
a Matrix, Gauss-Jordan Elimination Method.
Assignment | Cramer’s Rule.
Topics
in Convergence, Divergence, Comparison test, Ratio Test, | [8]
class Cauchy's root test, Cauchy's integral test, Alternating
Module 5: . e : } .
. . series, Leibnitz's theorem, Expansion of functions into
Infinite Series . . :
Taylor's and Maclaurin's series.
Assignment | Absolute and conditional convergence.
Topics

Textbooks:

1. Shanti Narayan: Differential Calculus, S. Chand & Co.
2. Maity & Ghosh: An introduction to ordinary differential equations; The Central book Agency
3. J. G Chakraborty & P. R. Ghosh: Higher Algebra; U N Dhur Publications.

Reference Books:
1. N. Piskunov: Differential and integral calculus, Vol I & Vol 11
2. Hall & Knight: Higher Algebra, Arihant Publications




CA105A1

(BL+1T Hrs./week)

DATABASE MANAGEMENT SYSTEM

Questions to be set: 05 (All Compulsory)

Objectives:

This course provides students with in-depth knowledge of database management

systems. It covers the basics of relational database concepts, architecture, models, schemas, database
dependencies and normal forms, database design guidelines. It also includes the basics of SQL,
transaction processing and concurrency control. Upon successful completion of this course, students
will have the skills to analyse business requirements and produce a viable model and implementation
of a database to meet such requirements.

Pre-requisites: Programming Concepts.

Course Outcome:

COl

Explain the basic concepts, architecture, characteristics, and advantages of a database
system over traditional file systems and identify various actors and applications in a database
environment.

CO2

Design conceptual models of databases using the Entity-Relationship (ER) model and
convert ER diagrams into relational schemas.

COo3

Analyze and apply normalization techniques using functional dependencies and normal
forms (1NF, 2NF, 3NF, BCNF) to improve relational database design.

CO4

Formulate and execute SQL queries to retrieve, manipulate, and update data in a relational
database using DDL, DML, aggregate functions, and JOIN operations.

CO5

Perform relational algebra operations including SELECT, PROJECT, JOIN, and
DIVISION, and construct equivalent relational algebra expressions for SQL queries.

Module

Topics to be

Topics Hrs
covered p

Module 1: in Introduction to Database Management System, | [8]
Introduction class Characteristics of the Database Approach, Actors on

the Scene, Workers Behind the Scene, Advantages of
Using a  Database Management System over
Traditional File Processing System, Applications of
a Database Approach, Database System Concepts and
Architecture: Database Models, Schemas and
Instances, DBMS Architecture and  Data
Independence, Database Languages and Interfaces,
Classification of Database Management Systems.

Assignment To be provided by the concern faculty members
Topics

Module 2: ER
Models,

Relational
Model

in Database Modelling using The Entity-Relationship | [10]
class Model, Entity Types, Entity Sets, Attributes and Keys,
Relationships, Relationship Types, Roles and
Structural Constraints, Weak Entity Types, Naming
Conventions and Design Issues, Relational Model
Concepts, Relational Model Constraints, Mapping ER
diagram to relational schema.




Assignment To be provided by the concern faculty members

Topics

in Functional Dependencies and Normalization for | [9]

class Relational Databases: Informal Design Guidelines for

Schemas, Functional Dependencies, Normal Forms
Module 3: . »
Database Design Based on Primary Keys, General Definitions of Second
and Third Normal Forms, Boyce-Codd Normal Form

Assignment To be provided by the concern faculty members

Topics

in Data Definition, Constraints, Basic Queries In SQL, | [6]
Module 4: SQL | class Insert, Update and Delete Statement, Aggregate
the Relational functions, Join and its types.
Database Assignment To be provided by the concern faculty members
Standard Topics

in Unary Relational Operations: SELECT and PROJECT, | [7]
Module 5: The class Relational Algebra Operations from Set Theory, Binary
relational Relational Operations: JOIN and DIVISION,
Algebra and Additional Relational Operations Examples of Queries
Relational in Relational Algebra.
calculus Assignment To be provided by the concern faculty members

Topics

Textbooks:

1. Elmasri and Navathe, Fundamentals of Database Systems, Addison Wesley.
2. Korth and S.Sudarshan, Database System Concepts, McGraw Hill.

Reference Books:

1. C.J. Date, Introduction to Database Systems, Addison Wesley.
2. Alexis Leon, Mathews Leon, Fundamentals of Database Management Systems, Vijay Nicole

Imprints Private Limited.
3. D.J. Ullman, Principles of Database Systems, Computer Science Press.
4. Vij, Fundamentals of Database Management Systems, Excel Books.




CA106A9 (BL+1T Hrs./week)

WEB DEVELOPMENT USING PHP

Questions to be set: 05 (All Compulsory)

Objectives: This course provides a comprehensive knowledge of web development using PHP. It
covers basic programming concepts and logic controls and advanced topics in PHP such as File
handling, developing web services and application using PHP. At the end of this course the students
are expected to be able to develop PHP based web applications.

Pre-requisites: Knowledge of database management and programming concepts.

Course Outcome:

CO1 Apply core PHP concepts such as variables, operators, conditional statements, loops, arrays,
and functions to develop dynamic web scripts.
Use built-in PHP string and mathematical functions to manipulate and process user input
and data efficiently.
Perform file handling operations using PHP, including reading, writing, and managing files,
and manipulate arrays using standard PHP functions.
Implement session management, regular expressions, image processing (GD Library), and
MySQL database connectivity using PHP.
Design web applications integrating PHP with Object-Oriented Programming (OOP), XML,

CO2

COo3

CO4

CO3 and AJAX, and style them using CSS (ID/Class selectors, fonts, colors, spacing, etc.).
Module Topics to be Topics Hrs
covered
Module 1: PHP | in Introduction to PHP, PHP Variable, Static & Global | [8]
Basics and class Variable, GET & POST Method, PHP Operator,
User defined Conditional Structure & Looping, Structure, Array.
function Function Argument, Default Argument, Variable
Function, Return Function, Variable Length Argument,
Function- FUNC NUM_ARGS, FUNC GET_ ARG,
FUNC _GET ARGS, GETTYPE, SETTYPE, ISSET,
UNSET, STRVAL, FLOATVAL, INTVAL,
PRINT R,
Assignment To be provided by the concern faculty members
Topics
in CHR, ORD, STRTOLOWER, STRTOUPPER, | [8]
class STRLEN, LTRIM, RTRIM TRIM, SUBSTR,
STRCMP, STRCASECMP, STROPS, STRRPOS,
Module 2: STRSTR, STRISTR, STR REPLACE, STRREV,
Strings & Math ECHO, PRINT, ABS, CEIL, FLOOR, ROUND,
Function FMOD, MIN, MAX, POW, SQRT, RAND), DATE
FUNCTION (DATE, GETDATE, SETDATE,
CHECKDATE, TIME, MKTIME.
Assignment To be provided by the concern faculty members
Topics




Module 3:
Array Function
and File
Handling
Functions

in
class

COUNT, LIST, IN ARRAY, CURRENT, NEXT,
PREVIOUS, END, EACH, SORT, RSORT, ASSORT,
ARSORT, ARRAY MERGE, ARRAY REVERSE,
FOPEN, FREAD, FWRITE, FCLOSE, FILE_EXISTS,
IS READABLE, IS WRITABLE, FGETS, FGETC,
FILE, FILE GET CONTENTS,
FILE PUTCONTENTS, FTELL, FSEEK, REWIND,
COPY, UNLINK, RENAME,
MOVE UPLOAD FILE

[8]

Assignment
Topics

To be provided by the concern faculty members

Module 4: PHP
Components

n
class

Expression,
variable,
(Using

PHP GD Library, PHP Regular
Function, Cookies, Session, Server
Database  Connectivity with  MySQL
PhpMyAdmin).

[4]

Assignment
Topics

To be provided by the concern faculty members

Module 5:
Advance PHP
and Stylesheets

n
class

PHP with OOPS, Class, Constructor, Inheritance,
Serialize Objects, PHP with XML, XML Overview,
Simple XML Functions, PHP with AJAX, AJAX
Overview, XMLHttpRreqeust, Introduction of Style
Sheet, Types of Style Sheet — Class & ID, CSS Font
Property, CSS Text Property, CSS Background
Property, CSS Border Property, CSS List Property, CSS
Padding Property, CSS Margin Property.

[12]

Assignment
Topics

To be provided by the concern faculty members

Textbooks:

1. Steven Holzner, PHP: The Complete Reference, Tata McGraw Hill.
2. Atkinson, Core PHP Programming, Pearson India.

Reference Books:

1. Steve Suehring, PHP6 and MYSQL Bible, Wiley.
2. Ivan Bayross, S. Shah, Applications Development with Oracle & PHP on Linux for Beginners,

O'Reilly.

3. N. Elizabeth, J. Gerner, Y. Scouarnec, Beginning PHP5 Apache My SQL Web Development,

Wiley.

4. Thomas, Professional PHP, Shroff Publication.




CA107A3 (1L Hrs./week)
UNIVERSAL HUMAN VALUES

Questions to be set: 05 (All Compulsory)

Objective: This course aims to making students more responsible in life, and in handling problems

with sustainable solutions, while keeping human relationships and human nature in mind along with

having better critical ability and sensitive to their commitment towards what they have understood

(human values, human relationship and human society).

Pre-requisite: No specific pre-requisites required.

Course Outcomes (CO):

To help the students appreciate the essential complementarity between 'VALUES' and
CO1 | 'SKILLS' to ensure sustained happiness and prosperity, which are the core aspirations of all
human beings.

To facilitate the development of a Holistic perspective among students towards life and
CO2 | profession as well as towards happiness and prosperity based on a correct understanding of
the Human reality and the rest of existence.

To provide a holistic perspective that forms the basis of Universal Human Values and

3 o
€O movement towards value-based living in a natural way.

To highlight plausible implications of such a Holistic understanding in terms of ethical human
CO4 | conduct, trustful and mutually fulfilling human behaviour and mutually enriching interaction
with Nature.

This course is intended to provide a much-needed orientation input in value education to the

CO5 . .
young enquiring minds.
Module Topics to be Topics Hrs
covered

Module 1: in Right Understanding, Relationship and Physical | [3]

Introduction to class Facility (Holistic Development and the Role of

Value Education Education) Understanding Value Education, Self-
exploration as the Process for Value Education,
Continuous Happiness and Prosperity — the Basic
Human Aspirations, Happiness and Prosperity —
Current Scenario, Method to Fulfil the Basic Human
Aspirations

Assignment To be provided by the concern faculty members
Topics

Module 2: in Understanding Human bei'ng‘ as t'he'Co-existence of | [3]

Harmony 'in the class the Self and the Body, Distinguishing between the

Human Being Needs of the Self and the Body, The Body as an
Instrument of the Self, Understanding Harmony in
the Self, Harmony of the Self with the Body,
Programme to ensure self-regulation and Health




Assignment To be provided by the concern faculty members

Topics

in Harmony in the Family — the Basic Unit of Human | [3]

class Interaction, 'Trust' — the Foundational Value in
Module 3: . D , . )
Harmony in the Relatlonshlp,. Respect - as .the Right Evaluation,
Family and Other. Fe‘ehngs, Justlge n Human-to-Human
Society R(?lgtlonshlp, Undprstandmg Harmony in the Society,

Vision for the Universal Human Order

Assignment To be provided by the concern faculty members

Topics

in Understanding ~ Harmony in  the  Nature, | [3]

class Interconnectedness, self-regulation and Mutual
Module 4: Fulfilment among the Four Orders of Nature,
Harmony in the Realizing Existence as Co-existence at All Levels,
Nature/Existence The Holistic Perception of Harmony in Existence

Assignment To be provided by the concern faculty members

Topics

in Natural Acceptance of Human Values, Definitiveness | [3]

class of (Ethical) Human Conduct, A Basis for Humanistic
Module 5: Education, Humanistic Constitution and Universal
Implications of the Human Order, Competence in Professional Ethics
Holistic Holistic Technologies, Production Systems and
Understanding — a Management  Models-Typical Case  Studies,
Look at Strategies for Transition towards Value-based Life
Professional Ethics and Profession

Assignment To be provided by the concern faculty members

Topics

Textbooks:

1. The Textbook A Foundation Course in Human Values and Professional Ethics, R R Gaur, R
Asthana, G P Bagaria, 2nd Revised Edition, Excel Books, New Delhi, 2019. ISBN 978-93-

87034- 47-1

2. The Teachers Manual for A Foundation Course in Human Values and Professional Ethics, R R
Gaur, R Asthana, G

Reference Books:

1. Jeevan Vidya: Ek Parichaya, A Nagaraj, Jeevan Vidya Prakashan, Amar kantak, 1999.
2. Human Values, A.N. Tripathi, New Age Intl. Publishers, New Delhi, 2004.




CA***A2/ CA***A8 (BL+1T Hrs./week)

OPEN ELECTIVE II/MINOR/NCC

[To be chosen from list of minor courses/open electives offered by other departments/NCC]



CA111A3 (2L Hrs./week)
FUNDAMENTALS OF ENVIRONMENTAL STUDIES

Questions to be set: 05 (All Compulsory)

Objective: This course introduces students to the fundamentals of the environment, ecosystem
functioning, natural resources, environmental challenges, and biodiversity conservation. It aims to
build awareness about sustainability, environmental responsibility, and the need for protection of

ecological balance for present and future generations.

Pre-requisite: No specific pre-requisites required.

Course Outcomes (CO):
CO1 | Understand the fundamental concepts of the environment, ecosystem, and sustainability.
CO2 | Identify various types of ecosystems and explain their structure, function, and energy flow.
CcO3 Analyze the causes and consequences of environmental issues like pollution, biodiversity
loss, and climate change.
CO4 Describe the importance of biodiversity and evaluate conservation strategies including in-situ
and ex-situ methods.
CO5 Demonstrate awareness of environmental ethics, policies, and the role of individuals in
promoting environmental sustainability.
Module Topics to be Topics Hrs
covered
in Environment: Definition, scope, importance, and | [5]
class multidimensional nature, Sustainable development
Module 1: and environmental rights, Components of ecosystem:
Introduction to Biotic and Abiotic, Types of ecosystems: Forest,
Environment and Grassland, Aquatic, Mountain, Desert, Ecosystem
Ecosystems functions and services
Assignment To be provided by the concern faculty members
Topics
in Food chains, food webs, trophic levels, ecological | [4]
Module 2: Energy class pyramids, Ecological succession and energy flow in
Flow and ecosystems, 'Producers, consumers, decomposers,
. Biogeochemical cycles: Carbon, Nitrogen, Water,
Ecological
Concepts - Oxygen .
Assignment To be provided by the concern faculty members
Topics
n Renewable and non-renewable resources: Forest, | [5]
Module 3: Natural | class Water, Land, Mineral, Food, Energy, Drought and
Resources and water management practices, Air, water, soil, and
Environmental noise pollution: Causes, effects, and control
Challenges measures, Nuclear hazards and biomedical waste
management




Assignment To be provided by the concern faculty members

Topics

in Biodiversity: Definition, levels — genetic, species, | [5]

class ecosystem, Biodiversity hotspots and India as a mega
Module 4: biodive?rsity'nation, Threats to bi‘odiversity: Hab@tat

.. . loss, invasive species, pollution, Conservation
Biodiversity and . . )
Conservation strategies: In-51'tu and ex-situ, Protect'ed areas,
endangered species, and man-animal conflict

Assignment To be provided by the concern faculty members

Topics

in Climate change and global warming, Ozone layer | [5]

class depletion and its effects, Environmental policies and
Module 5: Climate laws (basic overview), Environmental ethics and role
Change and of individuals in conservation, Emerging
Environmental environmental movements and case studies (e.g., e-
Governance waste, sustainable living)

Assignment To be provided by the concern faculty members

Topics
Textbooks:

1. Bharucha, Erach (2005):"Text Book of Environmental Studies for Undergraduate Courses",
Universities Press (India) Pvt. Itd, Hyderabad, India.
2. Asthana, D.K. and Asthana, M. (2007). A Textbook of Environmental Studies, S. Chand &
Company, New Delhi.

Reference Books:

1. Kothari Dr. Milind — 2005 — Environmental Education — Universal Publication, Agra.
2. Arumugam, N. and Kumaresan, V. (2019). Environmental Studies, Pub. Saras Publication,
Periavilai, Nagercoil, Tamilnadu, India.
3. Berg, L.R., Hager, M.C. and Hassenzahl, D.M. (2013). Visualizing Environmental Science, Wiley.
ISBN 1118176863.
4. Bourse, D.F. and Wright, R.T. (2016). Environmental Science: Toward A Sustainable Future,
Pearson Education.




CA108A4 (2 Hrs./week)
DATABASE MANAGEMENT SYSTEM LAB

Objective: At least 10 experiments covering the entire syllabus of the corresponding theory paper to

be carried out using the theory studied /programming skill of the subject concerned to get insight

into the practical applications of the theoretical studies. The outcome of the lab classes must lead to a

skilled and self-sustained program developer.

Pre-requisites: Corresponding theory paper CA105A1- Database Management System and associated
prerequisites.

The lab will also contain few experiments on NoSQL as per industry demands.



CA109A4 (2Hrs./week)

PHP LAB

Objectives: This course provides a comprehensive knowledge of developing applications in PHP
using various concepts like arrays and sessions. To make the students to understand and establish the
connectivity between PHP and MySQL. Develop programs to add records, retrieve records and delete
records from a table. The outcome of the lab classes must lead to a skilled and self-sustained program
and database administrator.

Pre-requisites: Requires knowledge in critical thinking, problem solving and basic concept of project
development and management.



CA110AS (2Hrs./week)

PROJECT BASED LEARNING

Objectives: This course provides the integration of knowledge and skills from various areas through
more complex investigations and multi-disciplinary projects. Autonomous learning encouraged
through independent research of unstructured problems. Teamwork, which helps prepare students for
a social environment. The outcome of this learning is to do self-evaluation and self-criticism, which
encourages students to see beyond their own ideas and knowledge.

Pre-requisites: Database management systems and programming language knowledge.



MA203A1

(BL+1T Hrs./week)

MATHEMATICS-III

Questions to be set: 05 (All Compulsory)

Objectives: Numerical analysis is required to create, analyze, and implement algorithms for
obtaining numerical solutions to problems involving continuous variables. Descriptive statistics is
used in graphical data analysis. Probability is required to construct computer algorithms for
generating observations from the various distributions.

Pre-requisite: - MA103A1, MA104Al

Course Outcome:

CO1 Apply interpolation techniques such as Newton’s Forward and Backward formulas,
Lagrange's formula, and construct difference tables for estimating unknown values.
CcO2 Perform numerical differentiation and integration using finite difference methods and
integration rules including Trapezoidal rule, Simpson’s 1/3 and 3/8 rules.
Solve algebraic and transcendental equations using iterative methods like Bisection, Regula-
CO3 | Falsi, Newton-Raphson, and Secant methods; solve linear systems using direct and iterative
methods.
Analyze and interpret statistical data wusing frequency distributions, graphical
CO4 . : . .
representations, and compute central tendency, dispersion, skewness, and kurtosis.
Apply probability principles to solve problems involving compound events, conditional
COS5 | probability, and Bayes’ theorem, and analyze correlations and regressions for data
relationships.
Module Topics to be Topics Hrs
covered
Module 1: in Difference table, Newton's Forward and backward | [8]
Interpolation | class interpolation, Lagange's formula. Numerical
Differentiation and integration using Finite differences,
trapezoidal rule, Simpson's 1/3 rule, Simpson's 3/8 rule.
Assignment Related Problems
Topics
Module 2: in Iterative methods, Bisection method, Newton Raphson | [8]
Solutions of class method, Regular-Falsi method, Secant method. Solving
algebraic simultaneous equations using Gauss elimination methods,
equations Gauss Jordan method, gauss - Siedel method, Jacobi
Method, Relaxation Method. Power method for finding the
largest Eigen Value.
Assignment Related Problems
Topics
Module 3: in Need for quantifying data, Quantitative and qualitative | [6]
Collection of | class data, Frequency distributions - discrete & continuous,
data & Histogram, frequency curve, cumulative frequency curve.
Frequency Assignment Related Problems
distribution Topics




Module 4: in class Measures of central tendency: Mean, Median, Mode, | [6]
Descriptive Measures of dispersion quartile deviation, standard
Statistics deviation, coefficient of variation, Skewness, Kurtosis,
Correlation and regression.
Assignment Related problems of Correlation and regression.
Topics
Module 5: in class Probability: Basic concepts, Trial, random experiment, | [8]
Probability sample space, event, equally, likely, mutually exclusive
Theory events. Addition and multiplication rules of probability.
Independent events, conditional proability, Baye's
theorem.
**Assignment | Related problems of compound Probability & Baye’s
Topics theorem.
Textbooks:
1. S.S. Sastry, An Introductory Methods of Numerical Analysis, PHI

2. N. G. Das: Statistical Methods; McGraw Hill Education.

References:

1.
2.

Goon, Gupta and Das Gupta: Fundamental of Statistics (vol I) , The World Press Ltd.
N Datta: Computer programming and Numerical Analysis, University Press.




CA201A1 (BL+1T Hrs./week)

FUNDAMENTALS OF DATA STRUCTURES

Questions to be set: 05 (All Compulsory)

Objectives: This course covers the organization of information, the implementation of common data
structures such as array, lists, stacks, queues, trees, and graphs. It also explores recursion, various
searching and sorting algorithms and also the close relationship between data structures and algorithms.
By the end of this course, the students will be able to solve problems using appropriate data structures
and writing programs for those solutions, assess the impact of choice of a data structure on program’s
performance and to choose appropriate data structure for a specified problem.

Pre-requisites: C Programming

Course Outcome:

CO1 Explain the fundamental concepts and types of data structures including arrays, linked lists,
stacks, queues, trees, and graphs.
CcO2 Implement linear data structures such as arrays, linked lists (singly, circular, and doubly),
stacks, and queues using memory representations and perform standard operations.
CO3 Apply various sorting algorithms (Insertion, Selection, Merge Sort) and searching
techniques (Linear and Binary Search) to process structured data efficiently.
Construct and manipulate nonlinear data structures like binary trees and binary search trees,
CO4 | . . . o . .
including operations like insertion, deletion, and traversal.
CO5 Demonstrate and implement graph representations (adjacency matrix and list), perform BFS
and DFS traversals, and define the concept of a spanning tree.
Topics to .

Module be clz)vere d Topics Hrs
Module 1: in Definitions, Concept of Data Structure, Overview of | [12]
Introduction and | class Data Structure. Arrays: Definitions, Terminologies, 1D
Overview, Array- Memory Allocation, Representation in Memory,

Arrays Operations on Array, Application of Arrays, 2D and 3D
Array Representation. Various Sorting and Searching
Algorithms- Insertion Sort, Selection Sort, Merge Sort,
Linear Search, Binary Search.
Assignment | To be provided by the concern faculty members
Topics
in Linked Lists: Definition, Single Linked List-| [8]
Module 5. class R‘epresen‘Fation' in Merpory, Qperations on a Single
Linked Lists ' Linked List, Circular Linked List, Doubly Linked List-
’ Operations on Doubly Linked List.
Assignment | To be provided by the concern faculty members
Topics
in Stacks: Definition, Array Representation of Stacks, | [10]
) class Operations on Stacks- Push, Pop.
Module 3: o .
Stacks, Queues Queueg: Definition, Array RepreS(?ntatlon .of Queue,
’ Operations on Queue: Insertion, Deletion, Various Queue
Structure:  Circular Queue, Insertion, Deletion




Operations on a Circular Queue

Assignment | To be provided by the concern faculty members

Topics

in Trees: Definition, Binary Trees, Representing Binary | [5]

class Trees, Traversing Binary tree, Binary Search Tree,
Module 4: Trees Searching, Inserting and Deleting in a Binary Search tree,

Assignment | To be provided by the concern faculty members

Topics

in Graphs: Basic Terminologies, Adjacency Matrix | [5]

class Representation and Adjacency List Representation of
Module 5: Graphs, Graph Traversals: BFS and DFS. Definition of a
Graphs Spanning Tree.

Assignment | To be provided by the concern faculty members

Topics

Textbooks:
1. D. Samanta, Classic Data Structures, PHI.
2. Reema Thareja, Data Structures Using C, Oxford University Press.

Reference Books:

1. Horowitz & Sahni, Fundamentals of Data Structures, Galgotia.

2. Tannenbaum, Augustine & Longsu, Data Structures using C and C++, Prentice Hall

3. J.P. Trembly, and P.G Sorenson, An Introduction to Data Structures with Applications,
McGraw Hill.

S. Lipschutz, Data Structures, Schaum Series.

he



CA202A1

(BL+1T Hrs./week)

OBJECT ORIENTED PROGRAMMING USING C++

Questions to be set: 05 (All Compulsory)

Objectives: This course introduces fundamentals and basic principles of object-oriented programming
using C++, object-oriented problem solving, program design and development, managing
input/output and working with files. By the end of this course, the students will be able to practice
the object-oriented programming concepts and techniques, the use of C++ classes and class libraries
and to modify existing C++ classes, develop C++ classes for simple applications.

Pre-requisites: Computer Programming concepts.

Course Outcome:

COl

Explain the fundamentals of Object-Oriented Programming (OOP) and the concepts of
classes, objects, data members, and member functions in C++.

CO2

Demonstrate the use of constructors, destructors, and different types of constructors to
manage object lifecycle and memory in C++ programs.

CcOo3

Implement function and operator overloading, and manipulate pointers including pointers
to objects and class members for dynamic memory handling.

CO4

Apply inheritance concepts including single, multiple, multilevel, hierarchical, and hybrid
inheritance along with virtual functions and polymorphism to enable code reusability and
dynamic binding.

Utilize C++ templates for generic programming and manage console and file I/O operations

Co3 using stream classes and file handling techniques.
Module Topics to be Topics Hrs
covered
Module 1: in Overview of C++: Concept of Object Oriented | [8]
Overview of class Programming, Introduction to C++ Classes and Objects,
C++, Classes Basic Concepts of OOP. Classes & Objects: Classes,
& Objects Structure & Classes, Union & Classes, Inline Function,
Friend Function, Friend Classes, Scope Resolution
Operator, Static Data Member, Static Member
Function, Passing Objects to Function, Returning
Objects.
Assignment | To be provided by the concern faculty members
Topics
in Constructor & Destructor: Introduction, Constructor, | [11]
Module 2: class Parameterized Constructor, Multiple Constructors in
Constructor & a Class, Copy Constructor, Destructor. Array, Pointers :
Destructor, Array of Objects, Pointers to Object, Type Checking
Array, C++ Pointer, This Pointer, Pointer to Class Members.
Pointers, Function & Operator Overloading: Function Overloading,
Function & Overloading Unary and Binary Operators, Overloading <<
Operator and >>
Overloading Assignment | To be provided by the concern faculty members
Topics




in Inheritance: Introduction to Inheritance, Types of [9]
Module 3: class Inheritange: Singl.e, Multiplef Mult.ilevel, Hierarchical
Inheri tanc'e and Hybrld Iqherltance, Making Private Member'

. ’ Inheritable, Virtual Base Class, Abstract Class. Virtual

Virtual . . X
Functions & anctlons & Polymorphlsm. Vlrtugl F}mctlon, Pure
Polymorphism . Virtual Fuqctlons, Early Vs Late Binding.

Assignment | To be provided by the concern faculty members

Topics

in Templates: Introduction, Class Template and Function | [8]
Module 4: class Template. Managing Console I/O Operations: C++
Templates' Stream? C++ Stream Classps, Unformatted I/O
Managing’ Operations — Get(), 'Put(), Get'hne(), ertg(), Formqtted

Console I/O Operations — Width(), Precision(), Fill(),

Console /O
Operations - Setf(), Ungetf()

Assignment | To be provided by the concern faculty members

Topics

in Working With Files: Classes for File Stream Operations, | [4]
Module 5: | class Opening and Closing Files- Using Constructors, Using
Working With Function FOpen(), File Modes, Detecting End Of File-
Files EOF()

Assignment | To be provided by the concern faculty members

Topics

Textbooks:

1.

Herbert Schildt, The Complete Reference C++, Tata McGraw Hill.

2. E. Balagurusamy, Object Oriented Programming with C++, Tata McGraw Hill.

Reference Books:

Bjarne Stroustrup, C++ Programming Language, Addison Wesley.

Stanley B Lippman and Lajoie, C++ Primer, Addison Wesley.

Saurav Sahay, OOP with C++, Oxford Higher Education.

B.L. Juneja and Anita Seth, Programming with C++, New Age International Publication.

1.

2.
3.
4




CA212A1 (2L Hrs./week)
COMMUNICATION SKILL

Questions to be set: 05 (All Compulsory)

Objectives: The course aims to develop essential communication skills in students, including verbal,

non-verbal, and written communication. It focuses on enhancing interpersonal effectiveness, active

listening, presentation abilities, and professional writing to enable clear, confident, and impactful

communication in academic, social, and workplace settings.

Pre-requisites: No Departmental Prerequisites required

Course Outcomes:

COl1: To sensitize students to their communicative behaviour.

CO2: To enable them to reflect and improve on their communicative behaviour/performance.

CO3: To build capacities for self-criticism and facilitate growth.

CO4: To lead students to effective performances in communication.

COS5: To enable students to use Technology for optimizing their communication.

Module Topics to Topics Hrs
be covered
Module 1: in Introduction: Communication Skills - Communication | [14]
Introduction, class Process, 7 C’s of Communication, Barriers to
Business Communication Active Listening- Listening vs Hearing,
Correspondence Types of Listening, Tips for Effective Listening, Verbal
and Non-verbal Communication. Business
Correspondence: Principles of business writing, Business
letters- Business letters, Notices, Memos and Circulars,
Preparing Agenda and writing Minutes for meetings,
Resume Writing and Cover letters
Assignment | To be provided by the concern faculty members
Topics
in Report Writing: Introduction - Types of Reports, | [6]
class Objectives and characteristics of Reports, Structure of
Module 2: Reports, Writing different types of Reports, Graphic
Report Writing Representation of Data.
Assignment | To be provided by the concern faculty members
Topics
in Oral Communication: Public Speaking, Making Effective | [13]
class Presentation - Definition and Purpose, Analysis of
audience and locale, Organizing content, Preparing the
Module 3: Oral slides, Delivering the presentation - Visual aids, nuances
Communication of delivery, Body language, Handling questions, Class
Presentations by students, Group Discussions- Types of
GD, Guidelines for GD, Group discussions as a part of the
selection process, Role functions in group discussion. GD




Practice in class, Facing Interviews.

Assignment | To be provided by the concern faculty members
Topics
in Technology Enabled Communication: Email drafting and | [7]
class Etiquettes , Basics of Telephone communication-
Telephone etiquettes, How to handle calls, Leaving a
message, Making requests, Greeting and Leave Taking
over phone(etiquette), Asking for and giving information,
Module 4: . . ) )
Technology Gl\{lng Instructions, Listening for. Tone/Mqod ‘and
Attitude at the other end, Handling the situations
Enabled . . )
Communication espec1qlly trouble shooting, Effectlye use of SMS,
Managing Teleconferences and Video conferences,
Handling Tele interviews , Using Voice Mail, Fax,
Internet and Google docs etc.
Assignment | To be provided by the concern faculty members
Topics
Textbooks:

1. Meenakshi Raman & Sangita Sharma, Technical Communication; Principles and Practice, Oxford
University Press.
2. M Ashraf Rizvi, Effective Technical Communication, Tata McGraw Hill.

3. Andrea J. Rutherford, Basic Communication Skills for Technology, Person Education Asia

Reference Books:

1. Prashant Sharma, Soft Skills 3rd Edition: Personality Development for Life Success, BPB
Publications, 2021, ISBN-13: 978-9391392093
2. Sanjay Kuma, Communication Skills, Oxford University Press, ISBN-13 : 978-0199457069



CA***A2/ CA***A8 (BL+1T Hrs./week)
OPEN ELECTIVE III/MINOR/NCC

[To be chosen from list of minor courses/open electives offered by other departments/NCC]



CA204A4 (ZHrs./week)
DATA STRUCTURES LAB

Questions to be set: 05 (All Compulsory)

Objectives: At least 10 experiments covering the entire syllabus of the corresponding theory paper to
be carried out using the theory studied /programming skill of the subject concerned to get insight

into the practical applications of the theoretical studies. The outcome of the lab classes must lead to a
skilled and self-sustained program developer.

Pre-requisites: Corresponding theory paper CA201A1 - Data Structures and associated prerequisites



CA205A4 (2Hrs./week)
C++LAB

Questions to be set: 05 (All Compulsory)

Objectives: At least 10 experiments covering the entire syllabus of the corresponding theory paper
to be carried out using the theory studied /programming skill of the subject concerned to get insight
into the practical applications of the theoretical studies. The outcome of the lab classes must lead to a
skilled and self-sustained program developer.

Pre-requisites: Corresponding theory paper CA202A1- Object Oriented Programming Using C++ and
associated prerequisites.



CA206A1

(BL+1T Hrs./week)

DESIGN & ANALYSIS OF ALGORITHMS

Questions to be set: 05 (All Compulsory)

Objectives: To Introduce various designing techniques and methods for algorithms, performance
analysis of Algorithms using asymptotic and empirical approaches, demonstrate a familiarity with major
algorithms and data structures, to give clear idea on algorithmic design paradigms like Divide-and-
Conquer, Dynamic Programming, Greedy, Branch and Bound etc.

Pre-requisites: Data Structures, Programming Knowledge

Course Outcome:

COl

Define and explain the concept of an algorithm, fundamental problem-solving techniques,
and basic data structures, along with efficiency analysis using asymptotic notations.

CO2

Implement and analyze basic algorithmic techniques such as brute force, exhaustive search,
and fundamental sorting and searching algorithms (Selection Sort, Bubble Sort, Sequential
Search, Brute-Force String Matching).

CcOo3

Apply divide-and-conquer and decrease-and-conquer strategies to solve problems using
algorithms like Merge Sort, Quick Sort, Binary Search, and Topological Sorting.

Analyze and implement advanced data structures such as balanced search trees and heaps,

CO4

and apply them in efficient sorting algorithms like Heap Sort.

Design dynamic programming solutions for optimization problems such as the Knapsack

Co3 Problem and Optimal Binary Search Tree, utilizing memory functions for efficiency.
Topics to .

Module be clt))vere d Topics Hrs
Module 1: in What is an Algorithm?, Fundamentals of Algorithmic | [10]
Introduction class Problem  Solving, Important Problem  Types,

Fundamental Data Structures. Fundamentals of the
Analysis of Algorithm: Efficiency Analysis Framework,
Asymptotic Notations and Basic Efficiency Classes.
Assignment | To be provided by the concern faculty members
Topics
n Brute Force and Exhaustive Search: election Sort and | [10]
Module 2: class Bubble Sort, Sequential Search and Brute-Force String
. Matching, Exhaustive Search, Depth First Search,
Searching & :
Sorting . Breadth Fll“St Search.
Assignment | To be provided by the concern faculty members
Topics
Module 3: in Merge sort, Quicksort, Binary Search, Binary tree [8]
Divide & class traversals and related properties. Decrease and Conquer:
Conquer, Insertion Sort, Topological Sorting
Decrease & Assignment | To be provided by the concern faculty members
Conquer Topics
Module 4: | in Balanced Search Trees, Heaps and Heapsort. [6]
Transform and | class




Conquer Assignment | To be provided by the concern faculty members
Topics
in The Knapsack Problem and Memory Functions, Optimal [6]
Module 5: .
Dvnamic class Binary search tree.
Y . Assignment | To be provided by the concern faculty members
Programming .
Topics
Textbooks:

1. Introduction to Algorithms, Thomas H. Cormen, Charles E. Leiserson, Ronal L. Rivest, Clifford

Stein, 2ndEdition, PHI, 2006.
2. Introduction to Algorithms. Cormen Thomas H. 3rd Edition, PHI Learning, latest edition.

3. Introduction to The Design & Analysis of Algorithms, Anany Levitin, 2nd Edition, Pearson
Education, 2007.

Reference Book:

1. Computer Algorithms by Horowitz E., Sahni S., Rajasekaran S., Galgotia Publications, 2001.
2. Introduction to the Design and Analysis of Algorithms A Strategic Approach, R.C.T. Lee, S.S.
Tseng, R.C. Chang & Y.T.Tsai, TMH, 2005.



CA207A1 (BL+1T Hrs./week)

JAVA PROGRAMMING
Questions to be set: 05 (All Compulsory)

Objectives: This course provides a comprehensive introduction to the Java programming language. It
covers fundamental concepts such as data types, control structures, arrays, classes, objects, methods,
data abstraction, interfaces, and packages. The course also includes file handling, exception handling,
and multi-threaded programming using threads. By the end of the course, students will be able to create,
compile, and execute Java programs, write programs using primitive data types, define and use methods,
apply object-oriented programming principles, and build a strong foundation in core Java concepts.

Pre-requisites: Computer programming concepts and Object-Oriented Programming concepts

Course Qutcome:

COl1 Explain the fundamentals of Java programming language, including its history, features,
JVM architecture, and the differences between Java and other programming languages.
Develop and execute Java standalone applications, applets, and servlets using Java
Development Kit (JDK), demonstrating knowledge of Java program structure, data types,
operators, and control flow.

Implement object-oriented programming concepts in Java, including class and object
creation, constructors, method overloading, inheritance, polymorphism, and interface usage.
Use advanced Java features such as exception handling, file I/O operations, and package
creation to develop robust and modular Java applications.

Design and implement multithreaded Java programs, understanding thread lifecycle,

CO2

COo3

CO4

Co3 synchronization, and inter-thread communication to handle concurrent execution.
Module Topics to be Topics Hrs
covered
Module 1: n Introduction to Java- History and Features: Overview | [§]
Introduction to | class of Java, Introduction to Object Orientated
Java- History Programming Language, Features of Java,
and Features, Comparison of Java with Other Languages- Java Vs C,
Java Java Vs C++, Java Virtual Machine (JVM).
Fundamentals Java Fundamentals: Types of Java Program-
Standalone Programs, Applets, Servlets, Java
Architecture, Steps Involved in Running Java
Programs Using JDK (Standalone, Applets, Servlets)
Assignment To be provided by the concern faculty members
Topics
in Java Programming: The First Java Program, | [8]
class Compiling and Executing Java Program, Command
Module 2: Java Line Arguments, Tokens, Identities, Constants, Data
Programming, Types, Operators, Operator Precedence, Control and
Classes & Looping Statements - Input / Output, Control Flow,
Objects Decision Making- Switch, If-Else, Loop- While, For,
Do While, Break, Continue, Return, and Type
Casting. Classes & Objects: Defining a Class,




Naming Rules, Creating Objects, Declaring
Variables, Methods, Constructor, New Operator, and
This Operator. Accessing Class Members. Static
Members. Methods: Passing Arguments, Call by
Value, Call by Reference, Polymorphism, Method
Overloading, Final Variables and Methods, Final
Classes, Finalizer Methods, Abstract Methods and
Classes, Visibility Control.

Assignment To be provided by the concern faculty members

Topics

in Arrays, Strings and Vectors: Arrays - One | [12]
class Dimensional & Two Dimensional, Strings, Vectors,

Module 3:
Arrays, Strings
and Vectors,
Inheritance &

Wrapper  Classes. Inheritance &  Interfaces:
Introduction, Inheritance in Java, Extending a Class,
Methods Overriding, Introduction to Interface,
Creating an Interface. Packages: What is a Package,

g:fli aceess, How to Create Package.
& Assignment To be provided by the concern faculty members
Topics
in File Handling: File Class, Byte-Stream Class, Random | [8]
class Access Files. Exception Handling: Exception

Module 4: File Handling Fundamentals, Exception Types, Uncaught

Handhpg, Exception, Using Try-Catch, Multiple Catch Clauses,
Exception .
Handlin Nested Try Statement, Throw, Throws, Finally.
& Assignment To be provided by the concern faculty members
Topics
in Multithreaded Programming: What 1is Thread? | [4]
class Creating Java Threads, Extending the Threads Class,
Module - Stopping and Blocking a Thread, Life cycle of a
oau’e > Thread, Using Thread methods, Thread Exceptions,
Multithreaded . .. .
P . Thread priority, Synchronization, Implementing the
rogramming ‘Runnable’ Interface.
Assignment To be provided by the concern faculty members
Topics
Textbooks:

1. E. Balagurusamy, Programming with Java, Tata McGraw Hill.
2. Herbert Schildt, Java: The Complete Reference, Tata McGraw Hill.

Reference Books:

1. K. Arnold and J. Gosling, The Java Programming Language, Addison Wesley.

2. Allamaraju, Professional Java Server Programming, Shroff Publication.

3. Patrick Naughton and Herbert Schildt, JAVA2: The Complete Reference, Tata McGraw Hill.
4. R. Krishnamoorthy & S. Prabhu, Internet & Java Program, New Age Internet Publisher.



CA208A3 (2L Hrs./week)

RECENT TRENDS IN COMPUTER APPLICATIONS

Questions to be set: 05 (All Compulsory)

Objectives: This course gives an introduction to recent methods and trends in computer applications.
The course aim is to introduce the latest concepts of computing applications and their usages in
technical areas.

Pre-requisites: There are no prerequisites for this subject.

Course Outcome:

COl

Explain fundamental concepts of cloud computing, including service models (IaaS, PaaS,
SaaS), deployment models (public, private, hybrid clouds), and cloud infrastructure
components such as data centers and cloud operating systems.

CO2

Describe the core challenges of information security in computing, including cryptographic
techniques, program security issues, database security, and network security threats.

COo3

Apply basic statistical methods and exploratory data analysis (EDA) techniques using R for
data summarization, visualization, and inference relevant to data science.

CO4

Explain foundational machine learning concepts, including types of learning, hypothesis
evaluation, cross-validation, and fundamental algorithms such as linear regression, decision
trees, and support vector machines.

CO5

Demonstrate the ability to implement and evaluate machine learning models, understanding
concepts of overfitting, inductive bias, and the use of kernel functions for improved
classification.

Topics to .

Module be covered Topics Hrs
Module 1: in Introduction to Cloud Technology: Introduction to [10]
Introduction to | class Cloud Computing including benefits, challenges, and
Cloud risks.  Cloud Computing Models including
Technology Infrastructure/  Platform/Software — as-a-service.

Public cloud, private cloud and hybrid clouds, Cloud
OS. Data centres for Cloud Computing.
Assignment | To be provided by the concern faculty members
Topics
in Introduction to Information Security: The Security [12]
class Problem in Computing: The meaning of computer
Security, Computer Criminals, Methods of Defence,
Module 2: o .
. Elementary Cryptography: Substitution Ciphers,
Introduction to i . « » :
. Transpositions, =~ Making Good Encryption
Information . .
. algorithms, The Data Encryption Standard. Program
Security o .
Security: Secure Programs, Non-malicious Program
Errors, viruses and other malicious code. Data base
Security: Security requirements, Reliability and




integrity, multilevel database, proposals for multilevel
security. Security in Network: Threats in Network.

Assignment | To be provided by the concern faculty members
Topics
in Introduction to Data Science: Describe what Data [10]
class Science is and the skill sets needed to be a data
scientist. Explain in basic terms what Statistical
Inference means. Identify probability distributions
commonly used as foundations for statistical
Module 3: . . S
. modelling. Use R to carry out basic statistical
Introduction to . . . o
Data Science: modelling and analy51:s. EXplalp the mgmﬁcance of
exploratory data analysis (EDA) in data science. Apply
basic tools (plots, graphs, summary statistics) to carry
out EDA
Assignment | To be provided by the concern faculty members
Topics
in Introduction to Machine Learning: Introduction: Basic [8]
class definitions, types of learning, hypothesis space and
Module 4: inductive bias, evaluation, cross-validation. Linear
Introduction to regression, Decision trees, overfitting. Probability and
Machine Bayes learning. Support Vector Machine, Kernel
Learning function
Assignment | To be provided by the concern faculty members
Topics
Textbooks:

1. Barrie Sosinsky, “Cloud Computing Bible”, Wiley India.

2. Wm. Arthur Conking, Gregory B. White, et al, Principles of Computer Security: Security and
Beyond, McGraw Hill, 2010.

3. Shai Shalev-Shwartz, Shai Ben-David, Understanding Machine Learning: From Theory to
Algorithms, Cambridge University Press, 2014.

Reference Books:

1. George Reese, “Cloud Application Architectures”, O’Reilly.

2. Sandy Ryza, Uri Laserson, Sean Owen & Josh Wills, Advanced Analytics with Spark: Patterns

for Learning from Data at Scale, O’Reilly, ISBN-10: 1491912766.

3. Yves Kodratoff, Ryszard S. Michalski, Machine Learning: An Artificial Intelligence Approach,
Elsevier, 2014.




CA209A1

(BL+1T Hrs./week)

DATA COMMUNICATION AND NETWORKING

Questions to be set: 05 (All Compulsory)

Objectives: This course highlights the functional evolution and role of data communications. It
emphasizes on basic knowledge of computer network and data communication. It also covers the
Physical layer and Data Link layer and MAC sub-layer with their respective protocols of the OSI
architecture in details. At the completion of this unit students will be able to explain the basic concepts
of data communication, design computer programs that are aware of basic aspects of networking and
describe emerging networking technologies.

Pre-requisites: Basic electronics and Fundamentals of Computers

Course Outcome:

Demonstrate an understanding of communication in a computer network including the protocols
COl1 o )

used, types of communication media and the types of networks.

Describe the role of the data link layer for communication within a network including the various
CO2 | flow control and error control mechanisms and perform a comparative analysis of these

mechanisms.
CO3 Perform an analysis based on the network requirements and suggest an appropriate switching and

multiple access technique.
CO4 Explain the concepts of routing in a computer network, make an assessment based on the

requirements and suggest an optimal routing technique.

Describe the concept of process-to-process communication, explain the TCP and UDP protocols
CO5 . P .

and suggest their application based on the network requitements.

Topics to .

Module be cI())vere d Topics Hrs
Module 1: in Overview: Introduction to Data Communications, Network | [13]
Overview, class types. Data Flow, Concepts of Communication in Computer
Physical Networks, Layered Architecture, OSI, TCP/IP, Network
Layer Addressing. Physical Layer: Data and Signal Fundamentals,

Analog and Digital Signals, Transmission Impairments,
Transmission Media- Guided and Unguided Guided Media:
Twisted Pair, Coaxial, and Fiber Optics Cables, Radio
Waves, Microwaves, and Infra-red.
Assignment | To be provided by the concern faculty members
Topics
in Data Link Layer: Data link layer design Issue, Roles and | [7]
class Responsibilities of Data Link Layer, Error Detection and
Module 2: correction — Single Parity bit, Cyclic Redundancy Check
Data Link (CRC), Framing, Elementary Data link Protocol: Stop-and-
Layer Wait ARQ, Sliding Window, Go-Back-N, Selective Repeat.
Assignment | To be provided by the concern faculty members
Topics




in Switching Techniques: Circuit-Switched, Packet Switched- [9]
Module 3: . .
Switching class Dat'agra'lm, and' Virtual Circuit Networks, Message
Technidues Switching. Multiple Access: Random Access: Aloha (Pure
MIQUES, and Slotted), CSMA, CSMA/CD, CSMA/CA.
Multiple - -
A Assignment | To be provided by the concern faculty members
ccess )
Topics
in Network layer: Network design issue, Routing algorithm- [6]
class Introduction, Optimality principle, Shortest path, Flooding,
Module 4: ) ) ; X
Distance vector routing, Link State Routing.
Network - -
layer Assignment | To be provided by the concern faculty members
Topics
n Transport layer: Transport services, Element of transport [5]
Module 5: class protocols, TCP- connection management, transmission
Transport policy, congestion control, UDP.
layer Assignment | To be provided by the concern faculty members
Topics
Textbooks:

1. Behrouz A. Forouzan, Data Communications and Networking, Tata McGraw Hill.
2. A. S. Tanenbaum, Computer Networks, Pearson Education Asia.

Reference Books:
1. Bharat Bhushan Agarwal, Sumit P. Tayal, Computer Network, University Science Press.
2. William Stallings, Data and Computer Communications, PHI.

3. L. L. Peterson & B.S. Davie, Computer Networks: A System Approach, Elsevier.

4. Alberto Leon-Garcia, Indra Widjaja, Communication Networks, Tata McGraw Hill




CA***A2/ CA***A8 (BL+1T Hrs./week)

OPEN ELECTIVE IV/MINOR

[To be chosen from list of minor courses/open electives offered by other departments]



CA210A4 (ZHrs./week)
DAA LAB

Questions to be set: 05 (All Compulsory)

Objectives: To course highlights the design and implement efficient algorithms for a specified
application. At the completion of this lab, the student can strengthen the ability to identify and apply
the suitable algorithm for the given real-world problem.

Pre-requisites: Basic knowledge in searching and sorting algorithms.



CA211A4 (ZHrs./week)
JAVA PROGRAMMING LAB

Questions to be set: 05 (All Compulsory)

Objectives: At least 10 experiments covering the entire syllabus of the corresponding theory paper to
be carried out using the theory studied /programming skill of the subject concerned to get insight into
the practical applications of the theoretical studies. The outcome of the lab classes must lead to a skilled
and self-sustained program developer.

Pre-requisites: Corresponding theory paper CA207Al1- Java Programming and associated
prerequisites.



CA301A1 (BL+1T Hrs./week)

OPERATING SYSTEMS
Questions to be set: 05 (All Compulsory)
Objectives: The principles and concepts that govern the design of modern computer operating
systems are studied. Managing computing resources such as the memory, the processor and the

Input/output devices are covered. Basics of CPU scheduling, process coordination, deadlock and
memory management techniques are also discussed. After this course the students will be able to

understand the interface between the hardware, software and user-machine interface.

Pre-requisites: Programming language concepts

Course Outcome:

Co1 Explain the fundamental concepts and evolution of operating systems, including simple
batch systems, multiprogramming, and time-sharing systems.
Cco2 Describe process management concepts, including process states, scheduling,
operations on processes, inter-process communication, and cooperating processes.
CcO3 Apply CPU scheduling algorithms (e.g., FCFS, SJF, Round Robin) and analyze their
performance based on scheduling criteria.
CO4 Discuss and apply basic process synchronization concepts and solve critical section
problems using semaphores.
Explain deadlock characterization and evaluate various techniques for handling,
CO5 ) . ) .
preventing, avoiding, detecting, and recovering from deadlocks.
Topics to .

Module be cl:) vered Topics Hrs
Module 1: in Basic Concepts, Simple Batch Systems, Multi- | [6]
Basic Concepts | class programmed Batched Systems, Time-Sharing Systems
in Threading Assignment | To be provided by the concern faculty members

Topics

in Process Concept, Process Scheduling, Operation on | [7]
Module 2: )

class Processes, Cooperating Processes, Inter-process
Processes and D
Threads ‘ Communication.

Assignment

Topics

in CPU Scheduling: Scheduling Criteria, Scheduling | [12]
Module 3: CPU | class algorithms, Multiple process scheduling. Process
Scheduling, Synchronization: The Critical-Section Problem, Basics
Process of Semaphores.
Synchronization | Assignment | To be provided by the concern faculty members

Topics

in Deadlocks: Deadlock Characterization, Methods of | [8]

class Handling Deadlock, Deadlock Prevention, Deadlock
Module 4: Avoidance, Deadlock Detection & Recovery from
Deadlocks Deadlock.

Assignment | To be provided by the concern faculty members

Topics

in Memory Management: Logical versus Physical Address | [7]

class Space, Swapping, Paging.




Module 5: Assignment | To be provided by the concern faculty members
Memory Topics
Management

Textbooks:

1. Abraham Silberschatz, Peter Baer Galvin, Greg Gagne, Operating System Concepts, John
Wiley & Sons. Inc.

2. Andrew S. Tanenbaum, Modern Operating Systems, PHI

Reference Books:

1. H. M. Diatel, An Introduction to Operating System, John Wiley.

2. William Stallings, Operating Systems: Internals and Design Principles, Pearson Publication.
3. D.M. Dhamdhare, Operating System, Tata McGraw Hill.



CA302A3 (BL+1T Hrs./week)

IT LAWS AND PRACTICES
Questions to be set: 05 (All Compulsory)

Objectives: This course provides the understanding of various ethical and legal issues related to
the information technologies and its applications including the electronic commerce. This course
also covers various legislative acts and articles related to information technologies and
international initiative in the field of IT laws. This course will inculcate the ethics of IT profession
to the learners.

Pre-requisites: Basic awareness of computer and its applications.

Course Outcome:

Describe the evolution of information technology, its implications in cyberspace, and
Col1 |. . .

identify key legal and regulatory issues.

Analyze the legal recognition, benefits, and associated risks of E-commerce under
CO2 !

Indian legal frameworks.

Interpret relevant sections of the Indian Penal Code (IPC) and Indian Evidence Act as
CO3 . - .

they apply to cyber crimes and digital evidence.

Summarize the provisions of the RBI Act and Bankers Book Evidence Act related to
Cco4 | .. . )

digital banking and cyber transactions.

Explain the structure and scope of the Information Technology Act, 2000 and assess
COs5 | . . . ! . . .

its role in regulating cyberspace in India and internationally.

Topics to .

Module be covered Topics Hrs
Module 1: The in The Development of Information Technology: | [6]
Development of class Computers and Cyberspace, Legal
Information Implications of Cyberspace, Key Regulatory
Technology, The Issues. Legal Recognition to E-Commerce
Indian Penal Code Practices, Benefits of E-Commerce, Risk of

E-Commerce. The Indian Penal Code: The
Indian Penal Code — 1860 (Sections 29A, 167,
172, 173, 175, 192, 204, 463, 464, 466, 468,
469, 470,471)
Assignment | To be provided by the concern faculty
Topics members
n The Indian Evidence Act: The Indian Evidence | [4]
) . class Act — 1872 (Sections 3, 17, 22A, 34, 35, 39,
gﬁg‘;‘lg; }tle Indian 47A, 59, 65A, 65B.67A. T3A, 81A., 85A, 85B)
Assignment | To be provided by the concern faculty
Topics members
in The Reserve Bank of India Act, 1934 (Section | [10]
class 58), The Bankers Book Evidence Act, 1891
Module 3: The .
) (Sections 2, 2A, 3,4, 5, 6, 7, 8). Cyber Space
Reserve Bank of India
Act. Cvber Space and and Legal Control: Cyber Law — An
L ’al é ntr Il) Introduction, Definition of Cyber Law, Why
cgal Lontro Cyber Law in India, International Scenario,
The Information Technology Act — 2000.




Assignment
Topics

To be provided by the concern faculty
members

Module 4: Detecting
and Prosecuting
Computer Crime,
Intellectual ~ Property
Law

in
class

Detecting and Prosecuting Computer Crime:
Definition of Cyber Crime, Categories of
Cyber Crime (Against Persons, Against
Property, Against Government), Technical
Hurdles for Law Enforcement Agencies,
Intellectual ~ Property Law: Intellectual
Property Law, Applying Copyright Protection
to Software, Literal and Non-Literal
Copying of Computer Programs, Patenting
Softwares, Trademark Issues, Effect of
Trademarks, Trademarks and Information
Technology.

[9]

Assignment
Topics

To be provided by the concern faculty
members

Module 5: Electronic
Communication  Act
2000, Problems of
Jurisdiction:

in
class

Electronic = Communication  Act  2000:
Definitions, Electronic Records, Secure
Digital Signatures, Security Procedures,
Digital Signature Certificates, Duties of
Subscribers, Cyber Regulations Appellate
Tribunal. Problems of  Jurisdiction:
Jurisdiction Over Internet, Internet Contracts,
Intellectual Property Infringements, Indian
Context, Effects of Foreign Judgments.

[11]

Assignment
Topics

To be provided by the concern faculty
members

Textbooks:

1. Pavan Duggal, Cyber Law: The Indian Perspective, Saukaar Publication.
2. Parag Diwan and Shammi Kapoor, Cyber and E-Commerce Laws, Bharat Publishing House.

Reference Books:

1. Krishna Kumar, Cyber Laws and Intellectual Properties, Dominant Publishers.
3. IT Laws and Practices, Manipal University press.

4. V. Sharma, Handbook of Cyber Laws, McMillan Publication.

5. Universal, Intellectual Property Laws, Universal Law Publication.




CA303A9
.NET PROGRAMMING

Questions to be set: 05 (All Compulsory)

(BL+1T Hrs./week)

Objectives: It covers the techniques of creating .NET programming that delivers dynamic content
to standalone applications, focusing on the development of robust, scalable, and secure solutions.
The course introduces essential .NET components, programming constructs, and tools required to
build interactive applications, ensuring a solid foundation in the .NET development environment.

Pre-requisites: Object oriented programming knowledge

Course Outcomes:

CO 1: | To create, compile and run object-oriented C# programs using Visual Studio
CO 2: | To write and understand C# language constructs, syntax and semantics
CO 3: | To develop reusable .NET components via interface realization and standard design
patterns
CO 4: | To leverage the major namespaces and classes of the .NET Framework
CO 5: | To access databases using Language Integrated Query (LINQ)
Topics to .
Module be cl:)vere d Topics Hrs
in Introduction to .NET: Programming language, | [6]
class Application, Library, Framework, The Microsoft .NET
framework, Technology, Components within .NET
framework, Features of .NET framework, Tokens,
Compiler, Environment variable, Rule of c#(C Sharp),
Module 1: C# Program using .NET Framework, Rule of VB,
Introduction Common Type System, Data type, Type conversion,
to .NET, Managing console I/O operations, Read() and
Control ReadLine(), Write() and WriteLine(), Formatted output,
Structure Standard number Format, Format Character. Control
Structure: The Decision control structures, The
Selection control structures, The Jump control
structures, The Repetition control structures
Assignment | To be provided by the concern faculty members
Topics
in Object Oriented Approach: Classes and Objects, Class | [10]
class Members, Properties and  Fields,  Methods,
Module 2: Constructors, Finalizers, Events, Nested Classes,
Object Access Modifiers and Access Levels, Instantiating
Oriented Classes, Static Classes and Members, Anonymous
Approach, Types, Inheritance, preventing inheritance, Virtual
Object, String Methods, Abstract Class, Interfaces, Overriding
and Members, Delegates. Object, String and Collections:
Collections Object class, Object type, Structure object and class
object, String, String method, String builder, Array,
Declaration, Memory creation, Single Dimensional




Array, Double Dimensional Array, Jagged Array,
Collection, Collection Classes

Assignment | To be provided by the concern faculty members
Topics
in Exception Handling: Basic Concept, Type of exception, | [9]
Module 3- class Exception class, Try, catch, final, throw,' Checkpd and
Excep tioﬁ uncheckpd, Cregtmg user defined exception. Wmdqws
Handling application: Windows form, Form class, Properties,
Win dows, Events and Methods of Form, Toolbox, Common
aoolication controls, Control class.
pp Assignment | To be provided by the concern faculty members
Topics
in Dialog controls: Colordialog control, | [6]
Module 4: class FolderBrowserdialqg control, FontDialog control,
Dialog ’ OpenDialog, Sayedlalog contr(?l. .
controls. Port Por.t Programmmg:. Iptroductlon, Serial port, Read,
Program’rning Write, Get ports, Priority, Open, close, Baud rate
Assignment | To be provided by the concern faculty members
Topics
in Data Access using ADO.NET: Characteristics of | [9]
class ADO.NET, Comparing ADO and ADO.NET, Creating
a connection, Select command, Using a command with
Module 5- a datrfl reac}er, Updating data, Acgessing, modifying,
Data Accéss updating disconnected data, Selecting multiple tables.
) Multithreading: Process, Thread, Multithreading,
isll)ng NET Thread class mutex class, Creating and starting thread,
y . Scheduling a thread, Synchronizing threads, Thread
Multithreading paoling
Assignment | To be provided by the concern faculty members
Topics
Textbooks:

1. Jesse Liberty, Dan Hurwitz, Programming .NET Windows Applications, O’Reilly.
2. Pradeep Kumar Tapadiya, .NET Programming: A Practical Guide Using C#, Prentice Hall

Professional

Reference Books:

1. Paul Vick, The Visual Basic .Net Programming Language, Addison-Wesley
2. Eric Butow, Tommy Ryan, C#: Your Visual Blueprint for Building .NET Applications,
Hungry Minds, 2002
3. Michael Stiefel, Robert J. Oberg, Application Development Using C# and .NET, Prentice
Hall Professional
4. Xin Chen, Developing Application Frameworks in .NET, Apress



CA***A3 (BL+1T Hrs./week)

PROGRAM ELECTIVE 1/ SKILL BASED COURSE

[Students may choose from the list of electives offered by the department. Instead, they may also
choose from the Skill-based courses offered through SWAYAM Plus or any other platform
approved by Sikkim Manipal University. The department will notify the available options and
guidelines well in advance to facilitate informed selection. ]



CA***A2/ CA***A8 (3L +1T Hrs./week)

OPEN ELECTIVE V/MINOR

[To be chosen from list of minor courses/open electives offered by other departments]



CA304A4 (2 Hrs./week)

OPERATING SYSTEMS LAB
Questions to be set: 05 (All Compulsory)

Objectives: At least 10 experiments covering the entire syllabus of the corresponding theory paper
to be carried out using the theory studied/programming skill of the subject concerned to get insight
into the practical applications of the theoretical studies. The outcome of the lab classes must lead
to a skilled and self-sustained program developer.

Pre-requisites: Corresponding theory paper CA301A1- Operating Systems and associated
prerequisites.



CA305A4 (2 Hrs./week)
.NET LAB

Questions to be set: 05 (All Compulsory)

Objectives: At least 10 experiments covering the entire syllabus of the corresponding theory

paper to be carried out using the theory studied /programming skill of the subject concerned to

get insight into the practical applications of the theoretical studies. The outcome of the lab classes

must lead to a skilled and self-sustained program developer.

Pre-requisites: Corresponding theory paper CA305A9- NET Programming and associated
prerequisites.



CA306A1 (BL+1T Hrs./week)

SOFTWARE ENGINEERING

Questions to be set: 05 (All Compulsory)

Objectives: This course will offer a wide perspective on software development covering the full life
cycle of software development. This would be inclusive of requirements analysis, technical design,
estimating, programming style, testing, quality measures, and management issues. At the end of the
course, the students will be able to design and develop efficient and reliable software.

Pre-requisites: Data Structures, Database Management System and Programming Concepts.

Course Outcome:

Explain the importance and evolution of software engineering as a discipline and
COl . . .

describe the role of software in development projects.

Compare various software development life cycle models such as Waterfall,
CO2 s . .

Prototyping, Evolutionary, and Spiral models.
CcO3 Estimate software project size using LOC and Function Point (FP) metrics and apply

cost estimation techniques such as Delphi and Basic COCOMO models.
CO4 Analyze requirements for a software system and prepare Software Requirements

Specification (SRS) documents using formal specification methods.

Apply software design principles using both function-oriented and object-oriented
COS5 | approaches, and represent system design using data flow diagrams and structured

design techniques.

Topics to .

Module be covered Topics Hrs
Module 1: in The software engineering discipline, software | [6]
Introduction to | class development project, emergence of software
Software engineering.

Engineering Assignment | To be provided by the concern faculty members
Topics
in Discussion on SDLC, Waterfall, Prototype, Evolution | [10]
Module 2: . ) :
Software Life class and Spiral Models and their Comparison.
Cvele Model Size Estimation- LOC and FP Metrics, Cost
yele Models Estimation- Delphi and Basic COCOMO, Staffing
& Software . ,
Proiect Level Estimation- Putnam’s Model.
M ) Assignment | To be provided by the concern faculty members
anagement .
Topics
in Requirement gathering and analysis, SRS Documents, | [8]
Module 3: k . 0
class their characteristics and organization. Formal system
Software . . . . . . )
. specification, Axiomatic and Algebraic specification
Requirements - -
. . Assignment | To be provided by the concern faculty members
Specification .
Topics
in Classification, Software Design Approaches, [8]
Module 4: class Function Oriented Software Design, Structured
Software Analysis-Data flow Diagrams and Structured Design,
Design Introduction to Object Oriented Design.
Assignment | To be provided by the concern faculty members
Topics




in Unit Testing, Block Box Testing, White Box Testing, | [8§]
Module 5: . .
Codine. Testin class Debugging, Program Analysis Tools, System
& & Testing. Maintenance Process Models and Reverse
and . . e }
. Engineering, Estimation of Maintenance Costs.
Maintenance of - ;
Assignment | To be provided by the concern faculty members
Software .
Topics
Textbooks:

1. Rajib Mall, Fundamentals of Software Engineering, PHI.
2. Richard Fairley, Software Engineering Concepts, Tata McGraw Hill

Reference Books:

1. Pankaj Jalote, An Integrated Approach to Software Engineering, Narosa Publishing House.
2. S.L. Pfleeger, Software Engineering, Pearson.

3. R.S. Pressman, Software Engineering, PHI.

4. Carlo Ghezzi, Mehdi Jazayeri, Fundamentals of Software Engineering, PHI.



CA307A9

(BL+1T Hrs./week)

PYTHON PROGRAMMING

Questions to be set: 05 (All Compulsory)

Objectives: This course covers the fundamentals of Python programming. This course covers
from the fundamental concepts of Python such as variables, operators, lists, tuples, and objects
to topics like files and exception handling. The completion of this course will enable the students
to write programs in Python language to solve their problems of interest.

Pre-requisites: Knowledge of basics programming.

Course Outcome:

CO1 Understand Python syntax, data types, variables, operators, and control structures to
develop basic programs.

CcO2 Use Python’s built-in data structures like lists, tuples, and dictionaries for data
organization and manipulation.

CO3 | Develop modular programs using user-defined functions and lambda functions.

CO4 Apply object-oriented programming principles such as classes, inheritance, and data
encapsulation in Python.

CO5 Implement file handling and exception handling mechanisms to build robust Python
applications.

Topics to .

Module be covered Topics Hrs
Module 1: in Introduction, Features, Lexical Structure, Data Type, | [8]
Python class Variables, Numbers, Strings, Expression and
Overview Operators, Numeric  Operations,  Conditional

Statements, Looping, Control flow Statements.
Assignment | To be provided by the concern faculty members
Topics
in Introduction to List and Tuple, Accessing List and | [10]
class Tuple, Operations, working with List and Tuple Build-
Module 2: . : . L ge s .
. in Function and Methods, Working with dictionaries,
List, Tuple and . . .
. properties and Methods. Functions in Python-
Dictionary & . . . .
! . Defining a function, calling a function, Types of
Functions in . .
functions, Function = Arguments, Anonymous
Python .
functions.
Assignment | To be provided by the concern faculty members
Topics
in Defining Class, Creating Object, Built-in class | [8]
class Attributes, Inheritance, Overloading and Overriding,
Module 3: o
) Data Hiding.
Python Objects - -
Assignment | To be provided by the concern faculty members
Topics
in File Objects, File Built-in Function, File Built-in | [8]
class Methods, File Built-in Attributes, Standard Files,
Module 4: Command-line  Arguments, File System, File
Files Execution, Persistent Storage Modules.
Assignment | To be provided by the concern faculty members
Topics




in Exceptions in Python, Detecting and Handling | [6]
class Exceptions, Exceptions as  Strings, Raising
Module 5: . . -
Exceptions, Assertions, Standard Exceptions.
Error and
Exceptions Assignment | To be provided by the concern faculty members
Topics
Textbooks
1. Lutz, Mark, Learning Python, O Rielly.

2. Chun, J Welsey, Core Python Programming, Pearson.

Reference Books:

1. Ljubomir Perkovic, Introduction to Computing Using Python: An Application

2.
3.

DevelopmentFocus, John Wiley & Sons.

Barry, Paul, Head First Python, O Rielly.
Guttag John V, Introduction to Computation and Programmin gUsing Python with

Application to Understand Data, PHI.

Taneja Sheetal, Python Programming : A modular approach, Pearson.




CA***A3 (BL+1T Hrs./week)

PROGRAM ELECTIVE 11/ SKILL BASED COURSE

[Students may choose from the list of electives offered by the department. Instead, they may also
choose from the Skill-based courses offered through SWAYAM Plus or any other platform
approved by Sikkim Manipal University. The department will notify the available options and
guidelines well in advance to facilitate informed selection. ]



CA***A2/ CA***A8 (BL+1T Hrs./week)

OPEN ELECTIVE VI/ MINOR

[To be chosen from list of minor courses/open electives offered by other departments]



CA308A4 (ZHrs./week)

SOFTWARE ENGINEERING LAB

Objective: Atleast 10 experiments covering the entire syllabus of the corresponding theory paper
to be carried out using the theory studied /programming skill of the subject concerned to get
insight into the practical applications of the theoretical studies. The outcome of the lab classes
must lead to a skilled and self-sustained program developer.

Pre-requisites: Corresponding theory paper CA306A1— Software Engineering and associated
prerequisites.



CA309A4 (2Hrs./week)

PYTHON PROGRAMMING LAB

Objective: At least 10 experiments covering the entire syllabus of the corresponding theory paper
to be carried out using the theory studied /programming skill of the subject concerned to get
insight into the practical applications of the theoretical studies. The outcome of the lab classes
must lead to a skilled and self-sustained program developer.

Pre-requisites: Corresponding theory paper CA307A9— Python programming and associated
prerequisites



CA310A5

MINOR PROJECT
SL TOTAL
NO SUBJECT | OBJECTIVES AND GOALS GRADES
The students are required to undertake innovative and research-oriented
project under the direct supervision of a faculty member of the
1 | Project department. The minor project should not only to reflect their knowledge
gained in the previous semesters but also to acquire additional knowledge
and skill of their own effort.
. The progress of their works is being evaluated in phases
Project . . . )
2 . through interim seminar/presentation to make the 3
Reviews . .
department aware of his/her project.
Awgrded by The faculty-guide assess the work of the group(s) working
3 | Project . . ; 3
: under his/her guidance on day-to-day basis and evaluate.
Guide
Total Grades 6




CA401A3

(1L Hrs./week)

LEADERSHIP AND BEHAVIOUR MANAGEMENT

Questions to be set: 05 (All Compulsory)

Objectives: The course aims to develop students' understanding of leadership theories, styles,
and behavioral management strategies relevant to individual and team performance. It equips
students with practical tools to manage people, build effective teams, resolve conflicts, and lead
ethically and efficiently in organizational settings.

Pre-requisites: Basic understanding of management principles, Familiarity with organizational
structure and communication processes

Course Outcomes (CO):
CO1 Understand key leadership theories and their evolution.
CO2 Identify leadership styles and assess their effectiveness in various contexts
CO3 Apply behavioral management techniques to enhance individual and team
performance.
CO4 Develop conflict resolution and decision-making skills.
CO5 Demonstrate ethical leadership and interpersonal competence in professional settings.
Topics to .
Module be covered Topics Hrs
in Definition and importance of leadership, Leadership | [5]
Module 1: class vs. management, Historical development of leadership
Introduction to theories (Trait, Behavioral, Contingency theories)
Leadership Assignment | To be provided by the concern faculty members
Topics
in Transformational and transactional leadership, | [5]
Module 2: class Servant leadership, situational leadership, and
Leadership charismatic leadership, Case studies on effective
Styles and leadership styles
Models Assignment | To be provided by the concern faculty members
Topics
Module 3: in Understanding personality, perception, and attitude, | [5]
oaute 5. class Motivation theories (Maslow, Herzberg, McClelland),
Behavioral L .
. Organizational behavior and performance outcomes
Management in ; ;
. . Assignment | To be provided by the concern faculty members
Organizations .
Topics
in Stages of team development, Role of leaders in team | [5]
Module 4: gy . : .
. class building, Types of conflicts and resolution strategies,
Team Dynamics . ; . L
. Emotional intelligence and communication in teams
and Conflict . .
Assignment | To be provided by the concern faculty members
Management .
Topics
Module 5: in Ethics and leadership, Decision-making processes and | [5]
Ethical class models, Leadership challenges in the digital era,
Leadership and Leadership self-assessment and reflection




Decision- Assignment | To be provided by the concern faculty members
Making Topics

Textbooks:

1. Stephen P. Robbins & Timothy A. Judge, Organizational Behavior, Pearson Education, 18th
Edition, 2022

2. Richard L. Daft, Leadership, Cengage Learning, 7th Edition, 2014

Reference Books:
1. Peter G. Northouse, Leadership: Theory and Practice, Sage Publications, 9th Edition, 2021
2. Uday Kumar Haldar, Organizational Behaviour, McGraw Hill Education, 3rd Edition, 2020



CA***A3 (3L +1T Hrs./week)

PROGRAM ELECTIVE III

The course is to be selected from the list of program electives offered by the department. If a
student is away for Industrial Project Phase I, the course may also be undertaken in online mode
through platforms like MOOC or SWAY AM. In such cases, the department will pre-circulate a
list of approved equivalent elective courses.



CA***A2/ CA***A8 (BL +1T Hrs./week)

OPEN ELECTIVE VI/ MINOR

[The course is to be selected from the list of minor courses or open electives offered by other
departments. If a student is away for Industrial Project Phase I, the course may also be undertaken
in online mode through platforms like MOOC or SWAYAM. In such cases, the department will
pre-circulate a list of approved equivalent courses aligned with the student’s chosen minor

stream. |



CA402A9
INDUSTRIAL TRAINING

Students are required to undergo industrial training, carrying a weightage of 2 credits, either
through on-site engagement with a recognized industry or by enrolling in skill-based courses
offered by reputed industrial organizations. This flexible approach enables students to gain hands-
on experience or enhance domain-specific competencies aligned with industry standards.

Upon completion of the training or course, students will be evaluated through a seminar
presentation and a viva voce examination, allowing them to demonstrate their learning outcomes
and practical insights. The schedule for these evaluations will be announced by the department in
due course.



CA403A6
INDUSTRIAL PROJECT PHASE -1

This marks the commencement of the first phase of a comprehensive one-year industrial project.
Students will undertake their projects in collaboration with industries, with the option of working
either in-house or at an outstation location, depending on the nature of the assignment. These
projects will be formally allocated at the beginning of the academic semester to ensure sufficient
time for planning and execution.

Phase I of the project carries a weightage of 8 credits and will be assessed independently, laying
a strong foundation for the subsequent phase. This phase aims to bridge academic learning with
real-world industrial experience, fostering practical skills, problem-solving abilities, and
professional growth.



CA***A2/ CA***A8

OPEN ELECTIVE VIII/MINOR

[The course is to be selected from the list of minor courses or open electives offered by other
departments. If a student is away for Industrial Project Phase II, the course may also be
undertaken in online mode through platforms like MOOC or SWAYAM. In such cases, the
department will pre-circulate a list of approved equivalent courses aligned with the student’s
chosen minor stream. ]



CA404A6

INDUSTRIAL PROJECT PHASE - 11

This is the second phase of the comprehensive one-year industrial project. Students are expected
to continue the advanced work initiated during Phase I. Projects will be undertaken in
collaboration with industry, preferably onsite. If onsite engagement is not feasible, the project may
be continued remotely, preferably in-house. Formal project allocation will occur at the beginning
of the academic semester to allow adequate time for planning and execution.

Phase II carries a weightage of 16 credits and will be assessed independently. It is designed to
bridge academic knowledge with real-world industrial applications, fostering hands-on
experience, problem-solving capabilities, and overall professional development.



CA405A1 (BL +1T Hrs./week)

RESEARCH METHODOLOGY
Questions to be set: 05 (All Compulsory)

Objective: This course covers the various stages of research work in Management, Engineering
and science and highlights the importance, scope, functioning and procedures to be followed for
successful research outcomes and its documentation and presentation. It also intends to give
students the tools to conceptualize their theses in terms of research questions and design,
methodology, data collection and qualitative as well as quantitative analysis

Pre-requisites: Basic statistics

Course Outcome:

COl

To understand key concepts and types of research.

CO2

To formulate research problems, hypotheses, and objectives.

COo3

To choose appropriate research design and data collection methods.

CO4

To apply statistical tools for data analysis.

CO5

To prepare structured and ethical research reports.

Module

Topics to be
Covered

Topics

Hrs

Module 1:
Introduction
to Research:

In class

Importance of Research, Definition of research, Types
of Research, scientific approach to research, Research
Ethics. Objectives and Motivation of Research, Types of
Research, Significance of Research. Research Methods
versus Methodology, Research Process, Criteria of Good
Research.

4]

Importance of Defining a Problem; The Process of
Defining the Problem and Developing an Approach;
Tasks involved in Problem Definition (Literature and
experience review); Introduction to variables, research
questions, objectives and hypothesis, Components of an
approach. Importance of Literature Survey, Sources of
Information. Assessment of Quality of Journals and
Articles. Information through Internet Literature
Review, Need of Review, Guidelines for Review,
Record of Research Review

Assignment
Topics

To be provided by the concern faculty members

5]

Module 2:
Research
Design:

In class

Definition; Research Design: Need, Classification; Case
Exploratory Research (Case-study) ; Descriptive
Research  (Cross-Sectional Design; Longitudinal
Design; Causal Research; Simulation, Relationships
Among Exploratory, Descriptive, and Causal Research.
of Research Design, Feature of a good Design. Basic
principle of Experimental Designs (Concept of
Causality; Conditions for Causality

Definition of Concepts; Definition of Symbols; Validity
in  Experimentation; Variables; Classification of
Experimental Designs; Pre-experimental Designs; True

9]




Experimental Designs; Quasi Experimental Designs;
Statistical Designs)

Assignment | To be provided by the concern faculty members
Topics
In class Fundamentals and Comparative Scaling: Measurement | [6]
and Scaling; Primary Scales of Measurement; A
Module 3: Comparison of Scaling Techniques. Comparative and
Measurement Noncomparative  Scaling Techniques. Analytical
and Scaling Hierarchy Process
Assignment | To be provided by the concern faculty members
Topics
In class Questionnaire & Observation Forms; Questionnaire | [3]
Design Process; Specify the Information Needed; Type
of Interviewing Method; Individual Question Content;
Module 4: . . ) .
. ) Choosing Question Structure; Choosing Question
Questionnaire . © . .
Wording; Determining the Order of Questions.
and Form - -
. Sampling: Design and Procedures: Sample or Census; | [4]
Design and . . : : .
. The Sampling Design Process; Classification of
Sampling: . . . o
. Sampling Techniques; Choosing Non-probability versus
Design and S . -
Procedures Probabmty Sampl.lng, Uses of .I\Ion—probqbll{ty VErsus
Probability Sampling. Sample Size determination.
Assignment | To be provided by the concern faculty members
Topics
In class Analysis: Exploration of the data Description and | [8]
Analysis of Data. Sample Design and Sampling. Role of
statistics for Data analysis. Functions of Statistics.
Estimates of population, Parameters Parametric vs. Non-
Parametric methods. Descriptive Statistics, points of
control tendency, Measure of Variability, Measures of
Module 5: relationship.  Inferential  Statistics-  Estimation,
Analysis and Hypothesis Testing, use of Statistical software.
Report Deterministic and random data. Uncertainty analysis
Preparation tests for significance: Chi-square, student’s ‘t’ test.
and Regression modelling direct and interaction effects.
Presentation: ANOVA, F- test.
Report Preparation and Presentation: Report Format; | [2]
Report Writing; Guidelines for Tables; Guidelines for
Graphs, Reference Books/ Bibliography, Technical
paper writing/ Journal report writing.
Assignment | To be provided by the concern faculty members
Topics
Textbook:

1. C.R. Kothari, Research Methodology, New Age International.

2. Santosh Gupta, Research Methodology and Statistical Techniques, Deep and Deep

Publications.

Reference Books:
1. R. Panneerselvam, Research Methodology, PHI Learning Pvt. Ltd.

2. Herman Aguinis, Research Methodology, Best Practices for Rigorous, Credible, and
Impactful Research, The George Washington University School of Business, USA




CA406A3

(2L Hrs./week)
PUBLICATION ETHICS

Questions to be set: 05 (All Compulsory)

Objective: The course aims to impart knowledge about ethical practices in research and
publishing. It covers authorship, plagiarism, copyright, peer review, and publication misconduct.
Students will develop a strong understanding of academic integrity, enabling them to conduct and
publish research responsibly, transparently, and in compliance with ethical standards.

Course Outcome:

CO1 | To attain a distinct knowledge about philosophy of ethical research.

CO2 | To identify the different types of scientific misconduct in research

CO3 To attain a clear concept on the rules and mandates enforced by various organizations
regarding ethical research

CO4 | To attain a good analytical ability in different metrics and indexing of publication.

COS5 | To investigate the applications of different plagiarism software.

Pre-requisites: Ethics and values

identify predatory publications developed by SPPU,

Module Topics to be | Topics Hrs
Covered
In Class Introduction to philosophy: definition, nature and | 3
scope, concept, branches; Ethics: definition, moral
philosophy, nature of moral judgements and reactions
Module 1: ; ; ;
. Ethics with respect to science and research, Intellectual | 5
Philosophy, . . S .
. honesty and research integrity, Scientific misconduct:
Ethics & . . . .
. Falsification, fabrication and plagiarism, Redundant
Scientific .. . . o
publications: duplicate and overlapping publications,
Conduct . . . .
salami slicing, Selective reporting and
misrepresentation of data
Assignment | To be provided by the concern faculty members
Topics
In Class Publication ethics: definition introduction and | 7
importance
Best Practices/standards setting initiatives and
guidelines: COPE, WAME, etc. Conflicts of Interest,
Module 2: Publication misconduct: definition, concept, problems,
Publication that lead to unethical behavior and vice-versa, types,
Ethics Violation of publication ethics, authorship and
contributorship.  Identification =~ of  publication
misconduct, complaints and appeals, Predatory
publishers and journals.
Assignment | To be provided by the concern faculty members
Topics
Module 4- In Class Open  access  publications and  initiatives, | 4
‘ SHERPA/RoMEO online resource to check publisher
Open access copyright & self-archiving policy, Software tool to
publications ’




Journal finder/journal suggestion tools viz JANE
Elsevier Journal Finder, Springer Journal Suggested etc.

Assignment | To be provided by the concern faculty members
Topics

Module 5: In Class Group Discussion, Subject specific ethical issues, FFP,

Publication and authorship, Conflicts of Interest, Software tools, Use of

Misconduct plagiarism software like Turnitin, Urkhund and other
open-source software

Assignment | To be provided by the concern faculty members
Topics

Module 6: In Class Databases: Indexing databases, Citation databases: Web

Databases and of Science, Scopus etc.,

Metrics Research Metrics: Impact Factor of journal as per
Journal Citation Report, SNIP, SJIR, Metrics: h index, g
index, 110 index, all metrics

Assignment | To be provided by the concern faculty members
Topics
Textbooks:

1. Fundamentals of Research and Publication Ethics Based on Latest Syllabus of UGC by

Guptnath Trivedi Rakesh Mani Sharma, Satish Serial Publishing House
2. Textbook on Research Publication and Ethics by Kumar A et al., Elite Publishing House

Reference Books:
1. Research and Publication Ethics by Dr. Upendra Pratap Singh, Ms. Sakshi Ahlawat, Sultan

Chand & Sons Publishing House




CA407A4
PROG. ELECTIVE I1I

The course is to be selected from the list of program electives offered by the department. If a
student is away for Industrial Project Phase I, the course may also be undertaken in online mode
through platforms like MOOC or SWAYAM. In such cases, the department will pre-circulate a
list of approved equivalent elective courses.



CA408A7
RESEARCH BASED SEMINAR I

This 2-credit course aims to strengthen students’ research presentation and analytical skills.
Seminar topics will be assigned by the department at the beginning of the semester, and students
are required to work independently under the guidance of a faculty supervisor. The seminar should
focus on a contemporary research topic, allowing students to explore, analyze, and present current
trends or developments in computing or related fields. The course promotes critical thinking,
academic inquiry, and effective communication, preparing students to present technical content
confidently in academic and professional environments.



CA409A6
RESEARCH BASED PROJECT [Phase I]

This course marks the beginning of a comprehensive one-year, research-based project, undertaken
individually by students in the seventh semester of the BCA program. Projects may be conducted
either in-house under the guidance of department faculty or externally at a reputed research lab,
university, or institution.

Each project will be officially assigned at the start of the academic semester to ensure ample time
for planning and execution. Phase I carries a weightage of 8 credits and will be assessed
independently, laying a solid foundation for the subsequent phase.

The objective of this phase is to bridge academic knowledge with real-world research experience,
fostering practical skills, analytical thinking, and paper writing experience. By the end of the
project, students are expected to prepare a research paper suitable for presentation at a conference.



CA410A6
RESEARCH BASED PROJECT [Phase I1]

This course represents the culmination of the one-year, research-based project initiated in the
previous semester (Phase I). Building on the groundwork laid earlier, students will continue to
develop and refine their research under the guidance of their assigned mentors, either within the
department or at an external research institution or university.

Phase II emphasizes deeper investigation, implementation, validation, and documentation of the
research problem identified in Phase I. Students are expected to demonstrate independent thinking,
advanced problem-solving abilities, and a thorough understanding of research methodology.

This phase carries a weightage of 20 credits and will be evaluated based on the quality of research
outcomes, technical implementation (if applicable), report writing, and final presentation or viva-
voce. A significant outcome of this phase is the submission of a comprehensive project report and
a finalized research paper, preferably submitted to a conference or journal for review.

Phase II aims to enhance students’ research aptitude, academic writing skills, and their ability to
contribute meaningfully to real-world challenges through technology and innovation.



BCA PROGRAM ELECTIVES
(COURSE CURRICULUM)



CA341A3

(BL+1T Hrs./week)

FUNDAMENTALS OF DIGITAL ELECTRONICS

Questions to be set: 05 (All Compulsory)

Objectives: This course covers the topic ranging from understanding of number system, Boolean
algebra, logic gates to designing combinational logic circuit, the basic concepts of sequential circuits,
flip flops, counters and shift registers. By the end of the course, the learners will acquire knowledge
to understand PC hardware and microprocessors at a later stage.

Pre-requisites: No departmental pre-requisite. Knowledge of basic electronics is desirable

but not necessary.

Course Outcomes (CO):
CO1 | Understand number systems and basic logic gates.
CO2 | Design and simplify Boolean expressions.
CO3 | Analyse and implement combinational logic circuits.
CO4 | Understand and apply sequential circuits like flip-flops and counters.
COS5 | Use digital logic in simple real-time systems.
Module Topics to be Topics Hrs
covered
Module 1: in Number System, Boolean Algebra, De- | [8]
Introduction class Morgan’s Law, Simplification of Boolean
Algebra, Logic Gates, Basic and Universal
Gates, K- Map Simplification for 3 Variables
and 4 Variables, Tabulation Method.
Assignment To be provided by the concern faculty
Topics members
in Introduction to Combinational Circuit, Half | [12]
class Adder Circuit, Full Adder Circuit, Half
Subtractor, Full Subtractor, Binary Parallel
Module 2: Adder, Carry Propagation, Magnitude
Combinational Comparator, Decoder, Encoder, Multiplexer,
Circuit Demultiplexer Circuit, Design of Code
Converter, Parity Bit Generator and Checker.
Assignment To be provided by the concern faculty
Topics members
in Introduction to Flip Flop. Types of Flip Flop: | [10]
class S-R, D, J-K, T, Clocked Flip Flop. S-R Latch,
Module 3: . o
Sequential Mgster-Slavg Flip Flop,' Realization of One
Circuit Flip Flop Using Other Flip Flop.
Assignment To be provided by the concern faculty
Topics members
in Synchronous Counters, Asynchronous | [10]
Module 4- class Counter,‘ Ring Counter, Serial-I.n-Parallel Out,
‘ Parallel-in-Serial Out, Parallel-in-Parallel Out,
Counter and e . .
Shift Registers ‘ Bidirectional Shlft Registers.
Assignment To be provided by the concern faculty

Topics

members




in Basic cell of static and dynamic RAM, | [10]
class Building large memories using chips,
Module 5: Associative  memory, Cache memory
Memory organization and Virtual memory
Organization organization.
Assignment To be provided by the concern faculty
Topics members
Textbooks:

1. Morris Mano, Digital Logic and Computer Design, PHI.
2. R. P. Jain, Modern Digital Electronics, Tata McGraw Hill.

Reference Books:

1. R.L.Tokheim, Digital Electronics: Principles and Applications, Tata McGraw Hill.
2. W. Gothman, Digital Electronics, PHI.

3. S. Salivahanan & S. Arizavahagan, Digital Circuits and Design.

4. Malvino Leach, Digital Principles and Application, Tata McGraw Hill.




CA342A3 (BL+1T Hrs./week)
E-COMMERCE

Questions to be set: 05 (All Compulsory)

Objectives: This course provides the basic understanding of Electronic Commerce, Business
models, use of electronic media for e-commerce, electronic payment system, understanding of
legal issues of e-business, e-commerce infrastructures. At the end of the course, students will be
able to explain business technologies, standards and processes involved in implementing e-
commerce, learn the usage of information technology in business and to develop simple e-
commerce applications.

Pre-requisites: No Departmental pre-requisites. Acquaintance with Internet applications is
desirable but not necessary.

Course Outcomes (CO):

CO1 | Understand the basics and models of e-commerce.

CO2 | Explain infrastructure and technologies supporting e-commerce.

CO3 | Analyse online payment systems and security issues.

CO4 | Explore legal, ethical, and social issues in e-commerce.

COS5 | Evaluate e-commerce strategies for business growth

Topics to .
Module be cl())vere d Topics Hrs
in Definition of E-commerce, M-Commerce, The | [10]
class Scope of E-Commerce and M-Commerce, E-
Commerce trade cycle, Features of E-
Commerce, E-Commerce  Applications,

Module 1: Benefits and  Limitations,  Traditional

Introduction to E- commerce vs. E-Commerce, Electronic Data

Commerce, Interchange (EDI), Types of E-Commerce.

Business Strategy Business Strategy in an Electronic Age: Supply

in an Electronic Chains, Porter’s Value Chain Model, Inter

Age Organizational Value Chains, Competitive
Strategy, Porter’s Model, Competitive
Advantage using E-Commerce.

Assignment | To be provided by the concern faculty members

Topics

in Elements of Business models- B2B, B2C, C2C, | [12]

class P2P, M-Commerce business models. E-
Commerce Infrastructure- Intranet and

Module 2: E- ) .

Commerce Extr?net. Ca.tegorles‘ of netyvork, Internet

Business models service provider, Vlnugl private network,

’ Intranet, Extranet, Architecture, Intranet and

E-Commerce ..

Infrastructure Extranet Software, Applications ' of Intranets
and Extranets, Web-Based client/ Server
system.

Assignment | To be provided by the concern faculty members
Topics




in Introduction, Types of payments, Types of | [5]
Module 3: class Electronic payment system, Value exchange
Electronic system, Credit card system, Electronic funds
Payment Systems transfer, Electronic cash.
Assignment | To be provided by the concern faculty members
Topics
in E-Commerce Security: Commerce security | [8]
class environment, Type and sources of threats in E-
Commerce, Protecting the electronic commerce
assets and intellectual property, Firewalls,
Module 4: E- antivirus, clien't server prof[ectiqn, Data and
Commerce message security, digital 1flent1ﬁcat10n and
. electronic signature, encryption approach to e
Security . . .
commerce security, Security Schemes in
Electronic Payment Systems, Secure Electronic
Transaction (SET), Secure Socket Layer (SSL).
Assignment | To be provided by the concern faculty members
Topics
in Public Policy: From Legal Issues to Privacy: | [5]
Module 5: Public | class Understanding ethical, social, and political
Policy: From issues in  E-Commerce, Privacy and
Legal Issues to Information Rights.
Privacy Assignment | To be provided by the concern faculty members
Topics
Textbooks:

1. Kenneth C. Laudon, Carol Guercio Traver, E-Commerce-Business, Technology, Society,

Pearson Education.
2. David Whitely, E-Commerce, Tata McGraw Hill.
3. E.Turban, J. Lee, D. King, K. Michale Chung, Electronic Commerce, Pearson Education.

Reference Books:

1. Rayport, Introduction to E-Commerce, Tata McGraw Hill.

2. Greenstein, Electronic Commerce, Tata McGraw Hill.

3. Chan Henry, E-commerce Fundamentals and Applications, WILEY.
4. Minoli Daniel, Minoli Emma, Web Commerce Technology Handbook, Tata McGraw Hill.



CA343A3 (BL+1T Hrs./week)

WEB TECHNOLOGIES

Questions to be set: 05 (All Compulsory)

Objectives: To familiarize the student with the structure and use of Internet application
programming languages and with the elements of user-interface design. The focus is on client-
side scripting using DHTML, JavaScript, and an introduction to server-side scripting using
PHP, CGI, and Servlet. The emphasis of this course will be on syntax and debugging, web
form processes and data validation using common programming structures, dynamic content
using JavaScript and DHTML, and working with objects and cookies.

Pre-requisites: Programming concepts using Java, HTML and Web Page Design.

Course Outcomes (CO):

CO1 | Understand web fundamentals and design web pages using html and CSS.
CO2 | Implement interactive features in web pages using JavaScript.
CO3 | Apply java networking and cgi techniques for web communication.
CO4 | Develop dynamic web applications using java servlets.
CO5 | Design and deploy server-side applications using java server pages.
Module Topics to be Topics Hrs
covered
in Understanding the Internet and Worldwide Web, | [10]
class History of the Web, Protocols governing the web,
Module 1: Web Architecture, Major issues in web solution
Web developments.
Fundamentals Introduction to cascading Style Sheet,
with Cascading Advantages, Adding CSS, Browser
Style Sheet Compatibility, CSS and Page Layout, Selectors
Assignment | To be provided by the concerned faculty
Topics members
n Introduction, Variables, Literals, Operators, | [8]
class control  Structures, Conditional statements,
Arrays, Functions, Objects (Using object literals,
for/in, Constructor functions, This keyword,
Using Object Constructor, Adding New methods,
Module 2: Java Function overloading), Predefined Objects,
Script Object Hierarchy, Accessing Objects, Events,
Event Handlers, Multiple Windows and Frames,
Document object model, JavaScript Regular
Expressions, Ajax.
Assignment | To be provided by the concerned faculty
Topics members
Module 3: in Java and the Net, Java Networking classes and | [8]
Java Network class Interfaces, Looking up internet address,
Programming & Client/Server Programs, Socket Programming,
Common Email client, POP3 programs, Remote Method
Gateway Invocation. Internet Programming Paradigm,
Interface Server-side programming, Languages for CGI,




Environment variables, CaGl
Alternatives, and enhancement to CGI

security,

Assignment | To be provided by the concerned faculty
Topics members
in Server-side Java programming, Advantages, | [8]
class Servlet Alternatives, Servlet strengths, Servlet
Module 4: Architecture, Servlet lifecycle, Generic Servlet,
Servlet Java & and HTTP Servlet, passing parameters, Server
Server Pages side include Cookies, Filters, Problem with
(JSP) Servlet, Security Issues.
Assignment | To be provided by the concerned faculty
Topics members
in Introduction, JSP and HTTP, JSP Engines, | [6]
class working principle, JSP and Servlet, Anatomy of
JSP page, JSP syntax, JSP Components, Beans,
Module 5 Java Session Tracking, passing control and data
Server Pages between pages, sharing session and application
(JSP) data, Java Database Connectivity (JDBC), JDBC
drivers, SQL statements and retrieving results.
Assignment | To be provided by the concerned faculty
Topics members

Textbooks:

1. Uttam K. Roy, Web Technologies, Oxford University Press.
2. Achyut Godbole, Web Technologies, Tata McGraw Hill Publication.
3. Hiren Joshi, Web Technologies and Application Development, Wiley publication

Reference Books:

1. Microsoft Commerce Solutions, Web technology, PHI.

2. Tom Negrino and Dori Smith, JavaScript for The World Wide Web.
3. Lovejoy, Essential of ASP for professionals, Pearson Education.

4. Kiriss Jamsa, Konrad King, HTML & Web Design, Tata McGraw Hill.




CA344A3 (BL+1T Hrs./week)
C# PROGRAMMING

Questions to be set: 05 (All Compulsory)

Objectives: This course introduces fundamentals and basic principles of object-oriented
programming using C#, object-oriented problem solving, program design and development,
and managing input/output. By the end of this course, the students will be able to practice
object-oriented programming concepts and techniques and develop C# classes for simple
applications.

Pre-requisites: C/C++ Programming Concepts. Basic knowledge of Object Orientation
concept.

Course Outcomes (CO):
CO1 | Understand c# fundamentals, operators, branching, and looping constructs.
CO2 | Use methods, arrays, and strings to build modular programs.
CO3 | Create and manage objects using classes in c#.
CO4 | Apply inheritance and polymorphism for object-oriented solutions.
COS5 | Handle errors using structured exception handling techniques.

Topics to
be covered
in Evolution of C#, Characteristics of C#, | [10]
class Applications of C#, C# vs. C++, C# vs. Java.,
Namespaces, Adding Comments, Main returning a
value, Using Aliases for Namespace Classes,
Passing String objects to Write Line method,
Command Line Arguments, Providing Interactive
Input, Using Mathematical Functions, Multiple
Mai Methods. Literals, Variables, Data Types,
Value Types, Reference Types, Declaring
Variables, Initialization of Variables, Default
Values, Constant Variables, Scope of Variables,

Module Topics Hrs

Module 1:

Introducing C#
with Operators,
Branching, and

Looping Boxing, and Unboxing.
C# Operators, Decision making with if statement,
The switch statement, The?: operator, The while
statement, The do statement, The for statement, The
for each statement, Jumps in loop.
Assignment | To be provided by the concern faculty members
Topics
in Declaring Methods, The main Methods, Invoking | [8]
Module 2: class Methods, Nesting of Methods, Method Parameters,

Pass by wvalue and reference, The output
parameters, Variable argument lists, Methods
overloading. One-Dimensional arrays, Two
Dimensional Arrays, Variable size arrays, The
System Array class, ArrayList Class, Creating
Strings, String Methods, Inserting and comparing

Methods in C#
with Arrays and
String




strings, Finding Substrings, Mutable Strings, and
Arrays of Strings, Regular Expressions.

Assignment | To be provided by the concerned faculty members
Topics
in Basic principles of OOP, defining a class, adding | [6]
class variables and methods, Member Access Modifiers,
Creating Objects, Accessing Class Members,
Module 3: Constructors overloading, Static Members and
Classes and constructors, Private and Copy constructors,
Objects Member Initialization, this reference, Constant and
Read-Only Members, Properties.
Assignment | To be provided by the concerned faculty members.
Topics
in Classical Inheritance, Containment Inheritance, | [10]
Module 4: class defining a Subclass, Visibility Control, Defining
Inheritance and Subclass Constructors, Multilevel and Hierarchical
Polymorphism Inheritance, Overriding and Hiding Methods,
Abstract Classes and Methods, Sealed Classes and
Methods, Defining an Interface, Extending an
Interface, Implementing Interfaces.
Assignment | To be provided by the concern faculty members
Topics
in Types of Errors, Exceptions, Exception handling | [6]
class code, Multiple catch statements, exception
Module S: hierarchy, General catch handler, Using Finally
Managing errors statements, Nested Try Blocks, Throwing our own
and Exceptions exceptions.
Assignment | To be provided by the concerned faculty members
Topics

Textbooks:

1. E Balagurusamy, Programming in C# A Primer Second Edition, Tata McGraw-Hill.
2. Selvi, S. Thamarai, Murugesan, R, R. Manohar, A textbook on C#: A systematic
approach to object-oriented programming, Pearson Education.

Reference Books:

1. Leon S. Levy, C# programming language, Wiley.
2. Deitel , H. M & Deitel , P.J, Visual C# 2005 : How to program, Pearson Education.
3. Hejlerberg, Anders; Wiltamuth. Scott, C# programming language, Pearson Education.



CA345A3 (BL+1T Hrs./week)

UNIX AND SHELL PROGRAMMING

Questions to be set: 05 (All Compulsory)

Objectives: This course focuses on the principles and techniques of Unix Operating System,
terminologies and tools. It also covers the UNIX file system, shell programming, Unix
commands and its utilities. After this course the learners will be able to develop skills in UNIX

operating system, shell programming and open-source programming.

Pre-requisites: Data Structures and Programming language concepts.

Course Outcomes (CO):

COl1 | Use basic Unix commands to interact with the system.
CO2 | Work with file systems and text editors in Unix.
CO3 | Write basic shell scripts and apply standard filters.
CO4 | Manipulate text and characters using Unix utilities and SED.
COS5 | Understand and implement Korn shell scripting techniques.
Topics to .
Module be clt))vere d Topics Hrs
in Getting Started: The Operating System, the UNIX | [10]
class Operating System, Multi-User, Multitasking,
Organized File System, The UNIX Environment-
Personal Environment, Time Sharing Environment,
Client/Server Environment, The UNIX Structure-
Module 1: The Kernel, the Shell, Utilities Applications,
Getting Accessing UNIX- User ID, Passwords, Interactive
Started, Session. Commands: Basic Concepts, Common
Commands Commands such as Date, Time, Calendar, who, who
am [, Change Password, Print Message, Online
Documentation, Print, Terminal, Clear Screen,
Record Session, System Name and Calculator
commands
Assignment | To be provided by the concern faculty members
Topics
n Editor Concepts: Line Editors, Screen Editors, the vi | [10]
Module 2- class Editor- qunmand Mode, Text Mode Qhanging
Editor ' Modes. F}le System: ‘ Filenames, WlldcarQS,
. different File Types, Directory Commands, File
Concepts, File C ds. File Securit d Permissi
System . ommands. File Security and Permissions.
Assignment | To be provided by the concern faculty members
Topics
n Introduction to Shell: Shell Session and Shell | [7]
) class Verification, Standard Streams, Redirecting Input,
Module 3: . . .
Introduction to Output and Errors, Pipes, Tree Command, Aliases in
Shell. Filters the C,' korn gnd bash shell, Variable types and
’ operations. Filters: Concatenate Command and
options, Head and Tail Command, Cut/Paste




Command, Unique Commands, Output format,
Compare  Command, Difference = Command,
Common Command. Sorting: Sort by lines, sort by
fields, Multiple-Pass Sorting.

Assignment | To be provided by the concern faculty members
Topics
in Working with Characters: Simple  Translate, | [§]
class Nonmatching Translate Strings, Delete Characters,
Complement, Squeeze Output, Count
Characters/words/lines, Commands for the VI
Editor Commands and operations. Regular
Module 4: . .
. . Expressions and Operators. Introduction to SED:
Working with . )
Charact Scripts,  Operations, Addresses, Commands.
aractets, Introduction to AWK- Execution, Fields & Records,
Introduction to . . : .
SED Scripts, Operation, Patterns, Actions, Associative
Arrays, String Functions, Mathematical
Functions, Using System Commands, Applications,
SED and AWK.
Assignment | To be provided by the concern faculty members
Topics
in Introduction to korn Shell & Programming: Script | [5]
class Components and their operations, Expressions,
Decisions Making, Loop Redirection, Startup
Module 5: . . )
. Scripts, Command History, Command Execution,
Introduction to B . :
Basic Scripts Concepts, Special Parameters and
korn Shell & ) : i,
Proerammin Variables, Changing  Positional = Parameter,
& & Argument Validation and Debugging Scripts.
Assignment | To be provided by the concern faculty members
Topics
Textbooks:

1. A. Behrouz, Richard F. Forouzan, Gilberg, UNIX and Shell Programming, Thomson

Brokes/Cole.

2. Sumitabha Das, UNIX Concepts and Application, Tata McGraw Hill.

Reference Books:

1. Yashwant Kanetkar, UNIX Shell Programming, BPB Publication.
2. Kochan, UNIX Shell Programming, Pearson Education.

3. M.G. Venkateshmurthy, Introduction to UNIX & Shell Programming, Pearson Education.
4. K.A. Robbins, UNIX Systems Programming, Pearson Education.



CA346A3 (BL+1T Hrs./week)

MOBILE APPLICATION DEVELOPMENT

Questions to be set: 05 (All Compulsory)

Objectives: The aim of this java programming language course is to make students solid
foundation in programming with JAVA. It also highlights the creation of graphical user
interfaces (GUIs), exceptions, file input/output (I/O), and threads, and network programming.
The completion of this course will enable the students to design & develop mobile
applications and become expert in deploying those applications in android.

Pre-requisites: Basic Programming Concept, Object Oriented Programming.

Course Outcomes (CO):

COl | To understand the fundamentals of mobile application development and platform
architectures.
CO2 | To design user-friendly interfaces using standard mobile UI components.
CO3 | To develop mobile applications using appropriate development tools and frameworks
CO4 | To integrate device features like sensors, storage, and network access in mobile apps.
COS5 | To test, debug, and deploy functional mobile applications.
Module Topics to be Topics Hrs
covered
in Introduction to mobile applications, Embedded | [6]
class systems, Market and business drivers for
Module 1: mobile applications, Publishing and delivery of
Introduction mobile applications, Requirements gathering
and validation for mobile applications.
Assignment | To be provided by the concern faculty
Topics members
in Introduction to basics of embedded systems | [6]
class design, Embedded OS, Design constraints for
mobile applications, architecting mobile
applications, User interfaces for mobile
Module 2: Basic applications, touch events and gestures,
Design Achieving quality constraints, performance,
usability, security, availability and
modifiability.
Assignment | To be provided by the concern faculty
Topics members
n Designing applications with multimedia and | [5]
class web access capabilities, Integration with GPS
and social media networking applications,
Module 3: Accessing applications hosted in a cloud
Advanced Design computing environment, Design patterns for
mobile applications.
Assignment | To be provided by the concern faculty
Topics members




in Introduction to  Android Environment, | [10]
class Establishing the development environment,
Android architecture, Activities and views,
Module 4: Android Inter?cting with UI, Persisting data using
SQLite, Packaging and  deployment,
Development ) . . . !
Environment Interaction with server 51de? appllcat10n§, Usmg
Google Maps, GPS and Wifi — Integration with
social media applications.
Assignment | To be provided by the concern faculty
Topics members
in Introduction to Objective C, i0S features, Ul | [9]
class implementation, Touch frameworks, Data
persistence using Core Data and SQLite,
Module 5: 1I0S Location aware applications using Core
Development Location and Map Kit, Integrating calendar and
environment address book with social media application,
Using Wifi - iPhone marketplace.
Assignment | To be provided by the concern faculty
Topics members
Textbooks:
1. Jeff McWherter and Scott Gowell, Professional Mobile Application Development, Wrox

2.

Publishers.
Charlie Collins, Michael Galpin and Matthias Kappler, Android in Practice, DreamTech,

Reference Books:

1.
2.

3.

James Dovey and Ash Furrow, Beginning Objective C, Apress.

David Mark, Jack Nutting, Jeff LaMarche and Frederic Olsson, Beginning iOS 6
Development: Exploring the 10S SDK, Apress.

DT Editorial Services, Mobile Application Development Black Book,
Dreamtech Press.

Carmen Delessio, Lauren Darcey, Shane Conder, Sams Teach Yourself Android
Application Development in 24 Hours, Sams Publishing.



CA347A3 (BL+1T Hrs./week)

BLOCKCHAIN & WEB 3.0
Questions to be set: 05 (All Compulsory)

Objectives: To provide students with foundational knowledge of Blockchain technology and
Web 3.0, including decentralized applications, smart contracts, and consensus mechanisms.
The course aims to help students understand how Blockchain and Web 3.0 are transforming
digital transactions, identity, governance, and the internet's trust layer.

Pre-requisites: Basic understanding of Computer Networks, Fundamentals of Cryptography
and Basic Programming Knowledge

Course Outcomes (CO):

CO1 Understand the fundamentals of Blockchain architecture and concepts.

CO2 Explain various consensus mechanisms and smart contract principles.

CO3 Analyze use cases of Blockchain across different sectors.

CO4 Demonstrate basic skills in Ethereum and Solidity for smart contract develomnt.

COS5 Explore the evolution of Web 3.0 and its impact on the decentralized internet.

Module Topics to be Topics Hrs
covered
In Class History, Definition, Features of Blockchain; | [9]
' Types:  Public, Private,  Consortium;
Module 1: Blockchain vs  Traditional Databases;
Introductl'on to Overview of Distributed Ledger Technology
Blockchain (DLT); Use Cases
Technology - .
Assignment | To be provided by the concerned faculty
Topics members
In Class Proof-of-Work (PoW), Proof-of-Stake (PoS), | [9]
Module 2: Delegated PoS, Byzantine Fault Tolerance;
Consensus Smart Contracts: Definition, Lifecycle,
Mechanisms and Advantages and Risks
Smart Contracts Assignment | To be provided by the concerned faculty
Topics members
In Class Ethereum Overview; Ethereum Virtual | [9]

Machine (EVM); Writing Basic Smart

Module 3: Ethereum Contracts in Solidity; Tools: Remix IDE,

and Solidity MetaMask, Ganache

Programming - ,
Assignment | To be provided by the concerned faculty
Topics members
In Class Evolution from Web 1.0 — 2.0 — 3.0; Key | [9]

Features: Semantic Web, Decentralization,




' Al; Web 3.0 Use Cases: DeFi, NFTs, DAOs;
Module 4: Decentralized Identity & Storage
Introduction to Web . .
30 Assignment | To be provided by the concerned faculty
Topics members
In Class Hyperledger, Polkadot, Cardano, Solana | [8]
' (overview); Challenges in  Blockchain
Module 5: adoption;  Blockchain in  Government,
Blockchain Education, and Finance; Careers & Trends in
Platforms and Future
Web 3.0
Trends - :
Assignment | To be provided by the concerned faculty
Topics members
Textbooks:

1. Arshdeep Bahga & Vijay Madisetti, Blockchain Applications: A Hands-On
Approach, VPT (Vijay P. Madisetti), 2nd Edition, 2021

2. Imran Bashir, Mastering Blockchain: Unlocking the Power of Cryptocurrencies,
Smart Contracts, and Decentralized Applications, Packt Publishing, 3rd Edition, 2022

Reference Books:

1. Narayan Prusty, Building Blockchain Projects, Packt Publishing, 2nd Edition, 2021
2. Dhruv Shah, Blockchain for Beginners, BPB Publications, 1st Edition, 2020



CA348A3

(BL+1T Hrs./week)

FULL-STACK SOFTWARE ENGINEERING

Questions to be set: 05 (All Compulsory)

Objectives: To introduce students to the complete life cycle of full-stack software
development, covering both front-end and back-end technologies, databases, API integration,
and deployment practices. The course emphasizes practical skills and industry-relevant tools
to prepare students for building scalable web applications.

Pre-requisites: Basic knowledge of programming concepts- Familiarity with HTML, CSS,
and JavaScript- Basic understanding of databases and data structures

Course Outcomes (CO):

COl1

Understand the architecture and workflow of full-stack applications.

CO2

Develop interactive front-end interfaces using modern frameworks.

CO3 Implement robust back-end logic and connect with databases.
CO4 Integrate RESTful APIs and manage state across full-stack layers.
COS5 Deploy and manage full-stack applications using cloud platforms.

(Sequelize/Mongoose)

Module Topics to be Topics Hrs
covered
In Class Overview of Web Architecture; Client-Server | [9]
Module 1: Model; Front-end vs Back-end; Introduction to
Introduction to Full-Stack Ro}es and Tools; ngtware
Development Life Cycle (SDLC); Agile and
Full-Stack
Development - DevOps conc§pts
Assignment | To be provided by the concerned faculty
Topics members
In Class HTMLS, CSS3, JavaScript ES6+; DOM | [9]
Manipulation; Responsive Design; Introduction
Module 2 Front- to React.js or Angular basics; Routing and State
End Development Management
Assignment | To be provided by the concerned faculty
Topics members
In Class Node.js and Express.js; MVC architecture; | [9]
Module 3: Back- Middlewgre; 'RESTful Services; Authentication
End Deveiopment & Authorization (JWT, OAuth)
Assignment | To be provided by the concerned faculty
Topics members
Module 4 In Class Relational Databases (MySQL/PostgreSQL); | [9]
Database NoSQL (MongoDB); CRUD Operations; Data
Integration Modeling; Connection with ORM




Assignment | To be provided by the concerned faculty
Topics members
In Class Hosting platforms (Heroku, Vercel, Netlify); | [8]
Docker Basics; CI/CD Concepts; Code
Module 5: o . ;
Repositories and GitHub; Debugging and
Deployment & . .
DevODs Testing Techniques
p Assignment | To be provided by the concerned faculty
Topics members
Textbooks:

1. Vasan Subramanian, Full Stack Development with MongoDB, Express, React, and
Node, McGraw Hill Education, 2nd Edition, 2021

2. Chris Northwood, The Full Stack Developer: Your Essential Guide to the Everyday
Skills Expected of a Modern Full Stack Web Developer, Apress, 1st Edition, 2018

Reference Books:

1. Alex Banks and Eve Porcello, Learning React: Functional Web Development with
React and Redux, O'Reilly Media, 2nd Edition, 2020
2. Shama Hoque, Full-Stack React Projects, Packt Publishing, 2nd Edition, 2020



CA441A3 (BL+1T Hrs./week)

MICROSERVICES AND EVENT-DRIVEN SOFTWARE ARCHITECTURE (MSA &
EDA)

Questions to be set: 05 (All Compulsory)

Objectives: To equip students with foundational and practical knowledge of Microservices
Architecture and Event-Driven Architecture, enabling them to design, develop, and deploy
scalable and resilient enterprise-level applications using decoupled services and asynchronous
communication.

Pre-requisites: - Basic knowledge of Software Engineering principles- Familiarity with Web
Services and REST APIs- Understanding of Object-Oriented Programming and Databases

Course Outcomes (CO):

CO1l Understand the principles of microservices and service-oriented architectures.

CO2 Design and implement microservices using appropriate tools and frameworks.

CO3  Apply principles of Event-Driven Architecture for asynchronous communication.

CO4 Analyze trade-offs between monolithic and microservice-based applications.

CO5 Deploy and manage distributed applications using orchestration and container tools.

Module Topics to be Topics Hrs
covered
In Class Monolithic vs Microservices Architecture; | [9]
Characteristics and Benefits of
Module I: Microservices; Domain-Driven  Design
Introduction to (DDD); Service Decomposition Techniques;
Micrgservices Challenges in Microservices
Architecture Assignment | To be provided by the concerned faculty
Topics members
In Class Microservices Design Patterns; RESTful | [9]
Services; Communication using

HTTP/gRPC; Service Discovery; Inter-

Module 2: - Building Service Communication; Spring Boot for

Microservices . .
Microservices
Assignment | To be provided by the concerned faculty
Topics members
In Class Principles of Event-Driven Systems; Event | [9]

Producers and Consumers; Message Brokers
quule 3: Eyent- (Kafka, RabbitMQ); Event Streaming; Use
Driven Architecture cases and benefits of EDA

(EDA) Assignment | To be provided by the concerned faculty
Topics members




Module 4: Integration
and Resilience

In Class

API Gateway (e.g., Zuul, Kong); Circuit
Breaker Patterns (Hystrix, Resilience4j);
Load Balancing; Service Mesh (Istio,
Linkerd); Logging and Monitoring (ELK
Stack, Prometheus)

[9]

Assignment | To be provided by the concerned faculty
Topics members
In Class Introduction to Docker and Kubernetes; | [8]
Module 5- CI/CD in .Mlcrose'rwces; Deplo_ylng
L Microservices; Security Considerations;
Containerization and . S
Orchestration Case Studies and Industry Applications
Assignment | To be provided by the concerned faculty
Topics members
Textbooks:

1. Sam Newman, Building Microservices: Designing Fine-Grained Systems, O'Reilly
Media, 2nd Edition, 2021

2. Dinesh Rajput, Mastering Spring Boot 3.0, BPB Publications, 3rd Edition, 2023

Reference Books:

1. Kasun Indrasiri & Sriskandarajah Suhothayan, Design Patterns for Cloud Native
Applications, O'Reilly Media, 1st Edition, 2021
2. Sourabh Sharma, Mastering Microservices with Java 11, Packt Publishing, 2nd Edition,

2019



CA442A3 (BL + 1 T hrs./week)
5G COMMUNICATION

Questions to be set: 05 (All Compulsory)

Objectives: To introduce students to the key concepts, technologies, and architectures behind
5G communication systems. The course will cover evolution from previous generations,
enabling technologies like massive MIMO, mmWave, network slicing, and its applications in
[oT and smart systems.

Pre-requisites: Basics of Wireless Communication, Understanding of Digital Communication
and Networking Principles, Fundamentals of Mobile Communication Technologies
(2G/3G/4G)

Course Outcomes (CO):

CO1 Understand the evolution of mobile communication and the need for 5G.

CO2 Explain the architecture, frequency bands, and protocols used in 5G networks.

CO3 Analyze key enabling technologies of beamforming.

CO4 Explore 5G use-cases in IoT, V2X, and smart cities.

COS5 Evaluate challenges and advancements in 5G deployment, security, and sustainability.

Module Topics to Topics Hrs
be covered
In Class Overview of mobile communication generations [9]
Module 1: Key differences from 4G to 5G, Requirements,
. and Vision for 5G, 3GPP and ITU standards, Use
Introduction and S
Evolution ‘ cases and apphcatmns
Assignment | To be provided by the concerned faculty members
Topics
In Class 5G NR architecture, RAN and Core Network | [9]
Module 25G components, Protocol Stack and Interfaces,
Architecture and Network Slicing, C-RAN, SDN, and NFV in 5G
Network Design | Assignment | To be provided by the concerned faculty members
Topics
In Class Millimeter Wave (mmWave) communication, | [9]
Module 3: 5G Massive 'MI'MO, Beamforming, Fgll Duplex
. Communication, Carrier Aggregation, Edge
Enabling .
Technologies Computing
Assignment | To be provided by the concerned faculty members
Topics
Module 4: In Class 5G spectrum allocation, Frequency bands (Sub-6 | [9]
Spectrum and GHz and mmWave), 5G NR air interface, Channel
Physical Layer coding, OFDM and waveform design
Aspects Interference management




Assignment | To be provided by the concerned faculty members
Topics

In Class 5G for IoT, Smart Cities, V2X Communication [8]
Ultra-Reliable Low-Latency Communication

Module 5: 3G (URLLC), mMTC and eMBB, Deployment
Applications and hall Securi JF d
Challenges challenges, Security and Future trends
Assignment | To be provided by the concerned faculty members
Topics
Textbooks:
1. Amitabha Ghosh, 5G Explained: Security and Deployments, Wiley India, 1st Edition,
2022
2. Jonathan Rodriguez, Fundamentals of 5G Mobile Networks, Wiley India, 1st Edition,
2015

Reference Books:
1. Afif Osseiran, Jose F. Monserrat, Patrick Marsch, 5G Mobile and Wireless
Communications Technology, Cambridge University Press, 2016
2. Theodore S. Rappaport, Wireless Communications: Principles and Practice, Pearson
Education India, 2nd Edition, 2010



CA443A3

(BL+1T Hrs./week)

DEVOPS AND PLATFORM ENGINEERING

Questions to be set: 05 (All Compulsory)

Objectives: To equip students with foundational and practical knowledge in DevOps practices
and platform engineering. The course emphasizes continuous integration and delivery,
infrastructure as code, containerization, orchestration, monitoring, and platform engineering
concepts to support scalable and reliable software delivery.

Pre-requisites: Basic knowledge of Operating Systems, Familiarity with Programming and
Scripting (e.g., Python, Shell), Basic understanding of Software Development Lifecycle

(SDLC)

Course Outcomes (CO):

CO1 Understand the principles of DevOps and its role in modern software development.

CO2 Implement Continuous Integration and Continuous Deployment (CI/CD) pipelines.

CO3 Use containerization and orchestration tools like Docker and Kubernetes.

CO4 Apply Infrastructure as Code (I1aC) using tools like Terraform or Ansible.

CO5 Design and manage platforms for scalable, observable, and resilient systems.

Module Topics to be Topics Hrs
covered
In Class Evolution from traditional development to | [§]
DevOps, DevOps principles and practices,
Module 1: Benefits and cultural transformation, Overview
Introduction to of CI/CD, automation, collaboration, and
DevOps monitoring
Assignment To be provided by the concerned faculty
Topics members
In Class Source code management (Git), Build | [9]
automation using Jenkins/GitHub,
Actions/GitLab CI, Continuous Integration
Module 2: CI/CD principles, Testing, container building, artifact
Pipelines management, Continuous Deployment
strategies
Assignment To be provided by the concerned faculty
Topics members
In Class Introduction to Docker and container lifecycle | [9]
Module 3 Docker Compose and Dockerfile, Kubernetes
Containerization

and Orchestration

architecture = and  components, Pods,
Deployments, Services, and ConfigMaps,
Helm charts and Kustomize




Assignment
Topics

To be provided by the concerned faculty
members

Module 4:
Infrastructure as
Code (IaC

In Class

Introduction to IaC, Configuration
management  tools  (Ansible,  Puppet),
Terraform and cloud infrastructure
provisioning, Secrets and environment
management, Best practices and version
control for [aC

[9]

Assignment
Topics

To be provided by the concerned faculty
members

Module 5:
Platform
Engineering and
Observability

In Class

Concept of Internal Developer Platforms
(IDPs), Monitoring and observability,
(Prometheus, Grafana, ELK stack), Logging,
metrics, tracing, Platform  scalability,
reliability, and cost optimization, Site
Reliability Engineering (SRE) and service
level objectives

[8]

Assignment
Topics

To be provided by the concerned faculty
members

Textbooks:

1. John Arundel and Justin Domingus, Cloud Native DevOps with Kubernetes, O'Reilly
Media, 1st Edition, 2019
2. Gene Kim, Jez Humble, Patrick Debois, John Willis, The DevOps Handbook, Wiley
India, 2nd Edition, 2021

Reference Books:

1. Viktor Farcic, The DevOps Toolkit: Kubernetes, Packt Publishing, 2nd Edition, 2021
2. Kief Morris, Infrastructure as Code: Managing Servers in the Cloud, O'Reilly Media,
2nd Edition, 2021




CA444A3

(BL+1T Hrs./week)

METAVERSE

Questions to be set: 05 (All Compulsory)

Objectives: To provide students with a foundational understanding of the Metaverse, including

its underlying technologies such as AR, VR, XR, blockchain, NFTs, and digital economy. The
course explores development platforms, human-computer interaction, and applications in

education, entertainment, and industry.

Pre-requisites: Basics of Computer Graphics, Fundamentals of Programming, Introduction to
Virtual/Augmented Reality, Understanding of Blockchain and Internet Concepts

Course Outcomes (CO):

CO1 Understand the concept, evolution, and components of the Metaverse.

CO2 Explore enabling technologies like VR/AR, blockchain, NFTs, and 3D environments.

CO3 Apply Metaverse development tools and platforms for immersive experiences.

CO4 Evaluate use cases and business models in various sectors.

COS5 Discuss ethical, privacy, and societal implications of Metaverse technologies.

Topics to be

Topics

members

Module Topics Hrs.
covered
in History and evolution of the Metaverse, | [8]
class Definitions and vision, Key components:
Modulel: avatars,  virtual, = worlds,  persistence,
Introduction to interoperability, Metaverse vs Internet, Major
the Metaverse players and platforms
Assignment | To be provided by the concerned faculty
Topics members
in AR, VR, XR: Concepts and tools, Blockchain | [9]
Module 2: class and cryptocurregcy, NFTs‘ and digital
. ownership, Spatial computing and 3D
Enabling .
Technologies rendering
Assignment | To be provided by the concerned faculty
Topics members
n Unity and Unreal Engine overview, 3D | [9]
Module 3: class modelling using Blender, Scripting interactive
Metaverse environments, Development frameworks:
Development WebXR, A-Frame, Al and avatars
Platforms Assignment | To be provided by the concerned faculty
Topics members
in Metaverse in gaming, education, retail, real | [9]
class estate, and health, Virtual economies and
Module4: . .
e commerce, NFTs marketplaces, Digital twins
Applications and . .
g and industrial metaverse
Business Models - .
Assignment | To be provided by the concerned faculty




Module 5:
Challenges and
Future Trends

in Data privacy, security, and identity in | [9]

class Metaverse, Accessibility and inclusion,
Regulatory and ethical considerations,
Metaverse and sustainability, Future trends and
emerging research

Assignment | To be provided by the concerned faculty

Topics members

Textbooks:

1. Prafull Sharma, A Beginner’s Guide to the Metaverse, BPB Publications, 1st Edition,

2023

2. Srinivas Mahankali and Praveen Kumar, Metaverse — The Next Level of Internet, Notion
Press, 1st Edition, 2022

Reference Books:

1. Enrique Dans, Everything You Need to Know About the Metaverse, LID Publishing,

2022

2. Cathy Hackl, Dirk Lueth, and Tommaso Di Bartolo, Navigating the Metaverse: A Guide
to Limitless Possibilities in a Web 3.0 World, Wiley India, 1st Edition, 2022




BCA MINOR SPECIALIZATION

DATA SCIENCE
(COURSE CURRICULUM)



CA151A2/ CA151A8 (BL+1T Hrs./week)

FUNDAMENTALS OF DATA SCIENCE

Questions to be set: 05 (All Compulsory)

Objectives: This course introduces the fundamentals of data science, covering key concepts,
techniques, and tools. Students will explore data collection, analysis, modelling, and
communication using real-world datasets. Emphasis is on breadth of understanding and
practical application across disciplines.

Pre-requisites: Data Structures, Basics of Algorithms, Basic Mathematics

Course Outcomes:

Co1 Understand the concepts of datafication, current landscape, and skillsets required for
modern data science applications.
Cco2 Apply basic statistical tools and exploratory data analysis (EDA) techniques using R
to interpret and summarize data.
Implement machine learning models such as Linear Regression, k-NN, Naive Bayes,
Cco3
and k-means to solve real-world problems.
CO4 Perform data wrangling, feature engineering, and model selection techniques to
improve model performance.
CO5 Design recommendation systems and visualize complex data while addressing
privacy, security, and ethical issues.
Topics to .
Module be covered Topics Hrs.
in Big Data and Data Science hype — and getting past | [6]
class the hype, why now? — Datafication, Current
Module 1: landscape of perspectives, Skillsets needed,
Introducing Data Populations and samples, Statistical modeling,
Science with its probability distributions, fitting a model - Intro to
Statical Inference R.
Assignment | To be provided by the concerned faculty members
Topics
in Basic tools (plots, graphs, and summary statistics) | [10]
class of EDA, Philosophy of EDA, The Data Science
Process, Case Study: Real Direct (online real estate
firm); Linear Regression, k-Nearest Neighbours
(k-NN), k-means, motivating application: Filtering
Module 2: ) ;
Spam, Why Linear Regression and k-NN are poor
Exploratory Data . . .
! choices for Filtering Spam, Naive Bayes and why
Analysis and the . e o
. it works for Filtering Spam, Data Wrangling: APIs
Data Science .
Pr and other tools for scrapping the Web
0cess Providing Alternate Content with the No Frames
Element, Using INLINE Frame Element to Create
Inline Frames.
Assignment | To be provided by the concerned faculty members
Topics




in Motivating application: user (customer) retention, | [8]
class Feature Generation (brainstorming, the role of
Module 3: . . - I
domain expertise, and place for imagination) -
Feature . : .
. Feature Selection algorithms, Filters; Wrappers;
Generation and y .
. Decision Trees; Random Forests
Feature Selection - -
Assignment | To be provided by the concerned faculty members
Topics
in Recommendation Systems: Building a User- | [10]
class Facing Data Product, Algorithmic ingredients of a
Recommendation Engine, Dimensionality
Module 4: Reduction, Singular Value Decomposition,
Recommendation Principal Component Analysis, Exercise: build
Systems, Social- your own recommendation system, Clustering of
Network as a graphs, Direct discovery of communities in graphs,
graph and Partitioning of graphs, Neighbourhood
properties in graphs.
Assignment | To be provided by the concerned faculty members
Topics
in Basic principles, ideas, and tools for data | [10]
class visualization, Examples of inspiring (industry)
Module 5: Data projects, Exercise: create your own visualization
NN of a complex dataset.
Visualization and . . . . .
) Discussions on privacy, security, ethics, A look
Ethical Issues of . ;
. back at Data Science, Next-generation data
Data Science. ..
scientists
Assignment | To be provided by the concerned faculty members
Topics

Textbooks:

1. Cathy O’Neil and Rachel Schutt. Doing Data Science, Straight Talk from The Frontline.
O’Reilly. 2014.
2. Jure Leskovec, Anand Rajaraman, and Jeffrey Ullman. Mining of Massive Datasets.
v2.1, Cambridge University Press. 2014. (free online)

Reference Books:

1. Trevor Hastie, Robert Tibshirani and Jerome Friedman. Elements of Statistical
Learning, Second Edition. ISBN 0387952845. 2009. (free online)
2. Avrim Blum, John Hopcroft and Ravindran Kannan. Foundations of Data Science,
Cambridge University Press, ISBN: 978-1108485067




CA152A2 / CA152A8 (BL+1T Hrs./week)

STATISTICAL FOUNDATION OF DATA SCIENCE

Questions to be set: 05 (All Compulsory)

Objectives: Data collection and data analysis have become ubiquitous in modern world.
Along with this trend, the need to protect private and sensitive information in data has become
an important issue. This course will study a few state-of-the-art techniques in protecting data
privacy and data security when the data is released to public or is subject to computer-based
analysis, such as data mining.

Pre-requisite: Basic concept of mathematics, data processing.

Course Outcomes (CO):

COl | Explain basic statistical concepts relevant to data science
CO2 | Summarize and visualize data using descriptive statistics
CO3 | Apply probability distributions to model uncertainty in data
CO4 | Perform statistical inference using estimation and hypothesis testing
COS5 | Use regression and correlation techniques for data analysis
Module Topics to be Topics Hrs.
covered
in Sample space, Sigma field, axiomatic definition | [8]
class of probability, conditional probability and
Module I: independence, Bayes Rule.
Probability Assignment | To be provided by the concerned faculty
Topics members
n Discrete and continuous random variables, | [10]
class probability mass function, probability density
function, some standard (important) pdfs,
Module 2: independence, expectation, variance,
Random conditional distribution, conditional
variables expectation, covariance and correlation,
Functions of random variables.
Assignment | To be provided by the concerned faculty
Topics members
in Probability generating function, moment | [8]
Module 3: class generating  function and  characteristic
Generating functions- properties and applications.
function Assignment | To be provided by the concerned faculty
Topics members
in Random vectors and covariance and correlation | [10]
Module 4: class matrix, stationarity, WSS, Autocorrelation,
Random cross correlation, power spectral density,
processes Ergodicity. = Wiener processes, Markov
processes, Poisson Process.




Assignment | To be provided by the concerned faculty
Topics members
in Inverse transforms sampling, Rejection | [8]
Module 5: class §amp11ng, adaptlye rejection sgrnphng,
. importance sampling, Markov chains and
Sampling
methods MEMC
Assignment | To be provided by the concerned faculty
Topics members
Textbooks:

1. Ross, Sheldon. A first course in probability. Pearson, 2014.
2. Grimmett, Geoffrey, and David Stirzaker. Probability and random processes. Oxford
university press, 2001.

Reference Books:

1. Usha Mujoo Munshi, Neeta Verma, Data Science Landscape: Towards Research Standards
and Protocols, Springer.

2. Peter Bruce, Andrew Bruce, Peter Gedeck, Practical Statistics for Data Scientists: 50+
Essential Concepts Using R and Python, Shroff/O'Reilly; Second edition, June 2020



CA251A2 / CA251A8 (BL + 1T Hrs./week)

DATA WAREHOUSING AND DATA MINING

Questions to be set: 05 (All Compulsory)

Objectives: This course introduces key concepts in data warehousing and data mining. It
covers data models, OLAP, design methods, and storage techniques, along with tools and
techniques to discover meaningful patterns from data.

Pre-requisites: Data structures, Concepts of Algorithms, Fundamentals of probability &
statistics and programming skills

Course Outcomes (CO):

CO1 | Explain the concepts of data warehousing and data mining.
CO2 | Apply data pre-processing techniques for data preparation.
CO3 | Implement supervised learning algorithms for classification tasks.
CO4 | Perform clustering and association rule mining using unsupervised learning methods.
COS5 | Identify outliers using appropriate detection techniques for real-world datasets.
Module T(g:f;:g dbe Topics Hrs.
in Fundamentals and  significance of data | [8]
class warehousing, Architecture of data warehouse,
Module 1: OLAP vs OLTP, Introduction to data mining,
Introduction KDD process, Applications of data mining
Assignment To be provided by the concern faculty members
Topics
in Data cleaning, integration, and transformation, | [9]
class Handling missing values, Normalization and
Module 2: standardization techniques, Feature selection and
Data dimensionality reduction, Data discretization and
Preprocessing concept hierarchy
Assignment To be provided by the concern faculty members
Topics
in Introduction to classification, Decision trees, [9]
class Naive Bayes classification, k-Nearest Neighbors
Module 3: . ) .
Classification . (k-NN), Ev.aluatlon of classification models
Assignment To be provided by the concern faculty members
Topics
in Clustering  basics, k-Means clustering, [9]
class Hierarchical clustering, Association rule mining
Module 4: (Apriori algorithm basics), Evaluation of
Clustering clustering results
Assignment To be provided by the concern faculty members
Topics
in Introduction to outliers and anomalies, Statistical | [9]
class methods for outlier detection, Distance-based




methods, Density-based methods, Applications of
Module 5: L )
. data mining in real-world domains
Outliers and - :
. Assignment To be provided by the concern faculty members
Anomalies .
Topics
Textbooks:
1. Jiawei Han, Micheline Kamber, Data Mining: Concepts and Techniques, Morgan
Kaufmann.

2. A K Pujari, Data Mining Concepts, University Press.

Reference Books:
1. Tan H. Witten, Eibe Frank, Data Mining Practical Machine Learning Tools and Techniques

with Java Implementations, Morgan Kaufmann Publishers.
2. Alex Berson, Stephen J. Smith, Data Warehousing, Data Mining and OLAP, Tata

McGrawHill.




CA252A2 / CA252A8

(3L+1T Hrs./week)

DATA ANALYTICS USING PYTHON

Questions to be set: 05 (All Compulsory)

Objectives: Data, which is available in abundance and in accessible forms, if analysed in an
efficient manner unfolds many patterns and promising solutions. Data has to be pre-processed,
converted to required format and fed to appropriately chosen algorithm to yield better results.
This course aims at applying such techniques to raw data, using Python, to arrive at

meaningful results.

Pre-requisites: Programming knowledge in any object-oriented language

Co1 Understand core Python concepts including interpreters, flow control, functions,
OOP (classes, constructors, inheritance), and file operations.
Perform data cleaning, reshaping, merging, and transformation operations using
CO2 o
Python libraries.
CO3 Implemfant string manipulation and regular expression techniques for data
processing.
CO4 Utilize group operations, pivot tables, and time series tools for advanced data
aggregation and analysis.
CO5 Develop visualizations using Matplotlib and acquire data through web scraping
techniques.
Module Topics to be Topics Hrs
covered
n Interpreter, Program Execution, Statements, | [10]
class Expressions, Flow Controls, Functions -
Module 1: Python Numeric Types, Sequences - Strings, Tuples,
Concepts, Data Lists and - Class Definition, Constructors,
Structures, Inheritance, Overloading, Text & Binary Files -
Classes Reading and Writing.
Assignment | To be provided by the concerned faculty
Topics members
in Combining and Merging DataSets, Reshaping | [8]
Module 2: Data class and Pivotipg, Data Transformat'ion, String
Wrangling . Mampulatmn? Regular Expressions.
Assignment | To be provided by the concerned faculty
Topics members
in Data Aggregation, Group Operations: GoupBy | [8]
Module 3: class Mechanics, Data Aggregation, Group wise
Data Operations and Transformations, Pivot, Tables
Aggregation, and Cross Tabulations. Time Series: Date and
Group Time Date Type tools, Time Series Basics,
Operations & Data, Ranges, Frequencies and Shifting.
Time Series Assignment | To be provided by the concerned faculty
Topics members




in Web Scraping: Data Acquisition by Scraping | [9]
class web applications —Submitting a form - Fetching
Module 4: Web web pages, Downloading web pages through
Scraping form submission, CSS Selectors.
Assignment | To be provided by the concerned faculty
Topics members
in Visualization in Python: Matplotlib package, | [9]
class Plotting Graphs, Controlling Graph, Adding
Module 5: Text, More Graph Types, Getting and setting
Visualization in values, Patches.
Python Assignment | To be provided by the concerned faculty
Topics members

Textbooks
1. Mark Lutz, “Programming Python”, O'Reilly Media, 4th edition, 2010.
2. Mark Lutz, “Learning Python”, O'Reilly Media, 5th Edition, 2013.

Reference Books
1. Magnus Lie Hetland, “Beginning Python: From Novice to Professional”, Apress,
Second Edition, 2005.
2. Wes Mc Kinney, “Python for Data Analysis”, O'Reilly Media, 2012.




CA352A2/ CA352A8

(BL+1T Hrs./week)

SECURITY AND PRIVACY FOR DATA SCIENCE

Questions to be set: 05 (All Compulsory)

Objectives: Data collection and data analysis have become ubiquitous in modern world.
Along with this trend, the need to protect private and sensitive information in data has become
an important issue. This course will study a few state-of-the-art techniques in protecting data
privacy and data security when the data is released to public or is subject to computer-based
analysis, such as data mining.

Pre-requisite: Programming knowledge, Data mining basic concepts.

Course outcomes:

privacy-

Respondents’ Identities in Microdata Release.

Understand the commercial and scientific motivations behind data mining and
COl . . . : :
various core tasks such as classification, clustering, and anomaly detection.
CcO2 Differentiate between traditional data mining and privacy-preserving data mining
(PPDM) and recognize the need, challenges, and attacks in PPDM.
Apply k-anonymity, I-diversity, and differential privacy models to protect
CO3 | X .
individual privacy in shared datasets.
Evaluate matrix decomposition techniques like SVD and wavelet transforms for
CO4 . . . . ) . o
their role in preserving privacy while enabling data utility.
CO5 Analyze privacy attacks and apply privacy-preserving techniques in complex
domains like social network analysis.
Module Topics to be Topics Hrs
covered
in Commercial viewpoint and Scientific viewpoint | [9]
class for mining data, Motivation behind mining large
datasets, Origin of data mining, Datamining
tasks, Classification, Clustering, Association
Module 1: rule mining, Sequential pattern discovery,
Introduction to Regression, Anomaly Detection, Challenges of
data mining Data mining, Support Vector Machine, k-means
clustering algorithm.
Assignment | To be provided by the concerned faculty
Topics members
in Basic Concepts, Difference between PPDM and | [9]
class DM, Need for privacy preserving data mining,
Module 2: Te'c}.mology‘ bs:hind privacy presewing data
Privacy ' mining, Distributed and Centr'alhlzed Fiata,
privacy attacks, challenges, Deriving Private
Information from Randomized Data.
Assignment | To be provided by the concerned faculty
Topics members
Module 3: in k-ANONYMITY: A MODEL FOR | [9]
Tabular class PROTECTING PRIVACY, Protecting




preserving Efficient Full-Domain K-Anonymity, Mondrian
publishing Multidimensional ~K-Anonymity, Anatomy:
Simple and Effective Privacy Preservation,
Differential Privacy

Assignment | To be provided by the concerned faculty

Topics members

in Need for matrix decomposition, Compact | [9]

class representation of original data, Singular Value
Decomposition, Nonnegative Matrix

Factorization, = Applications in  Privacy-
Preserving Data Mining. Wavelet analysis in
privacy-preserving data analysis: Privacy
preserving in Collaborative Data Analysis,
Advantages of Wavelets, Introduction to
Wavelet Analysis, Maintaining Statistical
Analysis, Experimental Analysis

Assignment | To be provided by the concerned faculty

Module 4:
Incognito &
Wavelet analysis

Topics members
in Privacy attacks: Background on privacy attacks, | [8]
class General data perturbation model, Data privacy

Module 5: Matrix

o attacks. Privacy-preserving in social network
decomposition in

analysis: Social Network Background, Privacy

privacy= dat Challenges, Data Privacy and Data Utility,
ﬁffﬁngﬂg ata Clustering-Based and Heuristic Algorithms
£ Assignment | To be provided by the concerned faculty
Topics members
Textbooks:

1. Rajendra Akerkar, Priti Srinivas Sajja, Intelligent Techniques for Data Science, Springer.
2. Yaniv Altshuler, Yuval Elovici, Armin B. Cremers, Nadav Aharony, Alex Pentland, Security
and Privacy in Social Networks, Springer.

Reference Books:

1. Bhavani Thuraisingham, Pallabi Parveen, Mohammad Mehedy Masud, Latifur Khan, Big
Data Analytics with Applications in Insider Threat Detection, CRC Press.

2. Clarence Chio, David Freeman, Machine Learning and Security: Protecting Systems with
Data and Algorithms, O'Reilly.



CA351A2 / CA351A8 (BL+1T Hrs./week)

MACHINE LEARNING

Questions to be set: 05 (All Compulsory)

Objectives: This course aims to introduce students to foundational machine learning
techniques and algorithms. It focuses on building the ability to select, apply, and evaluate
appropriate models such as decision trees, neural networks, Bayesian classifiers, and genetic
algorithms for solving real-world problems through data-driven learning and intelligent
decision-making.

Pre-requisites: Fundamentals of probability & statistics and programming skills, data mining
concepts.

Course Outcomes (CO):

COl Unde.rstand. core cqncepts of supervised, unsupervised, and evolutionary learning
techniques in machine learning.

Apply algorithms such as decision trees, k-NN, neural networks, and clustering to
basic learning tasks.

Analyze the strengths, limitations, and evaluation metrics of various machine
learning models.

Design simple machine learning workflows using suitable models and data
preprocessing strategies.

Compare multiple learning approaches and interpret their applicability to real-

CO2

CO3

CO4

CO5 world problems.
Module Topics to be Topics Hrs.
covered
in Introduction to Machine Learning: Definition, | [9]
class Types (Supervised, Unsupervised,
Reinforcement),  Real-world  Applications,
Concept Learning and Hypothesis Space, Model
Module 1: h . .
Foundations Selectlon‘ and Generqllzatlog, Overfitting,
. Underfitting, and the Bias-Variance Tradeoff,
of Machine . . ..
Learning Evaluation Metrics: Accuracy, Precision, Recgll,
Fl-score, ROC-AUC, Cross-validation
Techniques
Assignment To be provided by the concern faculty members.
Topics
Module 2: in Decision Tree Learning: ID3, C4.5, CART, | [9]
Supervised class Entropy, Information Gain, Gini Index, Pruning
Learning I — Techniques (Pre & Post Pruning), Rule-based
Decision Learning: IF-THEN Rules, Sequential Covering,
Trees & FOIL Algorithm, Applications and limitations
Rule-Based | Assignment To be provided by the concern faculty members.
Model Topics
Module 3: in Artificial Neural Networks: Perceptron and | [8]
Supervised class Multilayer Feedforward Networks, Activation




Learning II — Functions (Sigmoid, ReLU, Tanh), Training with
Neural Backpropagation, Introduction to Deep Learning,
Networks & Bayesian Learning: Naive Bayes Classifier,
Bayesian Bayesian Belief Networks, Probabilistic Inference
Learning Assignment To be provided by the concern faculty members.
Topics
in k-Nearest Neighbours (k-NN), Case-Based | [8]
Module 4: . . :
class Reasoning, Locally Weighted Regression, Lazy
Instance- . o .
vs. Eager Learning, Ensemble Learning: Bagging,
Based ; .
. Boosting, Random Forest, Model Comparison
Learning and .
Ensembl and Performance Evaluation
semblie Assignment To be provided by the concern faculty members.
Methods .
Topics
in Introduction  to  Unsupervised  Learning: | [10]
class Clustering vs. Association, K-Means and
Module §: Hierarchical Clustering, Dimensionality
UO e > J Reduction: PCA, Introduction to Evolutionary
Lnsup crvise Algorithms: Genetic Algorithms (GA), Operators:
Eealinlpg, Selection, Crossover, Mutation, Fitness Functions
volutionary and Elitism, Applications of GAs in Learning,
& Advanced . oo . .
Method Brief Overview: Reinforcement Learning &
ethods Ethical Considerations in ML
Assignment To be provided by the concern faculty members.
Topics
Textbooks:

1. Tom M. Mitchell, Machine Learning, McGraw-Hill Publishers

2. Ethem Alpaydim, Introduction to Machine Learning, The MIT Press Cambridge,

Massachusetts, London, England

Reference Books:

1. Tan H. Witten, Eibe Frank, Data Mining Practical Machine Learning Tools and Techniques

with Java Implementations, Morgan Kaufmann Publishers.

2. Kevin P. Murphy, Machine Learning: A Probabilistic Perspective (Adaptive Computation

and Machine Learning series), MIT Press.




CA451A2 / CA451A8 (BL+1T Hrs./week)
IMAGE ANALYTICS AND VISUALIZATION

Questions to be set: 05 (All Compulsory)

Objectives: To provide a comprehensive foundation in the principles and applications of
digital image processing. The curriculum is designed to develop both theoretical knowledge
and practical skills essential for applications in fields such as computer vision, medical
imaging, remote sensing, and multimedia systems.

Pre-requisites: Familiarity with algorithms, data structures, and digital imaging fundamentals
will also help in comprehending advanced image processing techniques

Course Outcomes (CO):

COl | Explain the essentials of digital image processing.

CO2 | Describe various segmentation techniques for image analysis.

CO3 | Outline the various feature extraction techniques for image analysis.

CO4 | Discuss the concepts of image registration and fusion

COS5 | Illustrate 3D image visualization.

Topics to .
Module be cl:) vered Topics Hrs.
in class Introduction — Elements of visual perception, Steps | [9]
in Image Processing Systems — Digital Imaging
System - Image Acquisition — Sampling and
Quantization — Pixel Relationships — File Formats
Module 1:

— colour images and models - Image Operations —
Image ) Arithmetic, logical, statistical and spatial
Processing operations. Elements of visual perception-
Fundamentals brightness adaptation, Mach band effect. Image
enhancement in spatial and frequency domain,
Histogram equalization.

Assignment | To be provided by the concern faculty members
Topics

in Edge detection, Thresholding, Region growing, | [8]
class Fuzzy clustering, Watershed algorithm, Active
contour models, Texture feature-based
Module 2: segmentation, Graph based segmentation, Wavelet
Segmentation based Segmentation - Applications of image
segmentation.

Assignment | To be provided by the concern faculty members
Topics




Module 3:
Feature
Extraction

in
class

First and second order edge detection operators,
Phase congruency, Localized feature extraction -
detecting image curvature, shape features, Hough
transform, shape skeletonization, Boundary
descriptors, Moments, Texture descriptors-
Autocorrelation, Co-occurrence features, Run
length features, Fractal model-based features,
Gabor filter, wavelet features.

[9]

Assignment
Topics

To be provided by the concern faculty members

Module 4:

Registration And
Image Fusion

in
class

Registration - Preprocessing, Feature selection -
points, lines, regions and templates Feature
correspondence - Point pattern matching, Line
matching, Region matching, Template matching.
Transformation functions - Similarity
transformation and Affine Transformation.
Resampling — Nearest Neighbor and Cubic
Splines. Image Fusion - Overview of image
fusion, pixel fusion, wavelet-based fusion -region
based fusion.

[9]

Assignment

To be provided by the concern faculty members

Module 5:
3D Image

Visualization

Topics
in
class

Sources of 3D Data sets, Slicing the Data set,
Arbitrary section planes, The use of color,
Volumetric display, Stereo Viewing, Ray tracing,
Reflection, Surfaces, Multiple connected surfaces,
Image processing in 3D, Measurements on 3D
images

[9]

Assignment
Topics

To be provided by the concern faculty members

Textbooks:

1. Rafael C. Gonzalez, Richard E. Woods, Digital Image Processing’, Pearson, Education,
Inc., Second Edition, 2004.
2. Mark Nixon, Alberto Aguado, “Feature Extraction and Image Processing”, Academic

Press, 2008.

Reference Books:

1. John C. Russ, “The Image Processing Handbook”, CRC Press,2007.
2. Anil K. Jain, Fundamentals of Digital Image Processing', Pearson Education, Inc., 2002




CA452A2 / CA452A8

(BL+1T Hrs./week)

NATURAL LANGUAGE PROCESSING

Questions to be set: 05 (All Compulsory)

Objectives: his course aims to provide a comprehensive understanding of human language
processing techniques. Students will explore text representation, encoding schemes, statistical
models, syntactic and semantic analysis, and machine learning approaches. The course also
covers NLP applications like machine translation, named entity recognition, and part-of-

speech tagging.

Pre-requisites: Basic computing, Algorithm basics

Course Outcomes (CO):

CO1 | Understand the fundamental concepts of human language processing.
CO2 | Learn text representation techniques and encoding schemes.
CO3 | Apply statistical models like HMM, SVM, and CRF for NLP tasks.
CO4 | Master part-of-speech tagging and handling linguistic data.
COS5 | Explore NLP applications, including machine translation and semantic analysis.
Module Topics to be Topics Hrs.
covered
in Human languages, models, ambiguity, processing | [6]
class paradigms; Phases in natural language processing,
Module 1: applications. Text representation in computers,
Introduction encoding schemes
Assignment To be provided by the concern faculty members
Topics
n Introduction to corpus, elements in balanced | [10]
class corpus, TreeBank, PropBank, WordNet, VerbNet
etc. Resource management with XML,
Management of linguistic data with the help of
Module 2: GATE, NLTK. Regular expressions, Finite State
Linguistics Automata, word recognition, lexicon.
Resources Morphology, acquisition models, Finite State
Transducer. N-grams, smoothing, entropy, HMM,
ME, SVM, CRF.
Assignment To be provided by the concern faculty members
Topics
in Stochastic POS tagging, HMM, Transformation | [10]
class based tagging (TBL), Handling of unknown

Module 3: Part
of Speech

Tagging

words, named entities, multi word expressions. A
survey on natural language grammars, lexeme,
phonemes, phrases and idioms, word order,
agreement, tense, aspect and mood and




agreement, Context Free Grammar, spoken
language syntax.
Assignment To be provided by the concern faculty members
Topics
in Unification, probabilistic parsing, TreeBank, [8]
Module 4: class Meaning representation, semantic analysis,
Parsing and lexical semantics, WordNet
Semantics Assignment To be provided by the concern faculty members
Topics
in Selectional  restrictions, machine learning | [10]
Module 5: class approaches, dictionary-based approaches.
Word Sense Overview of Machine Translation
Disambiguation | Assignment To be provided by the concern faculty members
Topics
Textbooks:

1. TV Geetha, Understanding Natural Language Processing (Machine Learning and Deep
Learning Perspectives), Pearson Education, 2024

2. Daniel Jurafsky and James H Martin. Speech and Language Processing, 2e, Pearson

Education, 2009

Reference Books:

1. James A., Natural language Understanding 2e, Pearson Education, 1994
2. Siddiqui T., Tiwary U. S., Natural language processing and Information retrieval, OUP,

2008




BCA MINOR SPECIALIZATION

CLOUD TECHNOLOGY
(COURSE CURRICULUM)



CA153A2 / CA153A8

(BL+1T Hrs./week)

FUNDAMENTALS OF CLOUD COMPUTING

Questions to be set: 05 (All Compulsory)

Objectives: his course aims to introduce students to the essential concepts of cloud computing.
It covers service and deployment models, virtualization, cloud storage, and resource
management. The objective is to build foundational knowledge required to understand cloud
architecture, enabling technologies, and real-world applications in modern computing

environments.

Pre-requisites: Operating Systems and Computer Network.

Course outcomes:

Topics

COl1 | Understand the fundamental concepts of distributed and cloud computing, including
their evolution from centralized systems.
CO2 | Compare various distributed computing models such as grid, cluster, parallel, and
ubiquitous computing, and analyze their applications and limitations.
CO3 | Describe cloud service models (IaaS, PaaS, SaaS), deployment models (Public,
Private, Hybrid, Community), and platforms like AWS, Azure, and Hadoop.
CO4 | Apply collaborative tools and services available in cloud computing for
communication, task management, and file sharing.
COS5 | Evaluate the challenges of cloud adoption including security, deployment
considerations, and the NIST cloud model.
Topics to .
Module be cI:)vere d Topics Hrs
in Introduction to distributed computing, centralized vs | [10]
class distributed computing, advantages and disadvantages,
types of distributed systems, parallel computing,
Module 1: L . - .
o ubiquitous computing, Utility computing model,
Distributed . . o .
Computing cluster and grid computmg, Distributed File Systems,
Concepts NFS, AFS., Cpmmodlj[y hardware-based file systems,
Hadoop Distributed File System (HDFS)
Assignment | To be provided by the concerned faculty members
Topics
in Introduction-Definition, Characteristics, Components, | [10]
class Applications, Pros and cons, Limitations. Need for
cloud computing. History/ Evolution of cloud and
related technologies- Multi-processing, Distributed
computing, Parallel computing to ubiquitous
Module 2 : computing. What cloud computing really is and what
Introduction really isn’t? Importance of cloud computing in the
to Clouq current era- why does cloud computing matter? Who
Computing should use cloud computing and who shouldn't use it?
Types of cloud computing. Major players in cloud
computing
Assignment | To be provided by the concerned faculty members




in Migrating into the cloud platform- Issues and | [§]
class deployment considerations. NIST Cloud model,
Module 3: Exploring cloud service models- laaS, PaaS, SaaS.
Cloud Deployment models- Private, Public, Community and
Computing Hybrid clouds. Cloud computing platforms- Microsoft
Platforms Azure, Hadoop, Map-reduce, Amazon Web services
and (AWS)
Technologies | Assignment | To be provided by the concerned faculty members
Topics
in Centralizing email communications, collaborating on | [8]
Module 4: class schedules, Collaborating on To-Do Lists, collaborating
Cloud with contact lists, Cloud computing for the community,
Computing Collaborating on group projects and events, and Cloud
for Everyone computing for the corporation.
Assignment | To be provided by the concerned faculty members
Topics
in Collaborating on calendars, Schedules, and task | [8]
class management, exploring online scheduling
applications, exploring online planning and task
management, collaborating on event management,
quule >: collaborating on contact management, collaborating on
Usmg cloud project management, collaborating on word
services processing, collaborating on a spreadsheet, Storing and
sharing files.
Assignment | To be provided by the concerned faculty members
Topics
Textbooks:

1. Barrie Sosinsky, Cloud Computing Bible, Wiley.
2. Rajkumar Buyya, James Broberg, AndrzejGoscinski, Cloud Computing— Principles and
paradigms, Wiley.

Reference Books:
1. George Reese, Cloud Application Architectures, O’Reilly.
2. Michael Miller, Cloud computing: Web-based applications that change the way you work

and collaborate online, Pearson.




CA154A2 / CA154A8

(3L+1T Hrs./week)

SCHEDULING IN CLOUD COMPUTING

Questions to be set: 05 (All Compulsory)

Course Objectives: This course aims to introduce fundamental concepts of scheduling in
cloud computing. It explores various scheduling algorithms, performance metrics, and
optimization techniques. Students will analyze real-world case studies and gain insights into
emerging trends, enabling them to design efficient cloud-based scheduling strategies for
diverse computing environments.

Pre-requisites: Operating System, Algorithms, Basics of Cloud Computing.
Course Outcomes (COs):

CO1 | Students will be able to understand the role and types of scheduling in cloud
computing environments.
CO2 | Students will be able to analyze different scheduling algorithms including static and
dynamic scheduling algorithms
CO3 | Students will be able to explain advanced scheduling algorithms based on
metaheuristic, Machine learning and Energy efficiency.
CO4 | Students will be able to explore workflow scheduling techniques and VM scheduling
and resource management.
COS5 | Students will be able to explore recent trends such as Al-based scheduling, serverless
computing and container scheduling in cloud and edge computing.
Topics to .
Module be cI:)vere d Topics Hrs
in Overview of Cloud Computing: Definition, | [8]
class Characteristics, Service Models, Deployment
Module 1: Models. Need for Scheduling in Cloud Computing:
N Challenges in Cloud Resource Management, Role of
Introduction Scheduli i Cloud £ T ¢
to Cloud cheduling in oud performance. Types o
Computing Scheduling: Task Scheduling, Workflow Scheduling,
Resource  Scheduling.  Performance  Metrics:
and . Makespan, Response Time, Cost Efficiency, Load
Scheduling Balancine. E C i
alancing, Energy Consumption.
Assignment | To be provided by the concerned faculty members
Topics
n Static Scheduling: FCFS, SJF, Round Robin, Min- | [9]
class Min Scheduling, Max-Min Scheduling. Dynamic
Module 2: Scheduling: Priority-Based Scheduling, Deadline-
Static and Constrained Scheduling, QoS-Aware Scheduling.
Dynamic Comparative Analysis of Scheduling Algorithms:
Scheduling Strengths and Weaknesses. Suitability for Different
Algorithms Cloud Workloads
Assignment | To be provided by the concerned faculty members
Topics




in Metaheuristic-Based Scheduling: Genetic Algorithm | [9]
class (GA), Particle Swarm Optimization (PSO), Ant
Colony Optimization (ACO). Machine Learning-
Module 3: Based Scheduling: Reinforcement Learning
Advanced Reinforcement Learning for Dynamic Workloads,
Scheduling Neural Networks for Predictive Scheduling. Energy-
Techniques Efficient Scheduling: DVFS (Dynamic Voltage and
Frequency Scaling), Thermal-Aware Scheduling.
Assignment | To be provided by the concerned faculty members
Topics
in Workflow Scheduling: Directed Acyclic Graph | [9]
Module 4: class (DAG) Based Models, Critical Path Method (CPM).
Workflow VM placement Scheduling and Challenges. Load
Scheduling, Balancing  Strategies:  Static, Dynamic and
VM Randomized. Resource overbooking and under-
Scheduling provisioning. SLA-aware and energy-efficient
and Resource scheduling models. Performance metrics.
Allocation Assignment | To be provided by the concerned faculty members
Topics
in Serverless Computing and Scheduling: Function-as- | [9]
class a-Service (FaaS) Scheduling
Module 5: Cold Start Problem, Container and serverless
Advanced computing (e.g., Kubernetes). Edge and fog
Trends and computing scheduling: Decentralized Scheduling
Research in Approaches, Latency-Sensitive Task Allocation.
Scheduling Open research challenges: AI/ML in scheduling, Al-
Driven Autonomous Scheduling, Blockchain-Based
Scheduling for Trust and Fairness.
Assignment | To be provided by the concerned faculty members
Topics
Textbooks:

1. Rajkumar Buyya et al., Cloud Computing: Principles and Paradigms, Wiley.

2. Thomas Erl, Cloud Computing: Concepts, Technology & Architecture, Pearson.

Reference Books:

1. Oliver Sinnen, Task Scheduling for Parallel Systems
2. Albert Zomaya & Young Choon Lee, Energy-Efficient Distributed Computing Systems.




CA253A2 / CA253A8 (BL+1T Hrs./week)

CLOUD ARCHITECTURE AND TECHNOLOGY

Questions to be set: 05 (All Compulsory)

Course Objectives: This course provides foundational knowledge on cloud architecture,
service models, virtualization, and cloud deployment strategies. It emphasizes the
technological underpinnings of cloud computing, including scalable resource management,
containerization, and service orchestration. Students will gain practical insights into building
and managing cloud-based infrastructures using current platforms and real-world case studies.

Pre-requisites: Fundamentals of computer networks, Basics of operating systems,

Introductory programming knowledge, Basics of distributed systems.

Course Outcomes (COs):

CO1 | Describe cloud computing models, architecture, and enabling technologies.
CO2 | Explain virtualization concepts and their role in cloud computing.
CO3 | Apply cloud storage and resource management techniques.
CO4 | Demonstrate knowledge of containerization and orchestration.
COS5 | Evaluate and design scalable cloud solutions using modern platforms.
Module brioc[);s::: d Topics Hrs
in Definition, history, characteristics, and benefits, | [8]
class Cloud deployment models: Public, Private, Hybrid,
Module 1: and Community, Cloud service models: IaaS, PaaS,
Introduction to SaaS, Cloud ecosystem and key players, Case
Cloud studies: AWS, Microsoft Azure, Google Cloud
Computing Platform
Assignment | To be provided by the concerned faculty members
Topics
Module 2: in Cloud architectgre and componen'ts., V@rtualization: [9]
Cloud ' class Types, hypervisors, VM _provisioning, Server,
Architecture network‘, and storage Vlrtughzatlon, Cloud resource
and ‘ abstractlon' and orchestration
Virtualization Ass1‘gnment To be provided by the concerned faculty members
Topics
in Storage as a service: Object, block, and file storage, | [9]
Module 3: class Data' ‘rec'lundancy apd replication,' 'Resource,
Cloud Storage provisioning, allocation, .and elastl‘cny, Auto-
and Resource scaling and load‘ balancmg techniques, Cost
Management management and billing
Assignment | To be provided by the concerned faculty members
Topics
Module 4: in Introduction to cpntainers and Docker, Differeqces [9]
Containerization class betv&{een containers and VMs,. Microservices
architecture, Kubernetes: architecture, pods,




and services, volumes, Service discovery and
Orchestration orchestration
Assignment | To be provided by the concerned faculty members
Topics
in Security and compliance in cloud, Identity and | [9]
class Access Management (IAM), Encryption and key
Module 5: . . .
. management, multi-tenancy and  isolation,
Cloud Security . . .
Serverless computing and Function-as-a-Service
and Advanced > . :
Topics (FaaS), Edge computing and cloud-native design
P Assignment | To be provided by the concerned faculty members
Topics
Textbooks:

1. Rajkumar Buyya, James Broberg, Andrzej Goscinski, Cloud Computing: Principles and

Paradigms, Wiley India, 2013

2. Barrie Sosinsky, Cloud Computing Bible, Wiley, 2011

Reference Books:

1. Thomas Erl, Zaigham Mahmood, Ricardo Puttini, Cloud Computing: Concepts,
Technology & Architecture, Pearson, 2014
2. Gautam Shroff, Enterprise Cloud Computing: Technology, Architecture, Applications,
Cambridge University Press, 2010



CA254A2 / CA254A8 (BL + 1 T hrs./week)
BIG DATA AND ITS APPLICATIONS IN CLOUD
Questions to be set: 05 (All Compulsory)

Objectives: This course provides an overview of the concept of Big Data, Machine Learning
and Cloud Computing. It provides different aspect of knowledge discovery for big data and
various data mining process for climate data and multilevel text mining. It also presents the
Hadoop framework for distributed computing and MapReduce for parallel processing and
stream processing with Spark for data management.

Pre-requisites: Fundamentals of data mining concepts.

Course Outcomes:

CO1 | Understand the fundamental concepts, characteristics, and management challenges
of Big Data including volume, velocity, variety, and veracity.
CO2 | Apply machine learning and incremental learning techniques for processing and
analyzing Big Data in real-world applications.
CO3 | Analyze cloud computing models and architecture, including various service and
deployment models for business and IT applications.
CO4 | Demonstrate proficiency in using Hadoop ecosystem components such as HDFS,
YARN, and MapReduce for large-scale data processing.
COS5 | Evaluate Apache Spark architecture and components (RDD, Spark SQL, MLIib,
Streaming) for real-time Big Data processing and compare with Hadoop.

Topics to be
covered
n Introduction to Big Data: Understanding Big | [10]
class Data, capturing Big Data: Volume of Data,
Velocity of Data, variety of Data, Veracity of
Data. Benefitting from Big Data, Management
Module 1: of Big Data, Organising and Analyzing Big
Introduction to Data. Machine Learning and Incremental
Big Data & Learning with Bigdata: Machine learning
Machine concepts, Bigdata and machine learning,
Learning Incremental learning, Incremental learning for
knowledge building, Incremental technique to

handle bigdata, Applications
Assignment | To be provided by the concerned faculty
Topics members

Module Topics Hrs

n Opinion Mining: Aspect and entity extraction, | [10]
class Data Mining for climate data, Multilevel Text
Module 2: Mining.

Knowledge Introduction to cloud computing: Need for
discovery for big cloud computing, Business and IT perspectives,
data Benefits and challenges of cloud computing,
cloud module: Public, private, Hybrid,
community  cloud.  Cloud  application




architecture: Grid computing, transaction
computing. Cloud computing architecture,
cloud services: Database as a service,
infrastructure as a service, platform as a service.

Assignment | To be provided by the concerned faculty
Topics members
Module 3: n Hadoop Framework, HDFS Design goals, | [5]
Distributed class Master-slave architecture, Block system,
computing sequence files, YARN
using Assignment | To be provided by the concerned faculty
Hadoop Topics members
in MapReduce overview, Sample Map Reduce | [9]
class Application: WordCount. MapReduce
Programming: Data Types and Format, Writing
Module 4: : )
MapReduce programming, Testing MapReduce
Parallel .
. . programs. MapReduce Jobs Execution:
processing with M . .
anaging Failures, process & status updates.
Map Reduce . .
Hive Language and Pig language.
Assignment | To be provided by the concerned faculty
Topics members
in Stream  processing with  Spark: Spark | [10]
class Architecture, Resilient Distributed Datasets
. (RDDs), Directed Acylic GraPH(dag), Spark
Module‘S : Stream Ecosystem. Spark for Big Data processing:
processing with MLIib, Spark GraphX, Spark R, Spark SQL,
Spark Spark Streaming. Spark vs Hadoop.
Assignment | To be provided by the concerned faculty
Topics members

Textbooks:

1. Anil Maheshwari, Big Data, McGraw-Hill Education
2. M.N Rao, Cloud Computing PHI learning Pvt. Ltd.

Reference Books:

1. Wesley W. Chu Data Mining & Knowledge Discovery for Big Data: Methodologies,
challenges and opportunities, Springer Science and Business Media.
2. VenkatAnkam, Bigdata Analytics, Packt Publishing Ltd.



https://books.google.co.in/url?id=a0VHDwAAQBAJ&pg=PP1&q=http://www.mheducation.co.in&linkid=1&usg=AFQjCNG3S1OQFzLWk42vG5eyDv4FW8FjHQ&source=gbs_pub_info_r

CA353A2/ CA353A8 (BL+1T Hrs./week)

DISTRIBUTED SYSTEM

Questions to be set: 05 (All Compulsory)

Objectives:  This course covers general introductory concepts in the design and
implementation of distributed systems, covering all the major branches such as Cloud
Computing, Grid Computing, Cluster Computing and Many-core Computing.

Pre-requisites: Networking, Operating systems, Distributed system.

Course Outcomes (CO):
CO1 | Students will be able to understand the concepts and design of distributed system.
CO2 | Students will be able to understand how to build large scale distributed systems.
CO3 Student§ will be able to understand applications that require data-intensive
computing.
Students will be able to understand the significance of distributed systems and
CO4 o .
their implications in the modern IT infrastructure.
Students will be able to understand the issues associated with distributed
CO5 . : ! .
systems and the implementation of potential solutions.
Module Topics to be Topics Hrs
covered
in Introduction — Examples of Distributed Systems— | [6]
Module 1: class Trends in Distributed Systems — Focus on
Introduction to resource sharing — Challenges. Case study: World
the Distributed Wide Web.
Systems Assignment To be provided by the concern faculty members.
Topics
in System Model — Inter process Communication, | [10]
class The API for internet protocols, External data
representation and Multicast communication.
Network virtualization: Overlay networks. Case
study: MPI Remote Method Invocation and
Objects: Remote Invocation — Introduction -
Module 2 Request-reply protocols - Remote procedure call -
Communication Remote method invocation. Case study: Java RMI
in Distributed - Group communication - Publish-subscribe
System systems - Message queues - Shared memory
approaches -Distributed objects - Case study:
Enterprise Java Beans -from objects to
components
Assignment To be provided by the concern faculty members.
Topics




in Introduction to P2P systems, Overlays, | [8]
Module 3- class Unstructured P2P systems (Gnutella, Freenet),
’ Structured P2P systems (Distributed, Hash Tables
Peer to Peer )
. - Chord, Pastry), Integrating unstructured and
services and
File system . structured, P2P system
Assignment To be provided by the concern faculty members.
Topics
in Introduction - Clocks, events and process states - | [12]
class Synchronizing physical clocks- Logical time and
logical clocks, Global states, Coordination and
Agreement, Introduction, Distributed mutual
Module 4: exclusion,  Elections,  Transactions  and
Synchromza‘gon Concurrency Control, Transactions, Transactions,
and Replication Nested  transactions,  Locks,  Optimistic
& Introduction concurrency control, Timestamp ordering, Atomic
to Grid Commit protocols, Distributed  deadlocks,
Computing Replication, Case study: Coda. Introduction to
Grid Computing, Classification of Grids,
Introduction to Service Oriented Computing.
Assignment To be provided by the concern faculty members.
Topics
in Functions/Challenges of Grid computing | [8]
Module 5: class middleware Globus: Open-source software toolkit
Grid used for building Grid systems and applications
Computing Vishwa: A reconfigurable P2P middleware for
Middleware Grid computations.
Assignment To be provided by the concern faculty members.
Topics
Textbook:

1. George Coulouris, Jean Dollimore, and Tim Kindberg,” Distributed Systems: Concepts
and Design”, Fifth Edition, Pearson Education, 2012.
2. D. Janakiram, “Grid Computing”, Tata McGrawHill, 2005.

Reference Book:

1. Pradeep K. Sinha, “Distributed Operating Systems Concepts and Design, EEE, 2014
2. Kai Hwang, Jack Dongarra & Geoffrey C. Fox, “Distributed and Cloud Computing”,
Morgan Kaufmann, Elsevier, 2011.




CA354A2 / CA354A8 (BL+1T Hrs./week)

CLOUD COMPUTING AND SECURITY

Questions to be set: 05 (All Compulsory)

Objectives: This course introduces the core concepts of cloud computing along with its
associated security challenges. It aims to provide a comprehensive understanding of cloud
architecture, service models, and deployment strategies, while focusing on data privacy, access
control, encryption, and compliance. Students will explore secure cloud design and risk
mitigation techniques.

Pre-requisite: Operating Systems and Computer Network.

Course outcomes:

CO1 | Understand cloud computing models including service models, deployment models,
and the cloud reference and cube models.
CO2 | Explain virtualization technologies, types, architecture, and their role in cloud
infrastructure with examples like Xen, VMware, and Hyper-V.
CO3 | Analyze the architecture and lifecycle of cloud computing systems, including SOA,
cloud federation, meshup, and SLA.
CO4 | Evaluate cloud service development platforms such as AWS, Azure, Google App
Engine, and tools used for cloud application development.
COS5 | Assess cloud infrastructure security issues at different levels and understand privacy
and legal concerns in cloud data storage and management.

Module Topics to be Topics Hrs.
covered
in Cloud Computing Concepts: Introduction, | [6]
Module 1: class Cloud Services model, Deployment Model,
Introduction Service Primitives, Cloud Reference Model,
about cloud Cloud Cube Model
computing Assignment | To be provided by the concerned faculty
Topics members
in Virtualization-  definition, Implementation | [10]
class levels of  wvirtualization,  Virtualization
architecture and software. Virtual clustering,
Virtual Infrastructure, Virtualization of CPU,
Memory, I/O Devices, Application
Module 5. Viﬂualizgtion, Vi'rtuali'zati'on for data-centre
Virtualization ' automation.  Virtualization and  cloud
computing, Migrating virtual machines, Pros
and cons of virtualization. Para-virtualization,
Full-virtualization. Examples- Xen, Microsoft
Hyper-V, VMware.
Assignment | To be provided by the concerned faculty
Topics members




Module 3:
Cloud
Computing
Architecture

in
class

Service Level Agreement
Understanding cloud architecture,
Oriented  Architecture  (SOA), Cloud
abstraction  and  virtualization, Cloud
federation, Cloud meshup, Cloud life cycle.

(SLA),
Service

[8]

Assignment
Topics

To be provided by the concerned faculty
members

Module 4: Cloud
Service
Development and
Applications:

in
class

Web-based application, Pros and cons of cloud
service development, Types of cloud service
development, cloud development life cycle.
Discovering cloud services, Development
services and tools, Amazon EC2, Amazon Web
services (AWS), Google app engine, IBM blue
cloud, Microsoft Azure, Hadoop, Map-reduce,
Force.com.

[10]

Assignment
Topics

To be provided by the concerned faculty
members

Module 5: Cloud
Security and
Privacy

in
class

Infrastructure security: Network level, Host
level, Application level, Data security and
storage: aspects of data security, data security
mitigation, provider data and its security,
Security management in cloud, Privacy:
privacy, data life cycle, key privacy concerns in
the cloud, changes to the privacy risk
management and compliance in relation to
cloud computing, legal and regulatory
implications

[10]

Assignment
Topics

To be provided by the concerned faculty
members

Textbooks:

1. Tim Mather, Subra Kumaraswamy, and Shahed Latif, “Cloud Security and Privacy”,

O’reilly,SPD,

2. Rajkumar Buyya, James Broberg, Andrzej Goscinski, Cloud Computing— Principles and
paradigms, Wiley.

Reference Books:

1. George Reese, Cloud Application Architectures, O’Reilly.
2. Michael Miller, Cloud computing: Web based applications that change the way you work

and collaborate online, Pearson.



CA453A2 / CA453A8 (BL+1T Hrs./week)

EDGE AND FOG COMPUTING

Questions to be set: 05 (All Compulsory)

Course Objectives: This course introduces the concepts, architecture, and technologies of
Edge and Fog Computing. It focuses on decentralized computing paradigms that complement
cloud systems by bringing data processing closer to the source. Students will learn about
frameworks, communication models, security challenges, and real-world applications across
IoT and intelligent systems.

Pre-requisites: Fundamentals of computer networks, Basics of cloud computing, Introductory

knowledge of IoT systems

Course Outcomes (COs):

CO1 | Understand the fundamental principles of edge and fog computing.
CO2 | Compare architectures and deployment models of edge, fog, and cloud systems.
CO3 | Analyze communication protocols and frameworks used in edge and fog
environments.
CO4 | Explore security and privacy issues in distributed computing.
COS5 | Apply edge/fog computing concepts in real-world applications and case studies.
Topics to .
Module be cl:)vere d Topics Hrs
in Overview and need for Edge/Fog Computing, | [8]
class Limitations of cloud in real-time processing,
Module 1: Evolution from cloud to edge/fog, Key
Introduction to characteristics, comparison of edge, fog, and cloud,
Edge and Fog Use cases and industry trends
Computing Assignment | To be provided by the concerned faculty members
Topics
in Fog computing architecture and its layers, Edge | [9]
class computing models and components, Comparison of
Module 2: fog and edge architectures, Edge/Fog platforms:
. ’ Cisco 10x, AWS Greengrass, Microsoft Azure [oT
Architectures . .
and Platforms Edge, OpenFog, Data processing and orchestration
at the edge
Assignment | To be provided by the concerned faculty members
Topics
in Edge/fog to cloud communication, MQTT, CoAP, | [9]
class AMQP, REST, Data aggregation and routing in
Module 3,: ) edge  networks, Bandwidth and latency
Communication considerations, Role of SDN/NFV in edge/fog
and Protocols Assignment | To be provided by the concerned faculty members
Topics
Module 4: in Security threats in fog and edge environments, | [9]
Security, class Authentication, access control, and encryption,




Privacy and Privacy-preserving models, Trust management,
Challenges Resource constraints and fault tolerance
Assignment | To be provided by the concerned faculty members
Topics
in Smart cities, smart healthcare, industrial 10T, Video | [9]
class surveillance and autonomous vehicles, Edge Al and
Module 5: . . . ..
- real-time analytics, Case studies: edge analytics in
Applications .
agriculture, traffic control, and energy systems,
and Case L
Studies Future trends and research directions
Assignment | To be provided by the concerned faculty members
Topics
Textbooks

1. Flavio Bonomi, Rodolfo Milito et al., Fog Computing: Concepts, Frameworks and
Technologies, Wiley, 2020
2. Pethuru Raj, Anupama C. Raman, The Internet of Things: Enabling Technologies,
Platforms, and Use Cases, CRC Press, 2017

Reference Books

1. F. H. Bijarbooneh et al., Fog and Edge Computing: Principles and Paradigms, Wiley, 2019
2. Amir M. Rahmani et al., Edge Computing: Fundamentals, Advances and Applications,

Springer, 2021



CAS554A2 / CA454A8

(BL+1T Hrs./week)

VIRTUALIZATION CONCEPTS

Questions to be set: 05 (All Compulsory)

Course Objectives: This course introduces the fundamentals of virtualization technologies and
their critical role in modern computing infrastructures. Students will explore various types of
virtualizations, including server, storage, network, and desktop virtualization, along with
hypervisors, virtual machines, containers, and orchestration tools. Emphasis is placed on real-
world applications, performance, and security.

Pre-requisites: Basics of Operating Systems, Fundamentals of Computer Networks,
Introductory knowledge of Cloud Computing

Course Outcomes (COs):

CO1 | Understand the basic principles and architecture of virtualization.
CO2 | Differentiate between various types of virtualization and hypervisors.
CO3 | Analyze the role of virtualization in cloud computing and data centres.
CO4 | Apply containerization and orchestration concepts using tools like Docker and
Kubernetes.
COS5 | Evaluate performance, management, and security in virtualized environments.
Module btogsz::d Topics Hrs
in Definition, history, and benefits of virtualization, | [9]
Module 1: class Virtualization vs. emulation vs. simulation,
Introduction Virtualization use cases in IT and cloud, Overview of
to cloud-native virtualization
Virtualization | Assignment | To be provided by the concerned faculty members
Topics
in Server, storage, network, desktop, and application | [9]
Module 2: class virtualization, Full vs. para virtualization, Type 1 and
Types of Type 2 hypervisors (e.g., VMware ESXi, Microsoft
Virtualization Hyper-V, KVM), Hypervisor architecture and VM
and lifecycle
Hypervisors Assignment | To be provided by the concerned faculty members
Topics
in Creating and managing virtual machines, CPU, | [9]
Module 3: class memory, and storage virtualization, Snapshotting and
V1rtugl cloning, Performance tuning in VMs, Tools:
Machines and VirtualBox, VMware Workstation
I Assignment | To be provided by the concerned faculty members
Management Topics
Module 4- in Introd}lction to containerizatiqn: Docker bgsics, [9]
Containers class Containers vs. VMs,' Docker images, containers,
and volumes, and networkmg, Kubeme‘Fes fundamenta}ls:
Orchestration pods, deployments, services, Container orchestration

and scaling




Assignment | To be provided by the concerned faculty members

Topics

in Security challenges in virtualization, Isolation, | [8]
Module 5: class sandboxing, and access control, Virtualization in
Security, DevOps and CI/CD pipelines, Trends: Bare-metal
Management virtualization, lightweight hypervisors, cloud-native
& Emerging virtualization, Case studies in industry
Trends Assignment | To be provided by the concerned faculty members

Topics

Textbooks:

1. Rajkumar Buyya, Mastering Cloud Computing, McGraw Hill, 2013
2. Nick Marshall et al., Mastering VMware vSphere, Wiley, Latest Edition

Reference Books:
1. James E. Smith and Ravi Nair, Virtual Machines: Versatile Platforms for Systems and

Processes, Morgan Kaufmann, 2005
2. Kelsey Hightower et al., Kubernetes: Up & Running, O’Reilly Media, 2nd Edition, 2019




BCA MINOR SPECIALIZATION

NETWORK & INFORMATION SECURITY
(COURSE CURRICULUM)



CA155A2/CA155A8 (BL+1T Hrs./week)

CRYPTOGRAPHY FUNDAMENTALS

Questions to be set: 05 (All Compulsory)

Objectives:  This course provides an overview of computer security principles using
cryptography. The course will help to learn the principles of cyber information security in
various computing environments. The goal of the course is to provide students with the
necessary foundations to understand cryptography and its applications.

Pre-requisites: Computer Network.

Course Outcomes:

COl Understand foundational concepts in information security, including
confidentiality, integrity, authentication, non-repudiation, and the OSI security
architecture.

CO2 Apply classical encryption techniques such as substitution and transposition

ciphers and analyze the working of stream ciphers.

CO3 Demonstrate the principles and working of symmetric key cryptography
including DES, Triple DES, and key distribution techniques.

CO4 Analyze and implement public key cryptographic algorithms such as RSA and
Diffie-Hellman and understand their role in secure communication.

CO5 Evaluate authentication mechanisms using hash functions, MACs, and digital
signatures, and apply secure hashing algorithms like MDS5 and SHA.

Module Topics to be Topics Hrs
covered
n Introduction, History, Terminology,| [11]
Module 1: class Confidentiality, Authentication, Integrity, Non-
Foundations repudiation, OSI Security Architecture: Attacks,
and Services and Mechanisms, A model of]
Principles of internetwork conventional encryption model.
Cryptography Substitution techniques and Transposition
with techniques. Stream Ciphers: Caesar Cipher,
Classical Mono-alphabetic cipher, Playfair cipher, Poly-
Encryption alphabetic cipher.
Techniques Assignment | To be provided by the concerned faculty
Topics members
in Symmetric key encryption model, Fiestal | [9]
class Cipher structure, Block cipher principles,
Module 2 Simplified DES, Data Encryption Standard,
Symmetric Key . . . . .
Cryptography lefereptlal and hnear' cryp'tana1y51s' algorithms,
Confusion and Diffusion, Triple DES,
Confidentiality using conventional encryption,




Placement of encryption function, Traffic
confidentiality, Key distribution.

Assignment | To be provided by the concerned faculty
Topics members
in Principles of prime and relatively prime | [8]
Module 3: class numbers, Greatest Common Devisor, Modular
Basics arithmetic, Fermat’s and Euler’s theorems,
Number Random number, and a pseudo-random
Theory for number.
Cryptography Assi'gnment To be provided by the concerned faculty
Topics members
in Public key cryptography model. Principles of | [8]
class public-key cryptography, The RSA algorithm,
Module 4: Public Key management, Diffie-Hellman key
Asymmetric Key exchange protocol. Confidentiality and
Cryptography authentication using public-key cryptography.
Assignment | To be provided by the concerned faculty
Topics members
in Authentication Requirements, Authentication | [8]
class Functions, Message Authentication Codes
Module 5: (MA(?), MDS5 Message-Digest Algorithm, Hash
Message Function, Secure Hash Algorithm (SHA).
Authentication Digital  Signature and  Authentication
and Hash Protocols: Digital Signatures, Authentication
Functions protocols, Digital Signature Standard (DSS).
Assignment | To be provided by the concerned faculty
Topics members
Textbooks:

1. William Stallings, “Cryptography and Network Security”, Pearson.
2. Behrouz A Frouzan, “Cryptography and Network Security”, Tata McGraw Hill.

Reference Books:

1. Richard E. Smith, “Internet Cryptography”, Pearson.
2. D. Chapman and E. Zwicky, “Building Internet Firewalls”, O’Reilly.




CA156A2/CA156A8

(BL+1T Hrs./week)

NETWORK AND INFORMATION SECURITY

Questions to be set: 05 (All Compulsory)

Objectives: This course provides an insight into the real-world scenario of network and
information security risks and their solutions. The course will help to learn the
implementation of cryptographic algorithms for network and information security. The
goal of the course is to provide students with the necessary understanding of information

security and network security risks and its solutions.

Pre-requisites: Computer Networks, Cryptography and Number Theory.

Course outcomes:

Mail & IP

(PGP), S/MIME. IP security: IP security

CO1 | Understand the fundamentals of network security, including its goals, models,
principles, and the role of cryptology and steganography.
CO2 | Apply various authentication mechanisms and digital signature algorithms such as
Kerberos, X.509, and DSA to ensure secure communication.
CO3 | Analyze email and IP security protocols including PGP, S/MIME, and IPSec, and
understand key management techniques.
CO4 | Evaluate web security technologies such as SSL/TLS, SET, and assess intrusion
detection and firewall mechanisms.
CO5 | Identify various network threats such as viruses, worms, spyware, and botnets, and
demonstrate the use of anti-malware and security tools to mitigate them.
Module Topics to be Topics Hrs
covered
n Network Security Fundamentals: Introduction to| [8]
class computer security, information security and
Module 1: network security. Security models. Security
Fundamentals of goals. Security principles Cryptology and
Network Security steganography. OSI Security Architecture.
Assignment | To be provided by the concerned faculty
Topics members
in Authentication, Types of authentications,| [10]
class Authentication applications, Kerberos, X.509
Module 2- directory  authentication service, Digital
Authentication Signature, requirements for digital signatures,
and Digital types of digital signature, dual signature, Digital
Signature Signature Algorithm (DSA)
Assignment | To be provided by the concerned faculty
Topics members
Module 3: E- :;?ass Electronic mail security: Pretty Good Privacy| [9]




Security

overview, 1P security architecture,
Authentication header, Encapsulation, security,
Payload, Combining security associations, Key
management.

Assignment | To be provided by the concerned faculty
Topics members
in Web security: Web security requirements,| [9]
class secure socket and transport layer security, secure
Module 4: Web electronic transaction. Intrusion Detection
security & System and Firewalls: Intruders, Intrusion and
Intrusion Intrusion Detection System (IDS), Types of|
Detection System IDS, Firewalls, Characteristics of firewalls,
and Firewalls types of firewalls.
Assignment | To be provided by the concerned faculty
Topics members
in Viruses, worms, trojans, spyware, malware,| [8]
Module 5: class botnet, and related threats, types of virus, Anti-
Malicious virus software, Anti-malware, Anti-phishing
Software and and anti-spyware software.
Countermeasures Assignment | To be provided by the concerned faculty
Topics members
Textbooks:

1. William Stallings, “Cryptography and Network Security”, Pearson.
2. Behrouz A Frouzan, “Cryptography and Network Security”, Tata McGraw Hill.

Reference Books:

1. Richard E. Smith, “Internet Cryptography”, Pearson.
2. Atul Kahate, “Cryptography and Network Security”, McGraw Hill.




CA255A2/CA255A8 (BL+1T Hrs./week)
INTERNET SECURITY AND PRIVACY

Questions to be set: 05 (All Compulsory)

Objectives: This course provides an overview of internet security risks and their solutions. The
course will help to learn the methods and techniques for information security and privacy
concerns in internet technologies. The goal of the course is to provide students with the
necessary understanding of information security and privacy issues in today’s internet

Pre-requisites: Computer Networks, Cryptography and Web Application.

Course outcomes:

CO1 | Understand the fundamental concepts and protocols of internet security including
SSL, SHTTP, SET, and email security.

CO2 | Apply knowledge of wireless and mobile security technologies such as WAP
security and GSM security to real-world scenarios.

CO3 | Analyze the structure and implementation of Public Key Infrastructure (PKI),
digital certificates, and standards such as PKIX and PKCS.

CO4 | Evaluate the role of network-level security tools such as firewalls, VPNs, and IP
Security in ensuring secure communication over the internet.

COS5 | Identify and assess threats posed by malicious software and demonstrate
administrative strategies and legal frameworks to ensure organizational security.

Topics to be

Module Topics Hrs
covered

in Basic Concepts, Security Socket Layer (SSL), | [8]
class Secure Hyper Text Transfer Protocol (SHTTP),
Time stamping Protocol (TSP), Secure
Module 1: Electronic Transaction (SET), SSL Versus
Internet Security SET, 3-D Secure Protocol, Electronic Money,
Protocols Email Security, Wireless Application Protocol

(WAP) Security in GSM.
Assignment | To be provided by the concerned faculty

Topics members
in Public Key Infrastructure (PKI): Introduction, | [8]
class Digital Certificates, Private Key Management,

Module 2: Public The PKIX Model, Public Key Cryptography

Elegastru cture standard (PKCS), XML, PKI and Security.
Assignment | To be provided by the concerned faculty
Topics members

Module 3- in Brief Introduction to TCP/IP, Firewalls, IP | [8]

Network class Security, Virtual Private Networks (VPN)




Security Assignment | To be provided by the concerned faculty

Topics members

in Administration Security: Security planning, | [10]

class Risk analysis, Organization and security

Policies, Physical Security. Malicious Software

Modgle; 4: ‘ and Countermeasures: Viruses, worms, trojans,
Admlplstratmg spyware, malware, botnet, and related threats,
Security & . . .
Malicious types of VII'U.SG‘S, ziﬁl"ltl-VII'us softwa.re, Anti-
Software and malware, Anti-phising and anti-spyware
Countermeasures software.

Assignment | To be provided by the concerned faculty

Topics members

in Firewalls, Characteristics of firewalls, types of | [10]

class firewalls. Privacy and related issues in Internet
Module 5: Security: Privacy, Data Life cycle, privacy
Firewalls & concerns. Legal and Ethical Issues in internet
Privacy related security, Protecting Programs and data.
1SSues Assignment | To be provided by the concerned faculty

Topics members

Textbook:

1. Atul Kahate — Cryptography and Network Security, 2" Edition Tata McGraw Hill
Publication, New Delhi-2006
2. Richard E. Smith, “Internet Cryptography”, Pearson.

Reference Book:

1. Behrouz A. Forouzan and D. Mukhopadhyay- Cryptography & Network Security, 2™
Edition - 1* reprint 2010, McGraw Hill, New Delhi.
2. Wade Trapple, Lawrence C. Washington- Introduction to Cryptography with coding
Theory, 2" Edition pearson Education



CA256A2/CA256A8 (3L + 1T Hrs./week)

SYSTEM AND NETWORK ADMINISTRATION

Questions to be set: 05 (All Compulsory)

Objective: This course covers administering Windows and Linux operating systems, focusing
on installation, configuration, and maintenance in client-server environments. Topics include
DNS, Active Directory, group policies, Windows services, and Linux system administration,
including server setups like WWW, DHCP, DNS, Samba, and email, using tools like Ubuntu
and terminal commands.

Pre-requisites: Communication Technique and Data Communication.

Course Outcomes:
CO1 | Understand networking protocols, system administration, and OSI/TCP-IP models.

CO2 | Configure DHCP, file systems, boot processes, and user accounts.

CO3 Use system commands, set up firewalls, and mail servers.
CO4 | Manage web, DNS, proxy servers, and NAT/PAT.
COS5 | Implement FTP, print servers, and remote admin via SSH, Telnet.

Topics to be
covered
in Networking and System Administration | [8]
class Overview: History, Necessity of System
Administration, Network Protocols and
Standards, Reference Model (OSI, TCP/IP),
Module 1: Windows and Linux Networking Basics, File
Overview of System, File Protection, File Sharing,
Networking and Switching and Routing basics. Dynamic Host
System Configuration Protocol (DHCP): DHCP
Administration Principle, DHCP Server Configuration, DHCP
Options, Scope, Reservation and Relaying,

DHCP Troubleshooting.
Assignment | To be provided by the concerned faculty
Topics members

Module Topics Hrs

in Server Administration Basics: Server and | [9]
class Client Installation, Boot Process and Startup
Services: Xinetd/Inetd, managing accounts:
users, groups and other privileges, File Systems
and Quota Management, Job Scheduling with
cron, crontab, anacron and system log analysis,
Process controlling and management, Online
Server upgrade/update process.

Assignment | To be provided by the concerned faculty
Topics members

Module 2: Basic
Server
Administration




in Basic  System commands and Mail | [9]
class management: Ls, cd , dir, chmod, ifconfig,
who, grep, 1w, kill, ps, session recording, Key
M°4“1e3‘ logger, Basic Mail Server Concepts and
Basic System Configuration (Sendmail, postfix, gmalil,
Corpmands & exim.). Network Configuration Basics: [Pv4
Mail and IPv6 addressing, Network Interface
Management Configuration, Diagnosing Network start-up
and Netwo'rk issues, Linux and Windows Firewall
Cor}ﬁguratmn configuration, = Network  troubleshooting
basics commands.
Assignment | To be provided by the concerned faculty
Topics members
in Name Server and Configuration: DNS | [9]
class principles and Operations, Basic Name Server
and Client Configuration. Web and Proxy
Module 4: Name Server  Configuration: HTTP  Server
Server, Web and Configuration Basics, Virtual Hosting, HTTP
Proxy Servery & Caching, Proxy Caching Server Configuration,
Configuration Proxy-Authentication Mechanisms,
NAT/PAT, Troubleshooting.
Assignment | To be provided by the concerned faculty
Topics members
in FTP, File and Print Server: General Samba | [9]
class Configuration, SAMBA SWAT, NFS and NFS
Client  Configuration, FTP  Principles,
Module 5: Troubleshooting. Remote Administration and
’ Management: Router Configuration,
Webmin/usermin, Team Viewer, Telnet, SSH.
Assignment | To be provided by the concerned faculty
Topics members
Textbooks:

1. Tomsho, Greg, Guide to Networking Essentials, Cengage Learning, 8th Edition, 2022.
2. Evi Nemeth, Garth Snyder, Trent R. Hein, Ben Whaley, Dan Mackin, UNIX and Linux
System Administration Handbook, Pearson Education, 5th Edition, 2018.

Reference Books:

1. Paul Cobbaut, Linux System Administration, Linux Training Foundation, 1st Edition,
2021 (Free PDF version available online; printed editions available via local
publishers).

2. Mark Burgess, Principles of Network and System Administration, Wiley India Pvt. Ltd.,
2nd Edition, 2004.



CA355A2/CA355A8

(BL+1T Hrs./week)

BLOCKCHAIN TECHNOLOGY

Questions to be set: 05 (All Compulsory)

Objective: This course introduces blockchain technology, its architecture, and real-world use
cases. It covers Bitcoin fundamentals, digital currency history, laws, trends, and communities.
Students gain foundational knowledge to understand, build, and visualize blockchain
ecosystems and their deployment environments.

Pre-requisites: Distributed System, Cloud computing, Programming concepts.

Course Outcomes (CO):
CO1 | Understand blockchain basics, working, and cryptocurrencies.
CO2 | Analyze blockchain applications across industries and sectors.
CO3 | Explore research trends in blockchain technology.
CO4 | Apply blockchain concepts to real-world scenarios.
COS5 | Identify issues in blockchain and suggest possible solutions.
Module Topics to be Topics Hrs
covered
in Blockchain basics, Public Ledgers, Blockchain as | [9]
class public ledgers, History and Evolution- Blockchain,
Bitcoin, Blockchain 2.0, Smart Contracts,
Architecture- Block in a Blockchain, Transactions,
Module 1: Distributed Consensus, Conceptualization- The
Introduction to Chain and the Longest Chain, Cryptocurrency to
Blockchain Blockchain 2.0, Permissioned and permission-less
Model of Blockchain. Cryptographic Hash
Function, Properties of a hash function, Hash
pointer and Merkle tree, Digital Signature, Public
Key Cryptography, A basic cryptocurrency.
Assignment To be provided by the concern faculty members
Topics
in Basics — Creation of coins, Payments and double | [8]
class spending, Bitcoin scripting, Bitcoin Scripts,
Bitcoin P2P Network, Transaction in Bitcoin
Module 2: o .
Bitcoin Network, Bitcoin mining, Block propagation and
block relay
Assignment To be provided by the concern faculty members
Topics
in Why Consensus, Distributed consensus in open | [9]
Module 3: class environments, Consensus in a Bithin netwgrk,
Distributed Proof of Work '(P(?W) — basic introduction,
Hashcash PoW, Bitcoin PoW, Attacks on PoW and
Consensus

the monopoly problem. Basics- Permissioned
model and use cases, Design issues for
Permissioned blockchains, Execute contracts, State




machine replication, Consensus models for
permissioned blockchain- Distributed consensus in
closed environment, Paxos.

Assignment To be provided by the concern faculty members
Topics
in Use cases across industries — financial services, | [9]
class trade finance, supply chain, container and food
traceability, healthcare, energy, media, and
Module 4: government. Topics include  blockchain
Blockchain communities, fraud prevention, Everledger, e-
Estonia case study, digital identity, SSO, identity
Use Cases L
management principles, tax payments, and land
records.
Assignment To be provided by the concern faculty members
Topics
in Consensus and Scalability: PoW vs BFT, finality, | [9]
class Bitcoin-NG, fairness, microblocks, collective
signing. Byzcoin: BFT improvements and design.
Module 5: Algorand: Synchrony, forks, and transaction
Research neutrality. Cross Fault Tolerance: XFT, XPaxos.
Aspects Secure MPC: Blockchain in scientific applications,
big data, and network reliability.
Assignment To be provided by the concern faculty members
Topics
Textbooks:

1. Andreas Antonopoulos, “Mastering Bitcoin: Unlocking Digital Cryptocurrencies”,
Publisher. O'Reilly Media, 2015
2. Melanie Swa, “Blockchain”, O’Reilly Media

Reference Books:
1. Arvind Narayanan, Joseph Bonneau, Edward Felten, “Bitcoin and Cryptocurrency
Technologies: A Comprehensive Introduction”, ISBN-10: 0691171696.
2. Andreas M. Antonopoulo, “Mastering Bitcoin: Programming the Open Blockchain”,
2ndEdition. ISBN-10: 1491954388




CA354A2 / CA354A8 (BL+1T Hrs./week)

CLOUD COMPUTING AND SECURITY

Questions to be set: 05 (All Compulsory)

Objectives: This course introduces the core concepts of cloud computing along with its
associated security challenges. It aims to provide a comprehensive understanding of cloud
architecture, service models, and deployment strategies, while focusing on data privacy, access
control, encryption, and compliance. Students will explore secure cloud design and risk
mitigation techniques.

Pre-requisite: Operating Systems and Computer Network.

Course outcomes:

CO1 | Understand cloud computing models including service models, deployment models,
and the cloud reference and cube models.
CO2 | Explain virtualization technologies, types, architecture, and their role in cloud
infrastructure with examples like Xen, VMware, and Hyper-V.
CO3 | Analyze the architecture and lifecycle of cloud computing systems, including SOA,
cloud federation, meshup, and SLA.
CO4 | Evaluate cloud service development platforms such as AWS, Azure, Google App
Engine, and tools used for cloud application development.
COS5 | Assess cloud infrastructure security issues at different levels and understand privacy
and legal concerns in cloud data storage and management.

Module Topics to be Topics Hrs.
covered
in Cloud Computing Concepts: Introduction, | [6]
Module 1: class Cloud Services model, Deployment Model,
Introduction Service Primitives, Cloud Reference Model,
about cloud Cloud Cube Model
computing Assignment | To be provided by the concerned faculty
Topics members
in Virtualization-  definition, Implementation | [10]
class levels of  wvirtualization,  Virtualization
architecture and software. Virtual clustering,
Virtual Infrastructure, Virtualization of CPU,
Memory, I/O Devices, Application
virtualization, Virtualization for data-centre
Module 2: . . o
Virtualization automat'lon. ‘Vlrt.uahzz.ttlon anq cloud
computing, Migrating virtual machines, Pros
and cons of virtualization. Para-virtualization,
Full-virtualization. Examples- Xen, Microsoft
Hyper-V, VMware.
Assignment | To be provided by the concerned faculty
Topics members




Module 3:
Cloud
Computing
Architecture

in
class

Service Level Agreement
Understanding cloud architecture,
Oriented  Architecture  (SOA), Cloud
abstraction  and  virtualization, Cloud
federation, Cloud meshup, Cloud life cycle.

(SLA),
Service

[8]

Assignment
Topics

To be provided by the concerned faculty
members

Module 4: Cloud
Service
Development and
Applications:

in
class

Web-based application, Pros and cons of cloud
service development, Types of cloud service
development, cloud development life cycle.
Discovering cloud services, Development
services and tools, Amazon EC2, Amazon Web
services (AWS), Google app engine, IBM blue
cloud, Microsoft Azure, Hadoop, Map-reduce,
Force.com.

[10]

Assignment
Topics

To be provided by the concerned faculty
members

Module 5: Cloud
Security and
Privacy

in
class

Infrastructure security: Network level, Host
level, Application level, Data security and
storage: aspects of data security, data security
mitigation, provider data and its security,
Security management in cloud, Privacy:
privacy, data life cycle, key privacy concerns in
the cloud, changes to the privacy risk
management and compliance in relation to
cloud computing, legal and regulatory
implications

[10]

Assignment
Topics

To be provided by the concerned faculty
members

Textbooks:

1. Tim Mather, Subra Kumaraswamy, and Shahed Latif, “Cloud Security and Privacy”,

O’reilly,SPD,

2. Rajkumar Buyya, James Broberg, Andrzej Goscinski, Cloud Computing— Principles and
paradigms, Wiley.

Reference Books:

1. George Reese, Cloud Application Architectures, O’Reilly.
2. Michael Miller, Cloud computing: Web based applications that change the way you work

and collaborate online, Pearson.



CA356A2/CA356A8

(3L+1T Hrs./week)

10T SECURITY AND PRIVACY

Questions to be set: 05 (All Compulsory)

Objectives: This course introduces students to the core security and privacy challenges in the
Internet of Things (IoT) ecosystem. It aims to develop foundational knowledge of IoT
architectures, threat models, and secure communication protocols. Students will explore
authentication, encryption, privacy-preserving techniques, and risk assessment methods
tailored for IoT devices and networks.

Pre-requisites: Basic knowledge of Networking, Cryptography, and Embedded Systems.

Course Outcomes (CO):
COl | Analyze the security architecture of various IoT platforms.
CO2 | Identify potential threats and vulnerabilities in [oT systems.
CO3 | Apply cryptographic and privacy-preserving techniques in IoT scenarios.
CO4 | Evaluate legal and ethical implications of IoT data privacy.
COS5 | Design and implement secure [oT systems.
Module Topics to be Topics Hrs
covered
Module 1: in Overview of IoT Ecosystem: Devices, Gateways, | [8]
Introduction to | class Cloud, and Applications, IoT Protocols (MQTT,
IoT and CoAP, XMPP, etc.), Security and Privacy
Security Challenges in IoT, Attack Surfaces in IoT
Challenges - -
Assignment To be provided by the concern faculty members
Topics
in Lightweight Cryptography for [oT, Symmetric and | [9]
Module 2: class Asymmetric  Encryption  Techniques, Key
Cryptography Management n Constrained Devices,
and Access Authentication and Access Control Models
Control in IoT (OAuth, RBAC, ABAC)
Assignment To be provided by the concern faculty members
Topics
in IoT-Specific Attacks (e.g., Routing Attacks, DoS, | [9]
class Node Replication), Secure Routing and
Module 3: L . :
Network Commu'mca‘mon Protocols, Intrusion Detection and
Security in ToT Prevention in IoT, IPv4 or IPv6
Assignment To be provided by the concern faculty members
Topics
Module 4: in Security in IPv6 and 6LoWPAN, Privacy Threats | [9]
Privacy Issues class in IoT: Data Leakage, Tracking, Profiling,
and Anonymization and Pseudonymization

Mechanisms

Techniques, Privacy-by-Design in IoT




Architectures, GDPR and Legal Frameworks for
IoT Privacy

Assignment To be provided by the concern faculty members

Topics
Module 5: in Secure Boot and Firmware Update Mechanisms, | [9]
Secure IoT class Role of Blockchain in IoT Security, Fog and Edge
Architectures Computing Security Models, Case Studies: Smart
and its Home, Healthcare, Industrial IoT, Zero Trust
associated Architectures of [oT
Frameworks Assignment To be provided by the concern faculty members

Topics
Textbooks:

1. B. B. Gupta, D. P. Agrawal, and Haoxiang Wang, Computer and Cyber Security:

Principles, Algorithm, Applications, and Perspectives, CRC Press, 1st Edition, 2018.

2. V. K. Sehgal, A. Patrick, S. Choudhury, Internet of Things: Security and Privacy Issues,

CRC Press, 1st Edition, 2020.

Reference Books:
1. Rajkumar Buyya and Amir Vahid Dastjerdi, Internet of Things: Principles and Paradigms,
Morgan Kaufmann, 1st Edition, 2016.
2. Sunil Cheruvu, Anil Kumar, Ned Smith, and David Wheeler, Demystifying Internet of
Things Security, Apress, 1st Edition, 2019.




CA455A2/CA455A8

(BL+1T Hrs./week)

NETWORK SECURITY MANAGEMENT

Questions to be set: 05 (All Compulsory)

Objectives: This course aims to provide a comprehensive understanding of network security
principles, policies, and management practices. Students will learn to identify security threats,
apply encryption techniques, configure firewalls, manage access controls, and implement
secure protocols. Emphasis is placed on policy development, monitoring, and incident

response in real-world networks.

Pre-requisites: Basic knowledge of computer networks, Fundamentals of Operating Systems,
Introductory understanding of cybersecurity

Course Outcomes (CO):

COl | Understand the principles of network security and identify various threats.
CO2 | Apply encryption and authentication mechanisms for secure communication.
CO3 | Configure and manage firewalls, VPNs, and IDS/IPS.
CO4 | Develop and implement network security policies and access control.
COS5 | Analyze security incidents and perform basic forensic investigations.
Module Topics to be Topics Hrs
covered
in Fundamentals of security — CIA triad, Types of | [8]
class network attacks: DoS, sniffing, spoofing,
Module 1': phishing,
Introduction to Security services and mechanisms, Security goals
Network ) )
Security threat modelling, and risk analysis
Assignment To be provided by the concern faculty members
Topics
in Symmetric and asymmetric encryption (AES, | [9]
Module 2: class RSA), Hashing techniques (SHA, MDS5). Digital
Cryptography signatures and  certificates, Public Key
and Secure Infrastructure (PKI)
Communication |"Aggionment To be provided by the concern faculty members
Topics
in Firewalls — types and configurations, Intrusion | [9]
class Detection Systems (IDS) and Intrusion Prevention
Module 3: Systems (IPS), Virtual Private Networks (VPNs),
Network
Security Securfr Socket Layer (SSL)/Transport Layer
Technologies Security (TLS)
Assignment To be provided by the concern faculty members

Topics




in Access control models (MAC, DAC, RBAC), | [9]
Module 4: class Identity and access management (IAM), Network
Access Control security policies and procedures, Endpoint
and Security security and patch management
Management Assignment To be provided by the concern faculty members

Topics

in Network monitoring and logging tools, SIEM | [9]
Module 5: class (Security Information and Event Management),
Security . . . .

o7 Incident handling and response strategies, Basics

Monitoring and )
Incident of network forensics
Response Assignment To be provided by the concern faculty members

Topics
Textbooks:

1. William Stallings, Network Security Essentials: Applications and Standards, Pearson, 6th

Edition, 2023.

2. Behrouz A. Forouzan, Cryptography and Network Security, McGraw Hill Education, 3rd

Edition, 2023.

Reference Books:

1. Mark Ciampa, Security+ Guide to Network Security Fundamentals, Cengage Learning,
6th Edition, 2018.

2. Chwan-Hwa (John) Wu and J. David Irwin, Introduction to Computer Networks and

Cybersecurity, CRC Press, 1st Edition, 2013.




BCA MINOR SPECIALIZATION

ARTIFICIAL INTELLIGENCE
(COURSE CURRICULUM)



CA157A2/ CA157AS8

(BL+1T Hrs./week)

FUNDAMENTALS OF ARTIFICIAL INTELLIGENCE

Questions to be set: 05 (All Compulsory)

Objectives:

The aim of this course is to enable the students to gain basic knowledge about

artificial intelligence and train the students on the various Heuristic Search Techniques and Expert
Systems. The completion of this course will enable the students to understand the basic concept
of Al and its applications.

Pre-requisites: Knowledge in searching techniques and basic programming knowledge.

Course Outcomes:

CO1 | Understand the foundational concepts, history, and scope of Artificial Intelligence.
CO2 | Apply basic Al techniques such as search algorithms and knowledge representation.
CO3 | Analyze different problem-solving strategies including heuristic and adversarial search.
CO4 | Implement simple Al models for reasoning, planning, and decision-making.
COS5 | Evaluate ethical, societal, and real-world implications of deploying Al systems.
Topics to .
Module be cI())vere d Topics Hrs
in What is Artificial Intelligence, Foundation of Al, | [12]
class History of Al, agents, Applications of Al, A.I
Representation, Future of Al, Issues in Design of
Module 1,: Search Programs — Blind Search or Depth First
Introduction to Al Search, Breadth First Search, Logic Programming
Assignment | To be provided by the concern faculty members
Topics
in Introduction to Logic Programming by Prolog, | [10]
class Writing a Prolog Program, Structure of Prolog
Module 2: N
. Program, Types, Search, Backtracking in Prolog,
Introduction to Lists.
Prolog Assignment | To be provided by the concern faculty members
Topics
in Heuristic Search, Heuristic Search Methods — | [8]
Module 3: class Generate and Test, Hill Climbing, Sleepest Ancent
Heuristic Search Hill Climbing, Simulated Annealing
Techniques - | Assignment | To be provided by the concern faculty members
Topics
Module 4: in Best First Search, The A* Algorithm, And-Or | [5]
Heuristic Search class Graphs, The AO* Algorithm, Means-end Analysis,

Techniques - 11

Constraint Satisfaction.




Assignment | To be provided by the concern faculty members

Topics

in Utilization and Functionality, Architecture of | [5]
Module 5: Expert | class Expert System, Steps to Build Expert Systems.
Systems Assignment | To be provided by the concern faculty members

Topics

Textbooks:

1. Neeta Deshpande (2008), “Artificial Intelligence”, Technical Publications.

2. V. S. Janakiraman, K. Sarukesi, P. Gopalakrishnan (2007),“Foundations of Artificial
Intelligence and Expert Systems”, Trinity Press.

Reference Books:

1. Elaine Rich and Kevin Knight, (2003) “Artificial Intelligence”, Second Edition, Tata McGraw-
Hill.

2. Ela Kumar, (2008),“Artificial Intelligence”, I.K. International Publishing House Pvt. Ltd., New
Delhi.



CA158A2 / CA158A8 (BL+1T Hrs./week)
FUNDAMENTAL OF SOFT COMPUTING

Questions to be set: 05 (All Compulsory)

Objective: The primary objective of this course is to introduce students to the fundamental
concepts of soft computing techniques, including fuzzy logic, neural networks, genetic algorithms,
and hybrid systems. This course aims to provide students with essential knowledge and hands-on
skills to apply soft computing methods for solving real-world problems, particularly in decision-
making, optimization, and pattern recognition.

Pre-requisites: Programming Concepts and understanding algorithms.

Course Outcomes (CO):

CO1 | Distinguish between Soft and Hard Computing, explain the need for Soft Computing,
and identify its major areas and applications.
CO2 | Understand fuzzy logic, compare it with crisp logic, and apply fuzzy relations and
defuzzification methods.
CO3 | Describe the structure and working of ANN and compare biological and artificial
neurons along with their terminologies.
CO4 | Explain supervised learning and unsupervised learning in neural networks.

COS5 | Understand the working principles of Genetic Algorithms and apply them in
optimization problems.

Module Topics to be Topics Hrs
covered

in Introduction to Soft Computing, Hard Vs Soft| [6]

class computing, Requirement of Soft computing, Major
Module 1: Areas of Soft Computing, Applications of Soft
Introduction Computing.

Assignment To be provided by the concern faculty members

Topics

in Introduction to Fuzzy Logic, Fuzzy Logic Vs Crisp | [9]
Module 2: class Logic. Fuzzy relation, minmax composition,
Basics of Defuzzification, defuzzification methods, fuzzy logic.
Fuzzy Logic Assignment To be provided by the concern faculty members

Topics

in Biological Neuron vs. Artificial Neuron, Architecture | [10]
Module 3: class of a Neural Network (Single-layer, Multi-layer),

. ’ Activation Functions: Sigmoid, Tanh, ReLU,
Basics of . i .
Artificial Trammg 'of Nqural Networks: Errc‘)r‘Backpropagatlf)n,
Neural Apphca.tlons. in Pattern Recognition and Function
Network Approximation

Assignment To be provided by the concern faculty members
Topics




in Supervised Learning Neural networks: Perceptron | [10]
Module 4- class network, l?ack propagation network. .
. Unsupervised Learning  Neural Networks:
Supervised and .\ .
. Competitive learning networks, Kohonen Self-
Unsupervised .. K
Learning . organising petwor S
Assignment To be provided by the concern faculty members
Topics
in Introduction to Evolutionary Algorithms, Basic | [9]
class Operators: Selection, Crossover, Mutation, Fitness
Module 5: Functions and Population Initialization, Genetic
Genetic Algorithm Flow and Termination, Applications in
Algorithms Optimization and Machine Learning
Assignment To be provided by the concern faculty members
Topics
Textbooks:

1. S.N. Sivanandam, S. N. Deepa, Principles of Soft Computing, Wiley India, 2nd Edition, 2011
2. J. S.R. Jang, C. T. Sun, E. Mizutani, Neuro-Fuzzy and Soft Computing, Pearson Education,
1st Edition, 2004

Reference Books:

1 K. K. Aggarwal, Soft Computing and its Applications, Khanna Publishers, 1st Edition, 2022

2 Rajasekaran S., Vijayalakshmi Pai G. A., Neural Networks, Fuzzy Logic and Genetic
Algorithms: Synthesis and Applications, PHI Learning, 2003




CA257A2/ CA257A8 (BL+1T Hrs./week)

MACHINE LEARNING

Questions to be set: 05 (All Compulsory)

Objectives: This course aims to introduce students to foundational machine learning techniques
and algorithms. It focuses on building the ability to select, apply, and evaluate appropriate models

such as decision trees, neural networks, Bayesian classifiers, and genetic algorithms for solving

real-world problems through data-driven learning and intelligent decision-making.

Pre-requisites: Fundamentals of probability & statistics and programming skills, data mining

concepts.

Course Outcomes (CO):

COl1

Understand core concepts of supervised, unsupervised, and evolutionary learning
techniques in machine learning.

CO2

Apply algorithms such as decision trees, k-NN, neural networks, and clustering to
basic learning tasks.

CO3

Analyze the strengths, limitations, and evaluation metrics of various machine learning
models.

CO4

Design simple machine learning workflows using suitable models and data
preprocessing strategies.

Compare multiple learning approaches and interpret their applicability to real-world

CO3 problems.
Module Topics to be Topics Hrs.
covered
in Introduction to Machine Learning: Definition, | [9]
class Types (Supervised, Unsupervised, Reinforcement),
Real-world Applications, Concept Learning and
Module 1: Hypothesis  Space, Model Selection and
Foundations Generalization, Overfitting, Underfitting, and the
of Machine Bias-Variance Tradeoff, Evaluation Metrics:
Learning Accuracy, Precision, Recall, F1-score, ROC-AUC,
Cross-validation Techniques
Assignment To be provided by the concern faculty members.
Topics
Module 2: in Decision Tree Learning: ID3, C4.5, CART, Entropy, | [9]
Supervised class Information Gain, Gini Index, Pruning Techniques
Learning [ — (Pre & Post Pruning), Rule-based Learning: IF-
Decision THEN Rules, Sequential Covering, FOIL
Trees & Algorithm, Applications and limitations




Rule-Based Assignment To be provided by the concern faculty members.
Model Topics
Module 3: in Artificial Neural Networks: Perceptron and | [8]
Su erviséd class Multilayer Feedforward Networks, Activation
ber Functions (Sigmoid, ReLU, Tanh), Training with
Learning II — ) ; .
Backpropagation, Introduction to Deep Learning,
Neural . . . .
Networks & Bayesian Learning: Naive Bayes Classifier,
Bavesian Bayesian Belief Networks, Probabilistic Inference
yes Assignment To be provided by the concern faculty members.
Learning .
Topics
in k-Nearest Neighbours (k-NN), Case-Based | [8]
Module 4: . . .
class Reasoning, Locally Weighted Regression, Lazy vs.
Instance- . . .
Eager Learning, Ensemble Learning: Bagging,
Based . .
) Boosting, Random Forest, Model Comparison and
Learning and .
Ensembl Performance Evaluation
semble Assignment To be provided by the concern faculty members.
Methods .
Topics
in Introduction to Unsupervised Learning: Clustering | [10]
class vs. Association, K-Means and Hierarchical
Module 5- Clustering, Dimensionality Reduction: PCA,
UO e o d Introduction to Evolutionary Algorithms: Genetic
Lnsuperwse Algorithms (GA), Operators: Selection, Crossover,
Eealinmg, Mutation, Fitness Functions and  Elitism,
&Vz(liltlonarg Applications of GAs in Learning, Brief Overview:
vance Reinforcement Learning & Ethical Considerations
Methods .
in ML
Assignment To be provided by the concern faculty members.
Topics
Textbooks:

1. Tom M. Mitchell, Machine Learning, McGraw-Hill Publishers
2. Ethem Alpaydin, Introduction to Machine Learning, The MIT Press Cambridge,
Massachusetts, London, England

Reference Books:
1. Tan H. Witten, Eibe Frank, Data Mining Practical Machine Learning Tools and Techniques

with Java Implementations, Morgan Kaufmann Publishers.
2. Kevin P. Murphy, Machine Learning: A Probabilistic Perspective (Adaptive Computation and
Machine Learning series), MIT Press.



CA258A2 / CA258A8 (BL+1T Hrs./week)

COMPUTER VISION
Questions to be set: 05 (All Compulsory)
Objectives: To introduce the fundamental concepts of Computer Vision including image
processing, feature extraction, object recognition, and motion analysis. The course provides
practical exposure to designing computer vision algorithms and their applications in various fields

such as robotics, surveillance, and healthcare.

Pre-requisites: Programming Knowledge (Python recommended), Basics of Linear Algebra and
Probability, Fundamentals of Image Processing

Course Outcomes:

CO1 | Understand the foundations and scope of computer vision.
CO2 | Apply image processing techniques for enhancement and transformation.
CO3 | Extract features and perform object detection and recognition.
CO4 | Understand motion tracking and 3D vision concepts.
COS5 | Develop basic computer vision applications using relevant libraries/tools.
Module Topics to Topics Hrs
be covered
In Class Introduction and applications of computer vision, | [8]
Module 1 .. . .
. Human vision vs computer vision, Image formation,
Introduction to . o .
Computer pinhole camera model, Camera calibration basics
ViSiOlil Assignment | To be provided by the concerned faculty members
Topics
In Class Image filtering (smoothing, sharpening), Edge detection | [9]
Module 2 Image (Sobel, Canny), Color spaces and transformations,
Processing Histogram equalization and image enhancement
Techniques Assignment | To be provided by the concerned faculty members
Topics
In Class Interest points detection (Harris, SIFT, SURF), Feature | [9]
Module 3 . :
descriptors and matching, RANSAC and homography
Feature . .
. estimation, Corner, edge, and blob detection
Detection and - -
. Assignment | To be provided by the concerned faculty members
Matching .
Topics
In Class Object detection (HOG, Viola-Jones), Template | [9]
Module 4 matching and contour detection, Introduction to CNNs
Object for visual recognition, Object classification using pre-
Recognition and trained models
Classification Assignment | To be provided by the concerned faculty members
Topics
In Class Optical flow and motion tracking, Structure from | [9]
motion (SfM), Depth estimation and stereo vision,




Basics of SLAM (Simultaneous Localization and
Module 5: Mapping)
M.OFIOH and 3D Assignment | To be provided by the concerned faculty members
Vision .
Topics
Textbooks:

1. Richard Szeliski, Computer Vision: Algorithms and Applications, Springer, 1st Edition, 2011
2. Sonka M., Hlavac V., Boyle R., Image Processing, Analysis, and Machine Vision, Cengage
Learning, 4th Edition, 2014

Reference Books:

1 Gary Bradski, Adrian Kaehler, Learning OpenCV: Computer Vision with the OpenCV
Library, O’Reilly Media, 2nd Edition, 2016

2 Shapiro Linda, Stockman George, Computer Vision, Pearson Education, 1st Edition, 2001



CA357A2/ CA357A8

(BL+1T Hrs./week)

ARTIFICIAL NEURAL NETWORK

Questions to be set: 05 (All Compulsory)

Objectives: To provide a solid foundation in Artificial Neural Networks (ANN), their
architectures, learning algorithms, and applications. The course introduces the theoretical concepts
and equips students with practical skills for designing and training various types of neural networks
for solving complex problems.

Pre-requisites: Basics of Linear Algebra and Calculus, Probability and Statistics, Programming
Knowledge (Python preferred). Fundamentals of Machine Learning

Course Outcomes (CO):

CO1 | Understand the basic structure and functioning of biological and artificial neurons.

CO2 | Design and train perceptron-based neural networks using learning algorithms.

CO3 | Explore multilayer networks and backpropagation methods.

CO4 | Understand and implement advanced networks like CNNs and RNNSs.

COS5 | Apply neural networks to classification, prediction, and pattern recognition problems.

and use cases, Recurrent Neural Networks (RNNs)

Module Topics to Topics Hrs
be covered
In Class Biological inspiration and comparison, Artificial | [8]
neurons:  McCulloch-Pitts  model, activation
Module 1 functions.  Learning  paradigms:  supervised,
Introduction to unsupervised, reinforcement, Historical background
Neural Networks and ANN applications
Assignment | To be provided by the concerned faculty members
Topics
In Class Perception and its learning algorithm, Limitations of | [9]
Module 2 Single- the perception, Adaline and delta rule, Hebbian
Layer Networks learning rule
Assignment | To be provided by the concerned faculty members
Topics
In Class Multilayer perceptron architecture, Gradient descent | [9]
Module 3 and backpropagation algorithm, Loss functions and
Multilayer error surface, Issues like vanishing gradients and
Networks and overfitting
Backpropagation | Assignment | To be provided by the concerned faculty members
Topics
In Class Convolutional Neural Networks (CNNs): architecture | [9]




and LSTM, Autoencoders and Restricted Boltzmann
Machines, Transfer learning and fine-tuning,

Module 4 Assignment Topics: To be provided by the concerned
Advanced Neural
Networks ‘ faculty merpbers
Assignment | To be provided by the concerned faculty members
Topics
In Class Neural network applications in image, speech, and | [9]
text processing, Use of frameworks: TensorFlow,
Module 5 Keras, PyTorch (overview), Case studies:
Applications and classification, prediction, time series forecasting,
Tools Ethical concerns and interpretability in ANN
Assignment | To be provided by the concerned faculty members
Topics

Textbooks:

1. S. Haykin, Neural Networks and Learning Machines, Pearson Education, 3™ Edition, 2009
2. Satish Kumar, Neural Networks: A Classroom Approach, McGraw Hill Education, 2nd

Edition, 2017

Reference Books:

1 Simon O. Haykin, Neural Networks: A Comprehensive Foundation, Pearson Education, 2nd

Edition, 1999

2 N.D. Lewis, Deep Learning Step by Step with Python: A Very Gentle Introduction to Deep
Neural Networks for Practical Data Science, Vision Press, 2016



CA358A2 / CA358A8 (BL+1T Hrs./week)
Al FOR MEDICAL IMAGE ANALYSIS
Questions to be set: 05 (All Compulsory)

Objectives: To introduce the fundamentals of medical imaging and the application of Artificial
Intelligence (AI) techniques to analyse medical images for disease detection, diagnosis, and
treatment planning. The course aims to equip students with theoretical knowledge and practical
skills using Al-based tools in healthcare.

Pre-requisites: Fundamentals of Artificial Intelligence and Machine Learning, Basics of Image
Processing, Programming Knowledge (preferably Python), Awareness of human anatomy and
medical imaging modalities (desirable)

Course Outcomes (CO):
CO1 | Understand the basics of medical imaging systems and formats.
CO2 | Apply preprocessing and enhancement techniques to medical images.
CO3 | Analyse and extract features using Al models.
CO4 | Apply deep learning techniques for segmentation, classification, and detection tasks
CO5 | Evaluate Al-based medical image analysis models and understand ethical implications

Module Topics to be Topics Hrs
covered
In Class Overview of medical imaging modalities: X-ray, | [8]
CT, MRI, PET, Ultrasound, Digital imaging
Module 1 basics: DICOM format, image resolution, voxel,
Introduction to intensity, Challenges in medical image analysis,
Medical Imaging Role of Al in healthcare and diagnostics
Assignment | To be provided by the concerned faculty members
Topics
In Class Noise reduction and filtering techniques, Contrast | [9]

enhancement (CLAHE, histogram equalization),

Module 2 I.m age Image registration and normalization, Annotation
Preprocessing and .
Enhancement and ground truth preparation
Assignment | To be provided by the concerned faculty members
Topics
Module 3 Feature In Class Texture, shape, edge, and statistical features, | [9]
Extraction and Feature selection and dimensionality reduction,
Traditional Al Machine Learning classifiers: SVM, Random

Techniques Forest, KNN in medical diagnosis, Evaluation




metrics: accuracy, sensitivity, specificity, ROC-
AUC
Assignment | To be provided by the concerned faculty members
Topics
In Class Convolutional Neural Networks (CNNs) for | [9]
medical image classification, Semantic and
Module 4 Deep instance segmentation: U-Net, Mask R-CNN,
Learning in Medical Transfer learning and model fine-tuning, Case
Imaging studies: tumor detection, organ segmentation
Assignment | To be provided by the concerned faculty members
Topics
In Class Tools and platforms: MONAIL  NiftyNet, | [9]
SimpleITK,  TensorFlow/Keras, = Regulatory
Module 5 considerations and explainability in Al models,
Challenges, Tools, Interpretability and model robustness, Ethical
and Ethics implications, bias, and fairness in medical Al
Assignment | To be provided by the concerned faculty members
Topics

Textbooks:

1. S.Kevin Zhou, Hayit Greenspan, Dinggang Shen, Deep Learning for Medical Image Analysis,
Academic Press (Elsevier), 1st Edition, 2017

2. K.A. Brownlee, Al and Deep Learning for Medical Imaging, Independently Published, 2021

Reference Books:

1. Abhijit Dasgupta, Artificial Intelligence for Medical Image Analysis, BPB Publications, 1st
Edition, 2021

2. Gobert Lee, H.R. Tizhoosh, Machine Learning and Medical Imaging, Elsevier, 1st Edition,
2016



CA457A2/ CA457A8

(BL+1T Hrs./week)

Al AND ML IN CYBER SECURITY

Questions to be set: 05 (All Compulsory)

Objectives: To provide an understanding of how Artificial Intelligence (AI) and Machine
Learning (ML) techniques can be effectively applied to strengthen cybersecurity mechanisms. The
course covers concepts of cyber threats, anomaly detection, intrusion detection systems, and
security analytics with practical use of AI/ML algorithms.

Pre-requisites: Basics of Cyber Security, Fundamentals of Artificial Intelligence and Machine
Learning, Programming Skills (Python preferred), Basic knowledge of networks and operating

systems.

Course Outcomes:

CO1 | Understand the fundamentals of cyber threats, attacks, and defenses.

CO2 | Apply supervised and unsupervised learning techniques to detect anomalies and threats.

CO3 | Design and develop ML-based intrusion detection and prevention systems.

CO4 | Utilize Al for malware detection, phishing detection, and fraud detection.

COS5 | Evaluate AI/ML security solutions using performance metrics and real-world datasets.

Topics

members

Module Topics to Topics Hrs
be covered
In Class Overview of cybersecurity: threat landscape, | [8]
attack vectors, Introduction to Al and ML: types
Module 1: of learning, key algorithms, Role of AI/ML in
Introduction to Al, ML, cybersecurity, Security metrics and key datasets
and Cybersecurity (KDD, NSL-KDD, CICIDS, etc.)
Assignment | To be provided by the concerned faculty
Topics members
In Class Classification  techniques for intrusion | [9]
detection: decision trees, SVM, logistic
regression, Dataset preprocessing and feature
Module 2: . . . . .
. . engineering, Model training, evaluation metrics
Threat Detection using . .
Supervised Learning (confusion matrl?c, accuracy, Fl-scpre), Use
cases: spam filtering, phishing detection
Assignment | To be provided by the concerned faculty




In Class Clustering techniques: k-means, DBSCAN, | [9]

Module 3: Autoencoders and isolation forests for anomaly

Anomaly and Intrusion detection, Real-time intrusion detection systems

Detection using (IDS), Limitations and evasion techniques

Unsupervised Learning | Assignment | To be provided by the concerned faculty
Topics members

In Class Deep Neural Networks, CNNs, and RNNs in | [9]
cyber threat detection, Use of LSTMs in time-
series based attack prediction, Malware and

Module 4: Deep ransomware detection using DL models,

Leam}ng in Cyber Adversarial machine learning and generative
Security
attacks
Assignment | To be provided by the concerned faculty
Topics members
In Class Al for risk scoring, threat intelligence, and user | 8
behavior analytics, Al-powered SOC (Security | Hrs
Module 5: Security Operations Center), Case studies: Al in fraud
Analytics and Real- detection, zero-day exploit analysis, Ethical
Time Applications implications, challenges, and future trends
Assignment | To be provided by the concerned faculty
Topics members
Textbooks:

1. Somayeh Mohammady, S. Srinivasan, Artificial Intelligence for Cybersecurity: Techniques,
Applications and Case Studies, Wiley India, 2023

2. Chandramouli Subramanian et al., Machine Learning for Cybersecurity Cookbook, Packt
Publishing, 1st Edition, 2020

Reference Books:

1. Ashwini Kumar Rath, Machine Learning for Cybersecurity, BPB Publications, 1* Edition,
2021
2. Kavita Sharma, Deepak Kumar, Al and ML in Cybersecurity, Wiley India, 1% Edition, 2023



CA458A2 / CA458A8

(3L+1T Hrs./week)

APPLICATIONS OF AI IN MEDICINE

Questions to be set: 05 (All Compulsory)

Objectives: To explore how Artificial Intelligence (Al) is transforming healthcare and medicine
by enabling predictive analytics, intelligent diagnosis, personalized treatment, and automation in
clinical processes. This course aims to impart knowledge of Al models, tools, and real-world
applications in the medical field.

Pre-requisites: Fundamentals of Artificial Intelligence and Machine Learning, Basics of Human
Anatomy and Medical Terminology, Introduction to Data Science and Python Programming,
Familiarity with healthcare systems and medical imaging (desirable)

Course Outcomes (CO):
CO1 | Understand the core concepts of Al and their relevance in medicine and healthcare.
CO2 | Analyze medical data using Al models for diagnosis and prediction.
CO3 | Apply ML/DL techniques in imaging, pathology, and genomics.
CO4 | Design Al-based solutions for clinical decision support and healthcare operations.
COS5 | Assess the ethical, regulatory, and societal impact of Al in medicine.
Module Topics to Topics Hrs
be covered
In Class Need and scope of Al in healthcare, Overview of | [8]
healthcare data types (structured, unstructured, EHRs,
Module 1 imaging, genomics), Role of Al: automation,
Introduction to Al prediction, diagnostics, decision support, Introduction
in Medicine to Al models: classification, regression, clustering
Assignment | To be provided by the concerned faculty members
Topics
In Class Supervised learning models for diagnosis (diabetes, | [9]
cancer, heart disease), Risk prediction models for
Module 2 Al for chronic diseases, Time-series analysis in patient
Disease Diagnosis monitoring, Use of Al in epidemiology and public
and Prediction health,
Assignment | To be provided by the concerned faculty members
Topics
Module 3: Alin | In Class CNNs and deep learning in X-ray, CT, MRI, | [9]
Medical Imaging Ultrasound, Detection of tumors, fractures, and
and Pathology abnormalities, Al in digital pathology: cell




segmentation, cancer detection, Open datasets: NIH
Chest X-ray, LIDC-IDRI, etc.,

Assignment | To be provided by the concerned faculty members

Topics

In Class Basics of genomics and bioinformatics, Al for gene | [9]
Module 4: expression and mutation analysis, ML in drug
Precision discovery and pharmacogenomics, Case studies in
Medicine and Al personalized treatment recommendation
in Genomics Assignment | To be provided by the concerned faculty members

Topics

In Class Model explainability, transparency, and bias, Data | [9]
Module 5 Ethical, privacy, patient consent, HIPAA 'compliance, FDA
Regulatory and approval for Al tools, real-yvgrld e\(ldence, Challenges
Future Directions and future trends: GPTs, digital twins, Al doctors

Assignment | To be provided by the concerned faculty members

Topics

Textbooks:

1. Lei Xing, James K. Min, Daniel L. Rubin, Artificial Intelligence in Medicine, Elsevier
Academic Press, 1st Edition, 2020
2. Sandeep Reddy, Artificial Intelligence in Healthcare, CRC Press, 1st Edition, 2020

Reference Books:

1 Parag Suresh Mahajan, Artificial Intelligence in Healthcare, Jaypee Brothers Medical
Publishers, 1st Edition, 2021

2 Prakash M. Nadkarni, Clinical Research Informatics, Springer India, 2nd Edition, 2019



BCA MINOR SPECIALIZATION

DIGITAL MARKETING
(COURSE CURRICULUM)



CA159A2 / CA159A8 (BL+1T Hrs./week)

INTRODUCTION TO MARKETING ESSENTIALS

Questions to be set: 05 (All Compulsory)

Objective: To introduce fundamental marketing concepts, including market research, consumer
behavior, segmentation, targeting, and positioning. Explore the marketing mix (product, price,
place, promotion) and strategic planning. Equip students with essential skills to analyze market
opportunities, develop basic marketing strategies, and understand the role of marketing in
business success.

Pre-requisites: Introduction to marketing

Course Outcomes:

COl1 Understand fundamental concepts of marketing and the role it plays in business
success.
CcO2 Identify and describe elements of the marketing mix and their applications in real-
world scenarios.
CO3 Analyze market segments and evaluate targeting and positioning strategies.
CO4 Apply basic marketing research techniques to assess consumer needs and behavior.
CO5 Develop simple marketing strategies incorporating product, pricing, distribution, and
promotion decisions.
Module Topics to be Topics Hrs
covered
in Marketing Management — meaning — functions — | [6]
. class distinction between marketing and selling —
Module 1: Basics marketing environment — organization of marketing
of Marketing department.
Management Assignment | To be provided by the concerned faculty members
Topics
in Market — classification of market — bases of | [10]
class segmentation — buyer decision behaviour — types—
Module 2: . ) .
Classification of dejtermmants of consumer behavior — Marketing
Markets . Mix — elements.
Assignment | To be provided by the concerned faculty members
Topics
in Product Planning — meaning — product features — | [10]
class classification of products — product line and product
Module 3: mix decision — new product development — product
Product life cycle — Branding — brand name, brand mark,
Planning trademark and labelling — Packaging — types.
Assignment | To be provided by the concerned faculty members
Topics




in Pricing — meaning and objectives — strategies — | [8]

class price leader — resale price maintenance — methods
Module 4: Pricing of pricing. Distribution planning - structure,. jtypes

o and levels of channels — wholesaling — retailing —
and Distribution functi
unctions

Assignment | To be provided by the concerned faculty members

Topics

in Sales Promotion — techniques — Sales forecasting — | [6]
Module 5: Sales class Personal selling — §ales quptas — AIDA model of
and Promotion selling — procedure in effective selling.

Assignment | To be provided by the concerned faculty members

Topics

Textbooks

1. Marketing Management — Philip Kotler
2. Fundamentals of Marketing — William J. Standon
3. Principles and Practice of Marketing in India — C. B. Memoria

Reference Books:

1. Marketing Management: Text and Cases — an Indian Perspective — Dr. R. K. Varshney and

Dr. S. L. Gupta

2. Sales Management — Richard R. Still, Edward W. Cundiff & Norman AP Gowani.




CA160A2 / CA160A8

(BL+1T Hrs./week)

BASICS OF DIGITAL MARKETING

Questions to be set: 05 (All Compulsory)

Objectives: This course introduces students to the fundamentals of digital marketing, including
online advertising, SEO, social media, email marketing, and web analytics. It aims to build
foundational knowledge and practical skills required to create, implement, and evaluate digital
marketing strategies in today’s dynamic, technology-driven business environment.

Prerequisite: Basic Computer Knowledge

COl

Understand key concepts and identify benefits of digital marketing to reach potential
customers.

CO2

Analyze digital marketing strategies and importance of programmatic and non-

programmatic advertisement specific to customers.

CO3 | Identify and apply different marketing techniques based on marketing budget.
CO4 | Understand the need for and importance of display ads.
COS5 | Identify best practices, roadblocks and future trends of Digital Marketing.
Topics to .
Module be c[())vere d Topics Hrs
in Fundamentals of Digital marketing & Its| [10]
class Significance, Traditional marketing Vs Digital
Marketing, Evolution of Digital Marketing, Digital
Module 1: Marketing Landscape, Key Drivers, Digital
Introduction Consumer & Communities, Gen Y & Netizen’s
expectation & influence wrt Digital Marketing
Assignment | To be provided by the concerned faculty members
Topics
n The Digital users in India, Digital marketing | [10]
class Strategy- Consumer Decision journey, POEM
Module 2: Digital Framework, Segmenting & Customizing messages,
Marketing in Digital advertising Market in India, Skills in Digital
India. Marketing, Digital marketing Plan.
Assignment | To be provided by the concerned faculty members
Topics
Module 3: in Terminology used in Digital Marketing, PPC and | [10]
Terminologies class online marketing through social media, Social Media
used in digital Marketing, SEO techniques, Keyword advertising,
marketing and Google web-master and analytics overview, Aftiliate
types of Marketing, Email Marketing, Mobile Marketing
marketing Assignment | To be provided by the concerned faculty members
approaches. Topics




in Display adverting, Buying Models, different type of | [6]
Module 4: class ad tools, Display advertising, terminology, types of
odute % display ads, different ad formats, Ad placement
Advertisement . . .
techniques, Important ad terminology, Programmatic
models and . i
terminologi Digital Advertising.
CIMINOIOZICS. Assignment | To be provided by the concerned faculty members
Topics
in Case Study-SMIT Advertisement Shoot [4]
Module 5: Case class
study Assignment | To be provided by the concerned faculty members
Topics

Textbooks:

1. Digital Marketing —Kamat and Kamat-Himalaya
2. Marketing Strategies for Engaging the Digital Generation, D. Ryan,

Reference Books:

1. Digital Marketing, V. Ahuja, Oxford University Press
2. Digital Marketing, S.Gupta, McGraw-Hill
3. Quick win Digital Marketing, H. Annmarie, A. Joanna, Paperback edition




CA251A2 / CA251A8

(3L + 1T Hrs./week)

DATA WAREHOUSING AND DATA MINING

Questions to be set: 05 (All Compulsory)

Objectives: This course introduces key concepts in data warehousing and data mining. It covers
data models, OLAP, design methods, and storage techniques, along with tools and techniques to
discover meaningful patterns from data.

Pre-requisites: Data structures, Concepts of Algorithms, Fundamentals of probability &

statistics and programming skills

Course Outcomes (CO):

COl1

Explain the concepts of data warehousing and data mining.

CO2 | Apply data pre-processing techniques for data preparation.
CO3 | Implement supervised learning algorithms for classification tasks.
CO4 | Perform clustering and association rule mining using unsupervised learning methods.
COS5 | Identify outliers using appropriate detection techniques for real-world datasets.
Module T‘g’;ﬁiﬁ: dbe Topics Hrs.
Module 1: in Fundamentals and significance of data warehousing, | [8]
class Architecture of data warehouse, OLAP vs OLTP,
Introduction to data mining, KDD process,
Applications of data mining
Assignment To be provided by the concern faculty members
Topics
n Data cleaning, integration, and transformation, | [9]
class Handling missing values, Normalization and
Module 2: standardization techniques, Feature selection and
dimensionality reduction, Data discretization and
concept hierarchy
Assignment To be provided by the concern faculty members
Topics
in Introduction to classification, Decision trees, Naive [9]
class Bayes classification, k-Nearest Neighbors (k-NN),
Module 3: Evaluation of classification models
Assignment To be provided by the concern faculty members
Topics
in Clustering basics, k-Means clustering, Hierarchical [9]
class clustering, Association rule mining (Apriori
Module 4: algorithm basics), Evaluation of clustering results
Assignment To be provided by the concern faculty members

Topics




in Introduction to outliers and anomalies, Statistical | [9]
class methods for outlier detection, Distance-based
Module 5: methods, Density-based methods, Applications of data
mining in real-world domains
Assignment To be provided by the concern faculty members
Topics
Textbooks:

1. Jiawei Han, Micheline Kamber, Data Mining: Concepts and Techniques, Morgan Kaufmann.
2. A K Puyjari, Data Mining Concepts, University Press.

Reference Books:
1. lan H. Witten, Eibe Frank, Data Mining Practical Machine Learning Tools and Techniques

with Java Implementations, Morgan Kaufmann Publishers.
2. Alex Berson, Stephen J. Smith, Data Warehousing, Data Mining and OLAP, Tata

McGrawHill.




CA259A2 / CA259A8

(BL+1T Hrs./week)

DECISION MAKING WITH SPREADSHEET

Questions to be set: 05 (All Compulsory)

Objectives: This course aims to provide Undergraduate and Graduate students with a sound
conceptual understanding of the role that management science plays in decision-making process.
This course is applications oriented and continues to use the problem-scenario approach.

Pre-requisite: Basics of Data Analysis and MS Excel

Course Outcomes:

COl

Introduction to Decision Making withy Spreadsheet, Profit, Cost, and Revenue Models,
Breakeven Analysis.

CcOo2
analysis.

Sensitivity Analysis, Range of optimality, Dual value, Limitations of classical sensitivity

COo3
Decision)

Linear Programming Applications: Operations (Production Scheduling, A Make-or-Buy

CO4

Distribution and Network Models: Transportation Problem and Transhipment Problem,
Assignment Problem

CO5

Shortest Path Problem, Maximum flow problem, Production and Inventory problem.

Module Topics to be Topics Hrs
covered
in Introduction to Decision Making withy Spreadsheet, | [12]
class Profit, Cost, and Revenue Models, Breakeven
Analysis, Formulation and assumptions of Linear
Programing Problems, Graphical Solution Method
Module 1: . . . .
. of solving Linear Programming Problems, Solving
Introduction to . . .
. . Linear Programming, Problems using MS Excel
Decision Making . . .
th Spreadsheet Solver, Special Cases of Linear Programming
With Spreadshee Problems: Alternate optimal solution, unbounded
problems, Infeasibility.
Assignment | To be provided by the concerned faculty members
Topics
in Sensitivity Analysis, Range of optimality, Dual | [8]
class value, Limitations of classical sensitivity, analysis,
L Linear Programming Applications: Marketing
Module 2.'L1near (Media selection, Marketing Research), Linear
Programming . L .
o Programming Applications: Finance (Portfolio
Applications
Management)
Assignment | To be provided by the concerned faculty members

Topics




in Linear Programming Applications: Operations | [§]

class (Production Scheduling, A Make-or-Buy, Decision),
Module‘3: Linear Programming Applications: workforce
Product1.0n allocation, Advanced Linear, Programming
Scheduling, Applications: Data Envelopment Analysis, Game
A Make-or- Theory, Game Theory- B’s, perspective Dominance
Buy‘ . rule.
Decision Assignment | To be provided by the concerned faculty members

Topics

in Distribution and Network Models: Transportation | [6]

class Problem and Transhipment Problem, Assignment
Modgle 4 Problem, Shortest Path Problem, Maximum flow
Distribution and problem, Production and Inventory problem.
Network Models Assignment | To be provided by the concerned faculty members

Topics

in Decision Analysis: Formulation, Decision Making | [6]

class without Probabilities, Decision Making with
Module 5: Probabilities, Risk and Sensitivity Analysis,
Decision Analysis Computing Branch Probabilities with Baye’s
Formulation Theorem, Utility Theory

Assignment | To be provided by the concerned faculty members

Topics
Textbooks:

1. Winston, Wayne L., Microsoft Excel Data Analysis and Business Modeling, Microsoft Press
2. Ragsdale, Cliff T., Spreadsheet Modeling & Decision Analysis: A Practical Introduction to
Business Analytics, Cengage Learning

Reference Books:

1. Albright, S. Christian & Winston, Wayne L., Title: Business Analytics: Data Analysis &
Decision Making, Publisher: Cengage Learning.
2. David Anderson, Dennis J. Sweeney, Thomas Arthur Williams, Introduction to Management
Science: Quantitative Approaches to Decision Making.




CA351A2 / CA351A8

(BL+1T Hrs./week)

MACHINE LEARNING

Questions to be set: 05 (All Compulsory)

Objectives: This course aims to introduce students to foundational machine learning techniques
and algorithms. It focuses on building the ability to select, apply, and evaluate appropriate
models such as decision trees, neural networks, Bayesian classifiers, and genetic algorithms for
solving real-world problems through data-driven learning and intelligent decision-making.

Pre-requisites: Fundamentals of probability & statistics and programming skills, data mining
concepts.

Course Outcomes (CO):

CO1 Understand core concepts of supervised, unsupervised, and evolutionary learning
techniques in machine learning.
Ccon Apply algorithms such as decision trees, k-NN, neural networks, and clustering to basic
learning tasks.
CO3 Analyze the strengths, limitations, and evaluation metrics of various machine learning
models.
CO4 Design simple maghine learning workflows using suitable models and data
preprocessing strategies.
CO5 Compare multiple learning approaches and interpret their applicability to real-world
problems.
Module Topics to be Topics Hrs.
covered
in Introduction to Machine Learning: Definition, Types | [9]
class (Supervised, Unsupervised, Reinforcement), Real-
world  Applications, Concept Learning and
Module 1: Hypothesis ~ Space, = Model  Selection  and
Foundations Generalization, Overfitting, Underfitting, and the
of Machine Bias-Variance  Tradeoff, Evaluation Metrics:
Learning Accuracy, Precision, Recall, F1-score, ROC-AUC,
Cross-validation Techniques
Assignment To be provided by the concern faculty members.
Topics
in Decision Tree Learning: ID3, C4.5, CART, Entropy, | [9]
Module 2: . . . . )
. class Information Gain, Gini Index, Pruning Techniques
Isjel:gfnrivriseld B (Pre & Post Pruning), Rule-based Learning: IF-
ne THEN Rules, Sequential Covering, FOIL Algorithm,
Decision Applications and limitations
Trees & Rule- Assignment To be provided by the concern faculty members
Based Model . '
Topics
Module 3: in Artificial Neural Networks: Perceptron and | [8]




Supervised class Multilayer Feedforward Networks, Activation
Learning IT — Functions (Sigmoid, ReLU, Tanh), Training with
Neural Backpropagation, Introduction to Deep Learning,
Networks & Bayesian Learning: Naive Bayes Classifier,
Bayesian Bayesian Belief Networks, Probabilistic Inference
Learning Assignment To be provided by the concern faculty members.
Topics
in k-Nearest ~ Neighbours  (k-NN), Case-Based | [8]
Module 4: . . .
class Reasoning, Locally Weighted Regression, Lazy vs.
Instance- . . .
Eager Learning, Ensemble Learning: Bagging,
Based . .
) Boosting, Random Forest, Model Comparison and
Learning and }
E bl Performance Evaluation
nSemble Assignment To be provided by the concern faculty members.
Methods ;
Topics
in Introduction to Unsupervised Learning: Clustering | [10]
class vs. Association, K-Means and Hierarchical
Module 5- Clustering, Dimensionality = Reduction: PCA,
UO e o d Introduction to Evolutionary Algorithms: Genetic
Lnsuperwse Algorithms (GA), Operators: Selection, Crossover,
Eealinlpg, Mutation,  Fitness  Functions and  Elitism,
&Vzcliltlonarg Applications of GAs in Learning, Brief Overview:
vance Reinforcement Learning & Ethical Considerations in
Methods ML
Assignment To be provided by the concern faculty members.
Topics
Textbooks:

1. Tom M. Mitchell, Machine Learning, McGraw-Hill Publishers
2. Ethem Alpaydin, Introduction to Machine Learning, The MIT Press Cambridge,
Massachusetts, London, England

Reference Books:
1. Tan H. Witten, Eibe Frank, Data Mining Practical Machine Learning Tools and Techniques

with Java Implementations, Morgan Kaufmann Publishers.
2. Kevin P. Murphy, Machine Learning: A Probabilistic Perspective (Adaptive Computation
and Machine Learning series), MIT Press.




CA359A2 / CA359A8

(BL+1T Hrs./week)

BUSINESS ANALYTICS FOR MANAGEMENT DECISION

Questions to be set: 05 (All Compulsory)

Objectives: This course aims to equip students with analytical skills and data-driven approaches
to support effective managerial decision-making. It focuses on applying statistical, predictive,
and prescriptive analytics techniques to solve real-world business problems, enhance operational
efficiency, and support strategic planning using modern tools and case-based learning.

Prerequisites: Basics of programming/statistics.

Course Outcomes:

COl1

Gain an understanding of how managers use business analytics to formulate and solve
business problems and to support managerial decision making.

CcO2
data.

Become familiar with the processes needed to develop, report, and analyze business

CO3

Learn how to use and apply Excel and Excel add-ins to solve business problems

CO4

Learn how to use and apply R Programming to solve business problems

CO5

Understand the Business Analytics and Management Decision in practice

Topics to be

Module Topics Hrs
covered

in Definition of Business Analytics, Categories of | [10]
Module 1: class Business Analytical methods and models, Business
Introduction to Analytics in practice, Big Data - Overview of using
Business Data, Types of Data- Business decision modelling.
Analytics Assignment | To be provided by the concerned faculty members

Topics

in Overview of Description Statistics (Central | [6]

class Tendency, Variability), Data Visualization -
Module 2: Definition, Visualization Techniques — Tables,
Descriptive Cross Tabulations, charts, Data Dashboards using
Analytics Advanced Ms-Excel or SPSS.

Assignment | To be provided by the concerned faculty members

Topics

in Trend Lines, Regression Analysis — Linear & | [8]

class Multiple,  Predictive = modeling, forecasting
Module 3: Techniques, Data Mining - Definition, Approaches
Predictive in Data Mining- Data Exploration & Reduction,
Analytics Data mining and business intelligence, Data mining

for business, Classification, Association, Cause
Effect Modelling.




Assignment

To be provided by the concerned faculty members

Topics

in Overview of Linear Optimization, Non-Linear | [§]

class Programming Integer Optimization, Cutting Plane
Module 4: algorithm and other methods, Decision Analysis —
Prescriptive Risk and uncertainty methods - Text analytics Web
Analytics analytics.

Assignment | To be provided by the concerned faculty members

Topics

in R Environment, R packages, Reading and Writing | [8]
Module 5: class data in R, R functions, Control Statements, Frames
Programming and Subsets, Managing and Manipulating data in R.
Using R Assignment | To be provided by the concerned faculty members

Topics
Textbooks:

1. Camm, Cochran, Fry, Ohlmann, Anderson, Sweeney, Williams - Essentials of Business

Analytics, Cengage Learning.

2. James Evans, Business Analytics, Pearson.

Reference Books:

1. Albright Winston, Business Analytics - Data Analysis - Data Analysis and Decision Making,
Cengage Learning, Reprint

2. Sahil Raj, Business Analytics, Cengage Learning.

3. Ratnoo & Ratnoo, Essentials of R for Data Analytics, Wiley




CA459A2 / CA459A8

(BL+1T Hrs./week)

SOCIAL MEDIA MARKETING

Questions to be set: 05 (All Compulsory)

Objectives: This course aims to provide foundational understanding and practical skills in social
media marketing. It covers key platforms, content creation, audience engagement, campaign
strategies, and analytics. Students will learn to leverage social media tools to build brand
presence, connect with customers, and drive business goals effectively in the digital landscape.

Prerequisites: Introduction to digital marketing

Course Outcomes:

COl1

Understand what social media is, the various channels through which it operates, and its
role in marketing strategy

CO2

Develop social media marketing goals, objectives and content and to design and develop
an effective blog.

CO3

Prepare Facebook Ads and Instagram Ads and understand how to effectively brand their
social media pages.

CO4

Understand how Consumer Generated Content and New Technologies are changing the
Future of Social Media Marketing.

COS5 | Understand and apply Collaborative Marketing & Crowdsourcing
Module Topics to be Topics Hrs
covered
in Introduction - Introduction to Social Media, What | [6]
class is Social Media? How Social Media developed,
Managing Information — Aggregators, Google
Module 1: Alerts, Blogs. Getting your company ready for
Introduction to Social Media Content Management -Touchpoint
social media. analysis, Scheduling, Creating content, Managing
content programs, Planning Worksheets.
Assignment | To be provided by the concerned faculty members
Topics
in Blogs — Blogger, Tumblr, Wordpress, Influencers | [10]
Module 2: class Who are they? How to find them How to use them
Blogging, to benefit your brand. Facebook & Instagram-
Microblogging Creating groups and pages, Tips and Guides —Posts,
and Image based Paid Promotion Ads, Contests.
promotions. Assignment | To be provided by the concerned faculty members
Topics
Module 3: in YouTube Long - form video platforms, Settingup a | [10]
Video and class channel, Managing content - Video Flow - Google
Webmaster Pages for YouTube Channel — Verify, Channel




Tools.

Webmaster Tool — Adding Asset - Associated
Website Linking, - Custom Channel URL -
Channel ART - Channel Links — Channel,
Keywords - Branding Watermark - Featured
Contents on Channel - Channel Main Trailer -
Uploading Videos - Uploading Defaults - Creator
Library - Practical Examples.

Assignment | To be provided by the concerned faculty members

Topics

in Twitter - Set-up and usage Tips. LinkedIn - Tips | [8]
Module 4: class and Guides Review of profiles. Pinterest - Visual
Twitter, Pinterest social media and bookmarking, Set-up and
Management and management
Set-Up. Assignment | To be provided by the concerned faculty members

Topics

in Collaborative Marketing & Crowdsourcing -| [6]
Module 5: class Consumer-generated content (Encouraged
Collaborative Organic), New Technologies — Chat
Marketing & Bots/Messenger Bots and Artificial Intelligence
Crowdsourcing Assignment | To be provided by the concerned faculty members

Topics
Textbooks:

1. Social Marketing in India 1% Edition (Sameer Deshpande, Philip Kotler, Nancy R. Lee)

2. Marketing with Social Media (Linda Coles)

Reference Books:

1. The Social Media Marketing Book (Dan Zarrella)
2. Social Media Marketing 1st Edition (Michael R. Solomon, Tracy Tuten)

3. The Art of Social Media: Power Tips for Power Users (Guy Kawasaki, Peg Fitzpatrick)




CA460A2 / CA460A8 (BL+1T Hrs./week)

MARKETING ANALYTICS
Questions to be set: 05 (All Compulsory)
Objectives: This course aims to equip students with foundational knowledge and practical skills
in marketing analytics. It focuses on using data-driven techniques to evaluate marketing

performance, understand consumer behavior, optimize campaigns, and support strategic
decision-making. Students will learn tools and models for analyzing digital, social media, and

traditional marketing data.

Pre-requisites: Basics of Data Analysis, Basics of Marketing Management

Course Outcomes:

Col Understand the role of marketing analytics in strategic decision-making.
CO2 Explore the fundamental concepts and terminology of marketing analytics.
CO3 Familiarize students with key tools and software used in marketing analytics.
CO4 Develop skills in preparing and presenting marketing analytics reports.
CO5 Understand marketing dashboards and reporting.
Module Topics to be Topics Hrs
covered
in Introduction to Marketing Analytics, Importance of | [6]
class Analytics in Marketing Decision-Making, Basic
Module 1: Concepts and Terminology, Overview of Analytics
Introduction to Tools and Software, Practical Application:
Marketing Introduction to Analytics Software
Analytics Assignment | To be provided by the concerned faculty members
Topics
in Data Collection Methods in Marketing, Importance | [10]
class of Data Quality in Marketing Analytics, Data
Module 2: Data Cleaning and Preprocessing Techniques, Hands-on
Collection and Data Collection and Cleaning Exercise, Case
Management Studies: Data Collection Challenges in Marketing
Assignment | To be provided by the concerned faculty members
Topics
in Overview of Statistical Techniques in Marketing, | [10]
class Application of Descriptive Statistics in Marketing
Module 3: . s . .
Statistical Ana}}{tlcs, In.ferentlal Statlstlcs for Marlfet'mg
Analysis for Dec151qn-Mak1ng, Practlcal Exercise: Sta‘us‘ucal
Marketing Analysis of ‘Ma?ketmg Data, Cgse Studies: .Rea'l-
world Applications of Statistical Analysis in
Marketing




Assignment | To be provided by the concerned faculty members
Topics
in Introduction to Predictive Modelling in Marketing, | [8]
class Machine Learning Algorithms for Predictive
Module 4: Analytics, Building Predictive Models for
Twitter, Pinterest Marketing, Practical  Application:  Predictive
Management and Modelling Exercise, Case Studies: Successful
Set-Up. Predictive Modelling in Marketing Campaigns
Assignment | To be provided by the concerned faculty members
Topics
in Creating Effective Marketing Dashboards, Data | [6]
class Visualization Techniques for Marketing Analytics,
Module 5: . . . i
. Preparing Marketing Analytics Reports, Practical
Marketing .S . . :
Exercise: Designing a Marketing Dashboard, Final
Dashboards and . . . .
Renortin Project: Marketing Analytics Report Presentation
p & Assignment | To be provided by the concerned faculty members
Topics
Textbooks:

1. "Marketing Analytics: Data-Driven Techniques with Microsoft Excel" by Wayne L. Winston

2. "Marketing Analytics: A Practical Guide to Improving Consumer Insights Using Data
Techniques" by Mike Grigsby

3. "Data-Driven: Creating a Data Culture" by Hilary Mason and DJ Patil

Reference Books:

1. "Predictive Analytics for Marketers: Using Data Mining for Business Advantage" by Barry
Leventhal

2. "Marketing Data Science: Modeling Techniques in Predictive Analytics with Python and R"
by Thomas W. Miller

3. "Web Analytics 2.0: The Art of Online Accountability and Science of Customer Centricity"
by Avinash Kaushik




BCA MINOR SPECIALIZATION

MACHINE LEARNING
(COURSE CURRICULUM)



CA161A2/CA161A8 (BL+1T Hrs./week)

MACHINE LEARNING FUNDAMENTALS
Questions to be set: 05 (All Compulsory)

Objectives: This course introduces the foundational concepts, learning types, and applications
of Machine Learning. It emphasizes intuitive understanding through real-world examples while
gradually introducing algorithmic principles and model building. Students will gain the
confidence to explore machine learning tools, evaluate models, and understand ML’s role in
intelligent decision-making systems.

Pre-requisites: Fundamentals of Probability & Statistics and Programming Skills, Data
Mining concepts.

Course Outcomes (CO):
CO1 | Understand the fundamentals and goals of machine learning.
CO2 | Distinguish between major types of ML: supervised and unsupervised.
CO3 | Identify suitable algorithms for basic classification or clustering tasks.

CO4

Interpret key evaluation metrics for model performance.

CO5

Demonstrate ability to design a simple ML workflow using visual tools or guided

platforms.
Module Topics to be Topics Hrs.
covered
n What is Machine Learning? Traditional | [8]
class programming vs. machine learning, History,
Module 1: evolution, and scope of ML, Applications in daily
Introduction life and industry, Types of ML: Supervised,
to Machine Unsupervised, Reinforcement, Steps in an ML
Learning process: data — model — prediction
Assignment To be provided by the concern faculty members.
Topics
n Supervised learning overview, Features, targets, | [9]
class labels, datasets, Classification vs. Regression,
Module 2: . . )
g ced Introduction to: Linear Regression, k-Nearest
Upervise Neighbours (k-NN), Decision Trees (ID3 -
Learning — .
visual),
Concepts & . . :
Aleorith Introduction to confusion matrix, accuracy
goTHms Assignment To be provided by the concern faculty members.
Topics
in What is Unsupervised Learning? Applications: | [9]
class grouping  users, document classification,
Module 3: . . )
) Introduction to Clustering, K-Means (visual
Unsupervised - . .

. examples and use cases), Hierarchical Clustering
Learning & . .
Clustering (concept only), Differences from Supervised

Learning, Advantages and limitations of
clustering




Assignment To be provided by the concern faculty members.

Topics

in Evaluation metrics: Accuracy, Precision, Recall, | [9]

class F1-Score, Overfitting vs. Underfitting, Train-test
Module 4: split, cross-validation (basic introduction), Use
Model cases: Face recognition, fraud detection,
Evaluation & recommendation engines, Hands-on Demo:
Applications Orange or Google Teachable Machine

Assignment To be provided by the concern faculty members.

Topics

in ML workflow: data — train — predict — | [9]

class evaluate, Using toy datasets (Iris, Titanic etc.),

Data preprocessing (missing values, encoding,
Module 5: ling — intuitive explanation), Basic model
Introduction ls)cg o — M P ’
uilding using drag-and-drop tools (Orange /

to ML Model Google Colab demo optional), Ethical Al and
Building limitations of ML systems

Assignment To be provided by the concern faculty members.

Topics

Textbooks:

1. Tom M. Mitchell, Machine Learning, McGraw-Hill Publishers
2. Ethem Alpaydin, Introduction to Machine Learning, The MIT Press Cambridge,
Massachusetts, London, England

Reference Books:
1. Tan H. Witten, Eibe Frank, Data Mining Practical Machine Learning Tools and Techniques
with Java Implementations, Morgan Kaufmann Publishers.
2. Kevin P. Murphy, Machine Learning: A Probabilistic Perspective (Adaptive Computation
and Machine Learning series), MIT Press.



CA162A2 / CA162A8

(3L+1T Hrs./week)

STATISTICS FOR MACHINE LEARNING

Questions to be set: 05 (All Compulsory)

Objectives: Machine learning studies methods that can automatically detect patterns in data
and then use these patterns to predict future data or other outcomes of interest. It is widely
used across many scientific and engineering disciplines. This course covers statistical
fundamentals of machine learning, with a focus on supervised learning and empirical risk
minimisation. Both generative and discriminative learning frameworks are discussed, and a
variety of widely used classification algorithms are overviewed.

Pre-requisite: Foundations of Statistical Inference, Machine Learning basics.

Course Outcomes:

Topics

members

CO1 | Understand and apply fundamental statistical concepts such as probability,
distributions, and hypothesis testing.
CO2 | Analyze datasets using descriptive and inferential statistics relevant to machine
learning models.
CO3 | Evaluate relationships among variables using correlation and regression techniques.
CO4 | Apply statistical methods to assess and improve the performance of machine
learning algorithms.
COS5 | Interpret statistical results to make data-driven decisions in machine learning
applications.
Module Topics to be Topics Hrs
covered
in Overview of machine learning and its| [6]
Module 1: class applications.  The  distinction  between
Introduction to supervised, unsupervised, and semi-supervised
Statistical learning.
Learning Assignment | To be provided by the concerned faculty
Topics members
n Simple and multiple linear regression. Model | [8]
Module 2: Linear | class fitting, parameter estimation, and hypothesis
Regression for testing.
Regression
Assignment | To be provided by the concerned faculty
Topics members
in Bias-variance trade-off and overfitting. Cross- | [8]
Module 3: class validation and its application in model selection.
Model Performance metrics for classification and
Assessment regression tasks.
and Selection Assignment | To be provided by the concerned faculty




in Logistic regression for binary classification. | [10]
. class Multiclass classification using one-vs-rest and
Module 4: Linear . o
one-vs-one approaches. Maximum likelihood
Methods for o .. )
Classificati estimation and decision boundaries.
assilication Assignment | To be provided by the concerned faculty
Topics members
in Feature transformation and basis expansion | [8]
Module 5: Basis | class techniques. Regularization methods (L1, L2) for
Expansion, improving model robustness. Kernel methods
Regularization, for nonlinear classification and regression.
and Kernel Assignment | To be provided by the concerned faculty
Methods Topics members
Textbooks:
1. An Introduction to Statistical Learning: with Applications in R, 2nd Edition, Gareth James,

2.

Daniela Witten, Trevor Hastie, and Robert Tibshirani, 2021.

The Elements of Statistical Learning, 2nd Edition, Hastie, Trevor, Tibshirani, Robert and

Friedman, Jerome, 2009. Computer Age Statistical Inference: Algorithms, Evidence, and
Data Science, Efron, Bradley, and Trevor Hastie, 2016.

Reference Books:

1.

2.

Texts in Statistics, Springer-Verlag, New York, 2004.

Verlag, NewYork,2005.

Larry Wasserman, All of Statistics: A Concise Course in Statistical Inference, Springer

Larry Wasserman, All of Nonparametric Statistics, Springer Texts in Statistics, Springer




CA261A2/ CA261A8 (BL+1T Hrs./week)

PYTHON FOR MACHINE LEARNING

Questions to be set: 05 (All Compulsory)

Objectives: To provide an understanding on predictive modelling and enters
multidimensional spaces which require an understanding of mathematical methods,
transformations, and distributions. To introduce complex means of analysis such as clustering,
factoring, Bayesian inference, and decision theory, while also allowing you to exercise your
Python programming skills.

Pre-requisite: Programming Basics, Machine Learning Basics.

Course Outcomes (CO):
CO1 | Understand Python fundamentals and libraries essential for machine learning tasks.
Cco2 Implement data preprocessing techniques using Python tools like NumPy and
pandas.
CO3 | Build and train basic machine learning models using scikit-learn.
CO4 | Evaluate model performance using appropriate metrics and visualization.
COS5 | Apply Python to solve real-world machine learning problems efficiently.

Topics to be

Module Topics Hrs
covered
n The linear regression model, Correlation vs | [6]
class regression, Geometrical representation of the

Linear Regression Model, setting up the
Environment, Python packages installation,
First regression in Python, Using Seaborn for
graphs,

Interpret the regression table, Decomposition of
variability, OLS, R-squared, Multiple linear
regression Theory, Adjusted R-squared Theory,
F-test, OLS assumptions, Linearity, Dealing
with categorical data - Dummy variables,
Making predictions with the linear regression
Assignment | To be provided by the concerned faculty
Topics members

Module 1: Python
for Linear
Regression

in Sklearn basics, Game plan for sklearn, Simple | [6]
class linear regression, Simple linear regression -
summary table, A Note on Normalization,
Multiple linear regression, Adjusted R-squared,
Module 2: Linear Feature Selection through p-values, Creating a
Regression using summary table, A Note on Calculation of P-
sklearn Values with sklearn, Feature Scaling, Feature
Selection through standardization, Making
predictions with standardized coefficients,
Underfitting and overfitting, Training and
testing




Assignment
Topics

To be provided by the concerned faculty
members

Module 3:
Python for
Logistic
Regression

in
class

Introduction to logistic regression, A simple
example in Python, Logistic vs logit function
Building a logistic regression, Understanding
the tables, What do the odds actually mean,
Binary predictors in a logistic regression,
Calculating the accuracy of the model, The
concept of overfitting, Testing the model

(8]

Assignment
Topics

To be provided by the concerned faculty
members

Module 4:
Classification
using Python

in
class

Defining Classification Problem with IRIS
datasets., Mathematical formulation of K-
Nearest Neighbour Algorithm for binary
classification, Implementation of K-Nearest
Neighbour Algorithm wusing sci-kit learn,
Classification using Decision tree, Construction
of decision trees based on entropy,
Implementation of Decision Trees for Iris
datasets

[10]

Assignment
Topics

To be provided by the concerned faculty
members

Module 5:
Clustering using
Python

in
class

Introduction to Cluster Analysis, Some
examples of clusters, Difference between
classification and clustering, Math prerequisites
K-means clustering, A simple example of
clustering, Clustering categorical data, How to
choose the number of clusters, Pros and Cons of
K-means and clustering, To standardize or to not
standardize, Relationship between clustering
and regression

[10]

Assignment
Topics

To be provided by the concerned faculty
members

Textbooks:

1. Mark Lutz, “Programming Python”, O'Reilly Media, 4th edition, 2010.
2. Mark Lutz, “Learning Python”, O'Reilly Media, 5th Edition, 2013.

Reference Books

1. Tim Hall and J-P Stacey, “Python 3 for Absolute Beginners”, Apress, 1st edition, 2009.

2. Magnus Lie Hetland, “Beginning Python: From Novice to Professional”, Apress,
Second Edition, 2005.

3. Shai Vaingast, “Beginning Python Visualization Crafting Visual Transformation
Scripts”, Apress, 2nd edition, 2014.

4. Wes Mc Kinney, “Python for Data Analysis”, O'Reilly Media, 2012.



CA262A2/ CA262A8 (BL+1T Hrs./week)
MATHEMATICAL FOUNDATIONS FOR MACHINE LEARNING

Questions to be set: 05 (All Compulsory)

Objectives: Aims to provide key mathematical concepts at the heart of machine learning. The
focus is on matrix methods and statistical models and features real-world applications ranging
from classification and clustering to denoising and recommender systems. Mathematical
topics covered include linear equations, matrix rank, subspaces, regression, regularization, the

singular value decomposition, iterative optimization algorithms etc.

Pre-requisite: Mathematical Basics Machine Learning Basics.

Course Outcomes (CO):

CO1 | Understand key linear algebra concepts applicable to machine learning models.

CO2 | Apply calculus principles in model optimization and learning algorithms.

CO3 | Use probability and statistics to interpret and model data uncertainty.

CO4 | Analyze algorithms using concepts from discrete mathematics and graph theory.

Build a strong mathematical base for developing and evaluating machine learning

CO3 algorithms.
Module Topics to be Topics Hrs
covered
in What is ML, how is it related to other | [10]
class disciplines? Learning goals and course
objectives, Vectors and matrices in machine
Module 1: Intro learning models, Features and models, Least
and Linear squares, linear independence, and orthogonality
Models Linear classifiers, Loss, risk, generalization
Assignment | To be provided by the concerned faculty
Topics members
Module 2: in Dimensionality  reduction, recommender | [8]
Singular Value class systems, PageRank, Ridge regression, Model
Decomposition, selection, cross-validation
Overfitting and Assignment | To be provided by the concerned faculty
Regularization Topics members
in Hinge loss, Logistic regression, Feature | [8]
Module 3: class functions and nonlinear regression and
Beyond, Least classification, Kernel methods and support
Squares: vector machines
Altemate Loss Assignment | To be provided by the concerned faculty
Functions Tobi b
opics members
n Stochastic Gradient Descent (SGD), Neural | [4]
Module 4: class networks and backpropagation
Iterative Methods Assignment | To be provided by the concerned faculty
Topics members




in Density estimation and maximum likelithood | [10]
class estimation, Gaussian mixture models and
Module - E:);[;sicr‘gt;c;ré Clul:/{:;(ii;gization, Unsupervised
tatistical Model - -

Statistical Models Assignment | To be provided by the concerned faculty
Topics members

Textbooks:

1. Lars Elden, Matrix Methods in Data Mining and Pattern Recognition, SIAM
2. Hastie, Tibshirani, and Friedman, Elements of Statistical Learning, 2017, Springer

Reference Books:

1. Stephen Boyd and Lieven Vandenberghe, Introduction to Applied Linear Algebra — Vectors,
Matrices, and Least Squares, Cambridge University Press
2. Christopher Bishop, Pattern Recognition and Machine Learning, Springer




CA361A2/CA361A8

(BL+1T Hrs./week)
DEEP LEARNING

Questions to be set: 05 (All Compulsory)

Objectives: The course aims to provide foundational and practical knowledge of deep
learning. It introduces neural networks, model training, and optimization. Students will
explore architectures like CNNs and RNNs, apply deep learning to real-world tasks, and gain
hands-on experience using frameworks, fostering skills for research and application in Al-

driven domains.

Pre-requisite: Machine Learning, Neural Network Basics.

Course Outcomes (CO):

CO1 | Understand the fundamentals of neural networks and deep learning architectures.
CO2 | Design and implement deep learning models using popular frameworks.
CO3 | Apply convolutional and recurrent neural networks to real-world problems.
CO4 | Evaluate and optimize deep learning models for performance and accuracy.
COS5 | Explore recent advancements and applications in deep learning.
Module Topics to be Topics Hrs
covered
in What is neural network? How neural networks | [8]
class works? Gradient descent, Stochastic Gradient
Module 1: descent, Perceptron, Multilayer Perceptron,
Introduction to Back Propagation
Neural Network  “Acsionment | To be provided by the concerned faculty
Topics members
in Overview of deep learning, DL environment | [10]
class setup locally, Installing Tensorflow, Installing
Keras, Setting up a DL environment in the cloud
Module 2: AWS, GCP, Run Tensorflow program on AWS
Building Deep cloud platform, Tenserfow Basics - Placeholders
learning in Tensorflow, Defining placeholders, Feeding
Environment. placeholders with data, Variables, Constant,
Computation graph, Visualize graph with Tensor
Board
Assignment | To be provided by the concerned faculty
Topics members
in What are activation functions? Sigmoid function | [6]
Module 3: class Hyperbolic Tangent function, ReLu -Rectified
Activation Linear units, Softmax function
Functions Assignment | To be provided by the concerned faculty
Topics members
Module 4: in Introduction to CNN, Train a simple| [§]
Classifying class convolutional neural net, Pooling layer in CNN
Images with Building, training and evaluating our first CNN
Convolutional Model performance optimization




Neural Networks | Assignment | To be provided by the concerned faculty
(CNN) Topics members
in What are Recurrent Neural Networks (RNNs)? [8]
class Understanding a Recurrent Neuron in Detail,
Module 5: Long Short-Term Memory (LSTM), Back
Introduction to propagation  Through Time (BPTT),
Recurrent Neural Implementation of RNN in Keras
Networks (RNN) | Assignment | To be provided by the concerned faculty
Topics members
Textbooks:

1. Nikhil Buduma, “Fundamentals of Deep Learning: Designing Next-Generation Machine

Intelligence Algorithm”, O’Reilly, 2017.
2. Tan Goodfellow, Yoshua Bengio and Aaron Courville, “Deep Learning”, MIT Press, 2016.

Reference Books:

1. S Lovelyn Rose, L Ashok Kumar, D Karthika Renuka, Deep Learning Using Python, 2019,

Willey

2. Amlan Chakrabarti, Amit Kumar Das, Saptarsi Goswami, Pabitra Mitra, Deep Learning,

2021, Pearson




CA362A2/ CA362A8

(BL+1T Hrs./week)
COMPUTER VISION

Questions to be set: 05 (All Compulsory)

Objectives: To learn fundamentals of computer vision and its applications, understand the
basic image processing operations to enhance, segment the images, understand the analysing
and extraction of relevant features of the concerned domain problem, understand and apply
the motion concepts and its relevance in real time applications and finally to apply the
knowledge in solving high level vision problems like object recognition, image classification

etc.

Pre-requisite: Calculus, Linear algebra, Probability, Programming knowledge

Course Outcomes (CO):
CO1 Unfierstand the fundamental concepts, models, and techniques used in computer
vision systems.
CcO2 Apply image processing techniques for feature extraction, filtering, and
enhancement.
CO3 | Implement object detection, segmentation, and recognition algorithms.
CO4 | Analyze and evaluate computer vision models using real-world datasets.
CO5 Design and develop basic computer vision applications using appropriate tools and
libraries.
Module Topics to be Topics Hrs
covered
Module 1: in Image Formation and Representation: Imaging | [8]
Overview of class geometry, radiometry, digitization, cameras and
computer vision Projections, rigid and affine transformation
and its Assignment | To be provided by the concerned faculty
app]ica‘[ions TOpiCS members
in Pixel transforms, color transforms, histogram | [10]
class processing, histogram equalization, filtering,
Module 2: Image convolution, Fourier transformation and its
Processing applications in sharpening, blurring and noise
removal
Assignment | To be provided by the concerned faculty
Topics members
in Edge detection, corner detection, line and curve | [8]
class detection, active contours, SIFT and HOG
Module 3: descriptors, shape context  descriptors,
Feature detection Morphological operations.
Assignment | To be provided by the concerned faculty
Topics members
in Active contours, split & merge, watershed, | [8]
Module 4: class region splitting, region merging, graph-based
Segmentation segmentation, mean shift and model finding,
Normalized cut




Assignment

To be provided by the concerned faculty

Topics members

in Alignment,  Appearance-Based =~ Methods, | [6]
Module 5: Object | class Invariants, Image Eigenspaces
recognition and
shape Assignment | To be provided by the concerned faculty
representation Topics members
Textbooks:

1. Computer Vision: Algorithms and Applications, R. Szeliski, Springer, 2011.
2. Digital Image Processing, Rafael C. Gonzalez, Richard E. Woods, Pearson Education, 2018

(4th Edition).

Reference Books:

1. Introductory techniques for 3D computer vision, E. Trucco and A. Verri, Prentice Hall, 1998.
2. Multiple View Geometry in Computer Vision by Richard Hartley and Andrew Zisserman,
Cambridge University Press, 2004



CA457A2/ CA457A8 (BL+1T Hrs./week)

AI AND ML IN CYBER SECURITY

Questions to be set: 05 (All Compulsory)

Objectives: To provide an understanding of how Artificial Intelligence (AI) and Machine
Learning (ML) techniques can be effectively applied to strengthen cybersecurity mechanisms.
The course covers concepts of cyber threats, anomaly detection, intrusion detection systems,
and security analytics with practical use of AI/ML algorithms.

Pre-requisites: Basics of Cyber Security, Fundamentals of Artificial Intelligence and Machine
Learning, Programming Skills (Python preferred), Basic knowledge of networks and operating

systems.

Course Outcomes:

CO1 | Understand the fundamentals of cyber threats, attacks, and defenses.
CO2 | Apply supervised and unsupervised learning techniques to detect anomalies and threats.
CO3 | Design and develop ML-based intrusion detection and prevention systems.
CO4 | Utilize Al for malware detection, phishing detection, and fraud detection.
COS5 | Evaluate AI/ML security solutions using performance metrics and real-world datasets.
Module Topics to Topics Hrs
be covered
In Class Overview of cybersecurity: threat landscape, | [8]
attack vectors, Introduction to Al and ML: types
Module 1: . . .
. of learning, key algorithms, Role of AI/ML in
Introduction to Al, . . .
ML. and cybersecurity, Security metrics and key datasets
C l;ersecurit (KDD, NSL-KDD, CICIDS, etc.)
Y Y Assignment | To be provided by the concerned faculty
Topics members
In Class Classification  techniques for  intrusion | [9]
detection: decision trees, SVM, logistic
Module 2: regression, Dataset preprocessing and feature
Threat Detection engineering, Model training, evaluation metrics
using Supervised (confusion matrix, accuracy, Fl-score), Use
Learning cases: spam filtering, phishing detection
Assignment | To be provided by the concerned faculty
Topics members
In Class Clustering techniques: k-means, DBSCAN, | [9]
Module 3: ; .
Autoencoders and isolation forests for anomaly
Anomaly and . .. ) .
. . detection, Real-time intrusion detection systems
Intrusion Detection o . .
. . (IDS), Limitations and evasion techniques
using Unsupervised - -
. Assignment | To be provided by the concerned faculty
Learning .
Topics members




In Class Deep Neural Networks, CNNs, and RNNs in | [9]
cyber threat detection, Use of LSTMs in time-
Module 4: Deep series based attack.predlct%on, Malware and
L ransomware detection using DL models,
Learning in Cyber . . . .
. Adversarial machine learning and generative
Security
attacks
Assignment | To be provided by the concerned faculty
Topics members
In Class Al for risk scoring, threat intelligence, and user | 8
behavior analytics, Al-powered SOC (Security | Hrs
Module 5: Security Operations Center), Case studies: Al in fraud
Analytics and Real- detection, zero-day exploit analysis, Ethical
Time Applications implications, challenges, and future trends
Assignment | To be provided by the concerned faculty
Topics members
Textbooks:

1. Somayeh Mohammady,

Techniques, Applications and Case Studies, Wiley India, 2023
2. Chandramouli Subramanian et al., Machine Learning for Cybersecurity Cookbook, Packt
Publishing, 1st Edition, 2020

Reference Books:

S. Srinivasan, Artificial Intelligence for Cybersecurity:

1. Ashwini Kumar Rath, Machine Learning for Cybersecurity, BPB Publications, 1% Edition,

2021

2. Kavita Sharma, Deepak Kumar, Al and ML in Cybersecurity, Wiley India, 1% Edition, 2023



CA452A2 / CA452A8

(BL+1T Hrs./week)

NATURAL LANGUAGE PROCESSING

Questions to be set: 05 (All Compulsory)

Objectives: This course is designed to make students able to extract information from text
automatically using concepts and methods from natural language processing (NLP) including
stemming, n-grams, POS tagging, and parsing. Also, students will be able to analyze the
syntax, semantics, and pragmatics of a statement written in a natural language.

Pre-requisite: Mathematical Basics, Machine Learning Basics.

Course Outcomes (CO):

Understand the foundational concepts and techniques in Natural Language

COl .
Processing.

Cco2 Apply text preprocessing methods such as tokenization, stemming, and
lemmatization.

CcO3 Implerpgnt NLP tasks including part-of-speech tagging, parsing, and named entity
recognition.

CO4 | Analyze and model text using statistical and machine learning-based NLP methods.

Develop NLP applications such as sentiment analysis, machine translation, and

CO3 chatbot systems.
Module Topics to be Topics Hrs
covered
in Human languages, models, ambiguity, | [10]
class processing paradigms; Phases in natural
Module 1: language  processing, applications.  Text
Introduction representation in computers, encoding schemes.
Assignment | To be provided by the concerned faculty
Topics members
in Introduction to corpus, elements in balanced | [10]
class corpus, TreeBank, PropBank, WordNet, VerbNet
etc. Resource management with XML,
Module 2: Management of linguistic data with the help of
Linguistics GATE, NLTK. Regular expressions, Finite State
resources Automata, = word  recognition,  lexicon.
Morphology, acquisition models, Finite State
Transducer. N-grams, smoothing, entropy
Assignment | To be provided by the concerned faculty
Topics members
in Stochastic POS tagging, HMM, Transformation | [10]
class based tagging (TBL), Handling of unknown

Module 3: Part
of Speech

tagging

words, named entities, multi word expressions.
A survey on natural language grammars, lexeme,
phonemes, phrases and idioms, word order,
agreement, tense, aspect and mood and
agreement, Context Free Grammar, spoken
language syntax.




Assignment | To be provided by the concerned faculty
Topics members
in Unification, probabilistic parsing, TreeBank. [5]
Module 4: class
Parsing Assignment | To be provided by the concerned faculty
Topics members
in Meaning representation, semantic analysis, | [5]
Module 5: class lexical semantics, WordNet
Semantics Assignment | To be provided by the concerned faculty
Topics members
Textbooks:
1. Daniel Jurafsky and James H Martin. Speech and Language Processing, 2e, Pearson

Education, 2009.

2. James A. Natural language Understanding 2e, Pearson Education, 1994

Reference Books:

1.

2.
3.

Bharati A., Sangal R., Chaitanya V.. Natural language processing: a Paninian perspective,
PHI, 2000

Siddiqui T., Tiwary U. S.. Natural language processing and Information retrieval, OUP, 2008
Daniel Jurafsky and James H. Martin, Speech and Language Processing, Pearson.




